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For PDF Documents

Before you begin
This manual contains bookmarks that are detected by PDF viewer software. Use these bookmarks to navigate the
documentation

Adobe Acrobat
The Bookmark button in Adobe Acrobat is on the right side and looks like:

Microsoft Edge Browser
The Bookmark button in built-in Microsoft Edge PDF viewer is usually on the Upper Left Side and looks like:

Google Chrome Browser
For the built-in Google Chrome PDF viewer, the bookmark button is called the Document Outline which is toggled
on the upper left:



Release Notes

Improvements
Add support for Siemens S7 in the Industrial DPI Engine
Add syslog and NRPE packages, available in package manager
Add a warning if an IP address is configured on multiple interfaces
Added a diagnostic support package that can help our team diagnose issues in the field
Added support for wireless interfaces on new hardware platforms
Updated names of several well-known ports
Improved IP and subnet validation across interface configuration pages
Updated ARP-scan to improve asset discovery
Enhanced the functionality of the Remote Management configuration page
Clarified the behavior of the Release/Relinquish lease button on the Status Interfaces page
Added tracking of version history in the system configuration
UI updates to the Simple NAT, User Management, and System Update screens
Added a warning message when checking for online updates without internet connectivity
Prevented clearing of saved assets when Asset Management is disabled

Bug Fixes
Aligned package availability and feature access with license permissions
Fixed an issue where a monitor would not show any output if it was not connected at boot
Fixed an issue where some graphs on the System Monitoring page would display incorrectly
Fixed an issue where some support packages for VM instances were removed on factory default
Fixed an issue where invalid aliases in the config could cause errors in rendering Firewall rules
Fixed some issues related to editing limiters on the Traffic Shaper page
Fixed an issue where errors were not displayed as a part of some steps in the OpenVPN Wizard
Fixed an issue where the settings icon for widgets on the dashboard could render incorrectly
Fixed an issue where changes could not be saved for remote users
Fixed an issue where removing the last Industrial DPI rule would cause industrial pages to break
Fixed an issue where users with only a single interface permission could not login
Fixed an issue where some config changes were not logged appropriately
Fixed an issue with the LAN anti-lockout rule that could prevent access to the UI
Fixed an issue where SimpleNAT could create duplicate WAN rules or fail to delete rules
Fixed an issue where thermal sensor readings would ignore chosen units
Fixed an issue where default packages could be removed when restoring a configuration
Fixed an issue where Defender Networks could appear as an alias on some pages
Fixed an issue on the Remote Management page where the Save button did not properly apply changes
Fixed an issue where editing a user could trigger a username input error
Fixed a crash when deleting a template with no rules
Fixed an issue where existing WireGuard tunnels or peers could not be edited
Fixed inconsistencies in Status Monitoring time zones
Fixed an issue where disabling a graph in Status Monitoring had no effect
Various other minor bug fixes



Additional Documentation
Documentation is consistently being updated as more features and functionality are added and refined

If this document doesn’t include needed information, please contact HMS Support at info@hms-networks.com



Document Conventions

Abbreviations

Abbreviation Full Description

ICS INDUSTRIAL CONTROL SYSTEM

NIC Network Interface Card

RA Remote Access

NAT Network Address Translation

1:1 One to One (a type of NAT)

LAN Local Area Network

WAN Wide Area Network

NTP Network Time Protocol

DHCP Dynamic Host Configuration Protocol

CIDR Classless Inter Domain Routing

CA Certificate Authority

VLAN Virtual Local Area Network

VPN Virtual Private Network

SSL Secure Socket Layer

TLS Transport Layer Security

VoIP Voice over Internet Protocol

CIP Common Industrial Protocol (EtherNet/IP)

Jump Server
A jump server or secure administrative host is a (special-purpose) computer on a network
typically used to manage devices in a separate security zone.



Subnet Mask to CIDR Quick Reference

Subnet Mask CIDR Notes

255.255.255.255 /32 SINGLE IP ADDRESS

255.255.255.254 /31 Special use (point-to-point)

255.255.255.252 /30 2 useable IP addresses

255.255.255.248 /29 6 useable IP addresses

255.255.255.240 /28 14 useable IP addresses

255.255.255.224 /27 30 useable IP addresses

255.255.255.192 /26 62 useable IP addresses

255.255.255.128 /25 126 useable IP addresses

255.255.255.0 /24 254 useable IP addresses

255.255.254.0 /23 508 useable IP addresses

255.255.252.0 /22 1016 useable IP addresses

255.255.248.0 /21 2032 useable IP addresses

255.255.240.0 /20 4064 useable IP addresses



Common WebGUI Interactions

Applying Changes
When adding or making changes to the configuration via the Anybus Defender WebGUI, in many cases, after the
change is saved, the WebGUI will require the changes to be “applied”. The change is saved but has not “gone live”
in Anybus Defender yet. A banner will appear at the top of the section being edited:

Sample Apply Changes Banner

Once the changes are applied, they become active and the Anybus Defender will display a confirmation that the
changes have been applied successfully. Click the X on the right side of the confirmation to close it:

Sample Changes Applied Confirmation Banner

Context Help/Additional Information

The  information icon will appear in various locations through the WebGUI. When clicked, additional

information about a given topic will be displayed:

Information Legend with Appropriate Icon Definitions



Overview

Next-Gen Protection
The Anybus Defender is a state-of-the-art cybersecurity device to handle any Industrial Control System Security
required on the plant floor or IT server room. The key features of the Anybus Defender are:

Diverse product line to handle any deployment scale
Comprehensive WebGUI that uses a standard web browser to access all functionality
Setup wizards for Simple and Standard NAT configurations
A stateful firewall that keeps track of the state of active connections traversing it, allowing for enhanced

security and granular control of network traffic. A state table maintains knowledge about established connections,
including the state of the connection (such as whether it's part of an established session or a new connection
attempt)

Extensive diagnostics
VPN server, clients, and secure connections to devices
User Manager with groups, user certificates, and ability to include LDAP or Radius authentication servers
Captive Portal to control device access
External packages that can be imported and used (Snort, Asset Manager, etc.)
Deep Packet Inspection (DPI) that allows finite control of access to PLCs, HMIs, and similar devices



Hardware Models

Anybus Defender Product Line
Here is a list of web links and datasheets for all the Anybus Defender models offered:

4002 NAT/FW Datasheet

4002 DPI/FW Datasheet

4002 PRO/FW Datasheet

6004 NAT/FW Datasheet

6004 DPI/FW Datasheet

6004 PRO/FW Datasheet

6024 NAT/FW Datasheet

6024 DPI/FW Datasheet

6024 PRO/FW Datasheet

1004 NAT/FW Datasheet

https://www.hms-networks.com/p/abd4002-natfw-anybus-defender-4002-nat-fw
https://media.hms-networks.com/image/upload/v1734542638/Documents/Generated_Datasheets/Production/en/hms-ABD4002-NATFW-en-Anybus-Defender-4002---NATFW.pdf?_gl=1*1ahxd54*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0
https://www.hms-networks.com/p/abd4002-dpifw-anybus-defender-4002-dpi-fw
https://media.hms-networks.com/image/upload/v1734541689/Documents/Generated_Datasheets/Production/en/hms-ABD4002-DPIFW-en-Anybus-Defender-4002---DPIFW.pdf?_gl=1*1j9r2y5*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0
https://www.hms-networks.com/p/abd4002-profw-anybus-defender-4002-pro-fw
https://media.hms-networks.com/image/upload/v1734542612/Documents/Generated_Datasheets/Production/en/hms-ABD4002-PROFW-en-Anybus-Defender-4002---PROFW.pdf?_gl=1*kqhrv3*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0
https://www.hms-networks.com/p/abd6004-natfw-anybus-defender-6004-nat-fw
https://media.hms-networks.com/image/upload/v1734542231/Documents/Generated_Datasheets/Production/en/hms-ABD6004-NATFW-en-Anybus-Defender-6004---NATFW.pdf?_gl=1*17fdtk6*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0
https://www.hms-networks.com/p/abd6004-dpifw-anybus-defender-6004-dpi-fw
https://media.hms-networks.com/image/upload/v1734541727/Documents/Generated_Datasheets/Production/en/hms-ABD6004-DPIFW-en-Anybus-Defender-6004---DPIFW.pdf?_gl=1*17fdtk6*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0
https://www.hms-networks.com/p/abd6004-profw-anybus-defender-6004-pro-fw
https://media.hms-networks.com/image/upload/v1739806246/Documents/Generated_Datasheets/Production/en/hms-ABD6004-PROFW-en-Anybus-Defender-6004---PROFW.pdf?_gl=1*1667z95*_gcl_au*MTc4NTk4NzYwMS4xNzUzNDYwNDk2
https://www.hms-networks.com/p/abd6024-natfw-anybus-defender-6024-nat-fw
https://media.hms-networks.com/image/upload/v1734542135/Documents/Generated_Datasheets/Production/en/hms-ABD6024-NATFW-en-Anybus-Defender-6024---NATFW.pdf?_gl=1*prtqw3*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0
https://www.hms-networks.com/p/abd6024-dpifw-anybus-defender-6024-dpi-fw
https://media.hms-networks.com/image/upload/v1734541751/Documents/Generated_Datasheets/Production/en/hms-ABD6024-DPIFW-en-Anybus-Defender-6024---DPIFW.pdf?_gl=1*1m3ul4x*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0
https://www.hms-networks.com/p/abd6024-profw-anybus-defender-6024-pro-fw
https://media.hms-networks.com/image/upload/v1740431305/Documents/Generated_Datasheets/Production/en/hms-ABD6024-PROFW-en-Anybus-Defender-6024---PROFW.pdf?_gl=1*1vffz2s*_gcl_au*MTc4NTk4NzYwMS4xNzUzNDYwNDk2
https://www.hms-networks.com/p/abd1004-natfw-anybus-defender-compact-1004-nat-fw
https://media.hms-networks.com/image/upload/v1734542351/Documents/Generated_Datasheets/Production/en/hms-ABD1004-NATFW-en-Anybus-Defender-Compact-1004---NATFW.pdf?_gl=1*v5yvqz*_gcl_au*MTQzOTg5NzcwMi4xNzM5MjAyNTU0


Console and Web Configuration Interfaces
The Anybus Defender devices can be accessed in one of these ways:

1. Direct Connection via The Console
2. WebGUI
3. SSH (Secure Shell)

Console Direct Connection
Using a USB-based keyboard and a monitor using HDMI or VGA port (if available), the Anybus Defender Console
can be accessed

Direct Connect Screen



Licensing

Anybus Defender License Features
Here is a table listing all the license types and their feature sets:

NAT
(-NAT)

DPI
(-DLT)

PROFESSIONAL
(-PRO)

GENERAL   

Cybersecurity Console
Manage/Monitor multiple Defenders

  

NAT
Network Address Translation

  

DIAGNOSTICS
Troubleshoot traffic, network, and device config

  

NOTIFICATIONS
Email, Syslog, Telegram, Pushover

  

STATEFULL FIREWALL
Control network traffic

  

REMOTE ACCESS
IPSec, SSL, WireGuard, VPN

 

CERTIFICATE MANAGEMENT
Local / Enterprise

 

USER MANAGEMENT
AD/LDAP/RADIUS/Local Authentication Types



Local Users
 

DHCP
Dynamic Host Configuration Protocol

 

CAPTIVE PORTAL
Control supplier access

 

DNS
Domain Name System

 

ASSET DETECTION & MONITORING
Track network assets by type, serial number, firmware, etc.

  

PACKAGES
Adds additional functionality above base system

  

RULES/POLICY SCHEDULER
Schedule rules by date/time/duration

 

NTP (Network Time Protocol)
Synchronize time to master clocks

 

DPI (Deep Packet Inspection)
Finite control of access to PLC/HMI/Devices

 



NAT
(-NAT)

DPI
(-DLT)

PROFESSIONAL
(-PRO)

IPS/IDS
Snort / Suricata

 

LOAD BALANCING
Use multiple uplinks to increase throughput



TRAFFIC SHAPING 

HIGH AVAILABILITY
Redundancy for critical paths



To access the License section of the Anybus Defender, use the WebGUI to navigate to the System/License page:

License Page of WebGUI

Upgrading a License
All Anybus Defender units get shipped from the factory with a license already applied. However, the license can be
upgraded at any time with an upgrade purchase. Contact sales@hms-networks.com to inquire about current
license types and pricing

Creating a License File
From the System/License page, use the Copy to Clipboard or, better yet, the Export button to create a license
request file. Send that request file to sales@hms-networks.com (this assumes the appropriate license has been
purchased)



Applying a New License

󰀨 Applying a new license will temporarily shutdown and restart the Anybus Defender device

A reply email will contain the license file. From the Upload License section, click the Choose File button. Select
the new license then click the License button.

The Anybus Defender device will restart. From the License or Dashboard page, the License Information section
will show which Variant (see table above) and which Features are enabled



Powering Up

󰅙 The Anybus Defender is shipped with a secure profile (default) on the WAN interface. The LAN interface is
open and not considered secure

Power Connections
Typically, most Anybus Defender units will require 24VDC supplied to the power connection

For the PICO, NANO, and MINI units, a 3-pole Phoenix connector is used to wire in power and ground:

Phoenix Connector with Terminal Callouts

For the 1U unit, the same 24VDC connector shown above or a standard 120VAC connection is available depending
on order:

Standard 120VAC Plug with Power Toggle Switch

For the IP65 unit, a sealed 4-Pin M12 connector is used:



M12 Connector Pinout

󰀨 Except for the 1U 120VAC models, most Anybus Defender units will immediately power up once the
required voltage is applied to the unit. Older units or the 1U and IP65 models may have a power button that
must be pressed

To ensure proper power up, each unit has a power indicator.



Network Connections

󰅙 The Anybus Defender is shipped with a secure profile (default) on the WAN interface. The LAN interface is
open and not considered secure

RJ45 Network Connections
Most Anybus Defender models have at least 2 RJ45 Ethernet ports representing NICs for each port. One port is
labeled IGB0 (RE0 for older units) and IGB1 (RE1 for older units). Out of the box, the IGB0 port is the WAN or
enterprise NIC and the IGB1 port is LAN or local network NIC

󰋼 The NICs can be repurposed for any network configuration required

Each port connection has two indicators, a Link and Activity LED:

Ethernet Port with LEDs

LED Color Description

LINK LED AMBER OR GREEN
AMBER ON: OPERATING AS A GIGABIT CONNECTION (1000 MBPS)
GREEN ON: OPERATING AS A 100-MBPS CONNECTION
OFF: OPERATING AS A 10-MBPS CONNECTION.

Activity LED Green Blinking: There is activity on this port. Off: No link is established.



WebGUI Login

󰅙 The Anybus Defender is shipped with a secure profile (default) on the WAN interface. The LAN interface is
open and not considered secure

For Access to the Anybus Defender WebGUI
Using the LAN Network Connection, connect a PC to the LAN NIC. Be sure the PC's NIC is set to 192.168.200.xxx
where xxx is any number greater than 1. The subnet mask should be set to 255.255.255.0

WebGUI Login
The default LAN IP address of the Anybus Defender is 192.168.200.1 with a subnet mask of 255.255.255.0. Using
a web browser (Microsoft Edge or Google Chrome is recommended), type in the LAN IP address

When connecting to an unconfigured Anybus Defender, web browsers may indicate an unsecured connection. This
notice is normal as the current configuration of the security appliance doesn’t contain the necessary settings to
prevent the warning. If this screen does not appear, continue to the next paragraph. Otherwise, click Advanced
then Proceed to 192.168.200.1 (unsafe):

Connection not Private Warning

then



Connection not Private Warning

After an initial Welcome Screen when the Anybus Defender is first powered up, a login screen will appear requiring
a Username and Password to be entered. The default Username is admin and the default Password is
defender:

󰅙 It is very important to change the default password when creating a configuration for the Anybus Defender



Login with Default Credentials



Simple NAT Wizard

Overview
The Simple NAT Wizard is a quick and easy way to set up:

1. A new Admin Password to replace the default password (highly recommended)
2. The WAN IP Address, Subnet Mask, and any Upstream Gateway address
3. The LAN IP Address and Subnet Mask
4. Allowing WAN side access to the Anybus Defender WebGUI
5. Allowing WAN and LAN pings
6. Any 1:1 NAT Mappings needed

Accessing the Simple NAT Wizard
If the license used in the Anybus Defender is set to SIMPLE-NAT, the Simple NAT Wizard will automatically load
upon login. Any other license will require navigating to System>Setup Wizard to start the Wizard.

󰀨 Loading the Setup Wizard will present 2 button options: >> Next and >> Use Simple NAT Wizard. Be sure
to select the >> Use Simple NAT Wizard option. The other button will star the Standard NAT Wizard



Simple NAT Wizard Configuration

Simple NAT Wizard Page

Anybus Defender Configuration
Hostname: Optional ability to change the default Hostname given to the Anybus Defender
Admin Password: New admin password can be changed here (highly recommended)
Confirm Admin Password: Re-type admin password used above

WAN IP Configuration
Interface Mode: Set to either DHCP if a DHCP server will automatically set the WAN IP, Subnet, and

Gateway or Static to enter the configuration manually.
IP Address: (Available only on Static Interface Mode) Type in the desire IP address for the WAN network
Subnet Mask: (Available only on Static Interface Mode) Use the dropdown to select the proper Subnet Mask

using the Subnet Mask to CIDR Table for reference

LAN IP Configuration
IP Address: Type in the desire IP address for the LAN network
Subnet Mask: Use the dropdown to select the proper Subnet Mask using the Subnet Mask to CIDR Table for

reference

Configure 1:1 NAT Mappings
2 buttons appear here:

>> Add 1:1 NAT will load the 1:1 NAT Creation page (see below)
>> Apply will save all the current Anybus Defender Configuration, WAN and LAN Network settings, and all

newly-configured 1:1 NAT configurations



New 1:1 NAT Creation

1:1 NAT Creation Page

Clicking the >> Add 1:1 NAT button will load the New 1:1 NAT Creation page. From here, a Northbound (usually
WAN) and Southbound (usually LAN) mapping can be created to allow Northbound access to a Southbound
device:

1:1 NAT Rule Creation
Northbound Interface: Use the dropdown to select the Interface to be used for Northbound
Southbound Interface: Use the dropdown to select the Interface to be used for Southbound
Northbound IP Address: Type in the IP address to be used as the Northbound address

󰀨 This IP address must be unique and NOT the same address as the Northbound Interface that was
configured above

Southbound IP Address: Type in the IP address of the actual Southbound device
Description: Optional text that can be typed in to identify this device

Once completed, the >> Add 1:1 NAT button must be clicked to save the new 1:1 mapping. The Simple NAT
Wizard main page will load with the new 1:1 Mapping in the Configure 1:1 NAT Mappings section:

1:1 NAT Mapping Table

Also, A message will appear on the top of the page warning that changes need to be applied:

Apply Changes Warning Banner

Click the >> Apply button next to the >> Add 1:1 NAT button to apply all changes



WAN Access to the WebGUI

Prerequisites
To be able to access the WebGUI, either the Simple NAT Wizard needs to be completed or a rule has to be added
manually. When properly configured, the WAN gateway address can be used in the web browser instead of the
LAN

Manual WAN Access Rule Creation

󰀨 This functionality requires at least the NAT license or greater

To allow access to the WebGUI from the WAN, navigate to Firewall>Rules> then be sure the WAN tabe is
selected:

Firewall>Rules>WAN Section

Click either 󰐕 Add button at the lower right of the Rules table to load the Rule Creation page. Adjust the rule
settings exactly as shown below:



Settings to Allow WAN Access to WebGUI

Save and Apply the new rule and it should now appear on the WAN Rules table:

WAN Access Rule on Rules Table

Now the WAN address can be used in the web browser to access the WebGUI



Basic Troubleshooting

Overview
If the power light does not energize, confirm the presence and polarity of 24VDC to the appliance (older Anybus
Defender units may have a power button that needs to be pressed)

󰋼 The power connector only fits into the plug on the Anybus Defender a certain way. The polarity (+ / -) is
printed above the connector on the front of the appliance

WebGUI

Logging Into the WebGUI
After typing the default IP address into a browser window, if the Anybus Defender login or security challenge
doesn’t appear, check the following:

1. Make sure the appliance is powered up by observing the white power indicator light (older units will have the
power light surrounding the power button)
2. Confirm that an RJ45 Ethernet cable is connected to the LAN interface (IGB1 or RE1) from the PC
3. Confirm that the PC from which the login is attempted has an IP address in the 192.168.200.x address range

Console

Visual Confirmation of Startup
As described in the Console Direct Connect Page, the front panel on the appliance has video and USB ports.
Connecting a display to one of the video ports should provide visual confirmation that Anybus Defender is powered
up and has successfully started. When the appliance has completed bootup, a login prompt should appear:



Dashboard Overview

Overview
The Dashboard of the Anybus Defender WebGUI houses widgets that can be displayed on the dashboard page
and shows general status on various aspects of the appliance. This dashboard is automatically loaded when first
logging into the WebGUI. It can also be access from 2 other places:

1. The Anybus Defender icon on the top left of the menu bar:

 2. Clicking on the Status>Dashboard menu item

By default, the System Information, Interfaces, and Thermal Sensor widgets are visible on the dashboard:

Adding Widgets

On the upper right of the dashboard page is a  button that allows widgets to be added to the dashboard page.

Clicking the plus button will open an Available Widgets panel:

Available Widgets Panel

From there, the  next to each widget allows it to be added to the dashboard section



Removing or Collapsing Widgets

On the widget title, two buttons are used for collapsing  or expanding the title bar. The  button

removes the widget from the dashboard

Widget Settings

More widgets have a  on the upper right on the title bar. That will toggle on/off an extra panel that will allow

settings to be adjusted on the widget



Capture Portal Status

Captive Portal Status Widget

Overview
If the Captive Portal Feature is used, the Captive Portal Status widget will display any users that have logged into
the Anybus Defender via the portal. The user's IP address, MAC address, Username, Session Start, and Last
activity will appear on a list



Dynamic DNS Status

Dynamic DNS Status Widget

Overview
If the Dynamic DNS (DDNS) Feature is used, the Dynamic Status widget will display any users that have logged
into the Anybus Defender via the portal. The DDNS Interface, Service Type, Hostname, and Cached IP address will
appear on the list

 Settings

Dynamic DNS Status Settings

These items can be configured for this widget:

Widget title: The title bar of this widget can be changed from its default name
Show Checkbox(es): Allows selectively showing/hiding DDNS entries on the list
Save Button: Saves the current widget configuration
All/None Button: Toggles All or None of the checkboxes explained above



Firewall Logs

Firewall Logs Widget

Overview
The Firewall Logs Logs widget shows the latest list of Firewall Rules that have been triggered based on network
activity

 Settings

Firewall Logs Settings

These items can be configured for this widget:

Widget title: The title bar of this widget can be changed from its default name
Number of entries: Number of rows to show on the Logs table
Filter actions: Choose whether only Pass and/or Block and/or Rejects rules appear on the Logs table
Filter interface: Dropdown selection to choose which interface to show on the Logs table, including All

interfaces
Update Interval: Number entry box to set the time interval for the Logs table refresh
Save Button: Saves the current widget configuration



Gateways

Gateways Widget

Overview
The Gateways widget shows a list of any configured gateways and their current status

 Settings

Gateways Settings

These items can be configured for this widget:

Widget title: The title bar of this widget can be changed from its default name
Display options: Use the radio button selector to choose one of these options:

Gateway IP:
Monitor IP:
Both:

Gateway Table: List of all current gateways. Each can be shown/hidden using the Show checkbox

Save Button: Saves the current widget configuration

All/None Button: Toggles All or None of the checkboxes explained above



Hot Standby Status

Hot Standby Widget

Overview
The Hot Standby widget shows a list of any interfaces that has been configured as a hot standby. The List will show
the Interface, IP Address, and Status of each hot standby



Installed Packages

Installed packages Widget

Overview
Any packages installed from the Packages Manager will show on this list. Each row consists of:

Name: The name of the package
Version: The version number of the package
Actions: Depending on the package type, these buttons will be present:

 Uninstalls the package

 Reinstalls the package

 (Where applicable) Loads more information on the package



Interface Statistics

Interface Statistics Widget

Overview
This widget displays network traffic statistics for each Interface on a table. The table items are:

Interface Columns: Each interface (WAN and LAN in the example above) will have a table column for its own
network statistics

󰋼  These columns can be inverted to show each interface as a row using the Settings below

Packets In: Total number of incoming packets to the unit for each interface

Packets Out: Total number of outgoing packets from the unit for each interface

Bytes In: Total number of incoming bytes to the unit for each interface

Bytes Out: Total number of outgoing bytes from the unit for each interface

Errors In: Total number of incoming errors to the unit for each interface

Errors Out: Total number of outgoing errors from the unit for each interface

Collisions: Total number of collisions that occurred from the unit for each interface



 Settings

Interface Statistics Settings

These items can be configured for this widget:

Widget title: The title bar of this widget can be changed from its default name
Orientation: Radio button selection to change the row/column configuration of the interfaces and their

respective network statistics:

Each interface in a column: The interfaces will be the columns and the network statistics will be the rows
Each interface in a row: The network statistics will be the columns and the interfaces will be the rows

Interface and Stats Checkboxes: Toggle whether each Interface and Stat item is shown/hidden with the
right-hand checkboxes

Save Button: Saves the current widget configuration
All/None Button: Toggles All or None of the checkboxes explained above



NTP Status

NTP Status Widget

Overview
This widget shows a list of any NTP Clock that have been configured for this unit. This will show the Server Time
and Server Source of the NTP Server



OpenVPN

OpenVPN Widget

Overview
This widget shows a list of any OpenVPN Servers that have been configured for this unit. There may also be Users
connected to each server which will appear as a list under each OpenVPN Server section

For each OpenVPN server, the user list will contain this information:

Name/Time: The username login time when connected to the server

Real/Virtual IP: The actual IP address allocated to the user and the internal Tunnel IP Address created by the
OpenVPN configuration

 Settings

OpenVPN Settings

These items can be configured for this widget:

OpenVPN Server List: Each OpenVPN server can be shown/hidden by using the checkboxes on the right
Save Button: Saves the current widget configuration
All/None Button: Toggles All or None of the checkboxes explained above



Picture

Picture Widget

Overview
This widget allows an image file to be loaded and shown on the dashboard. Compatible images files are .tiff, .jfif,
.bmp, .gif, .svg, .png, .jpeg, .svgz, .jpg, .webp, .ico, .xbm, .dib, .pjp, .apng, .tif, .avif

 Settings

Picture Settings

These items can be configured for this widget:

Widget title: The title bar of this widget can be changed from its default name
New Picture: Use the Choose File button to load a compatible image file
Save: Click to save the picture to the Anybus Defender

󰋼 If this widget is removed then re-added, the last saved picture will still appear



Remote Management

Remote Management Widget

Overview
This widget shows the status of the Anybus Cybersecurity Console (ACC) connection. The items shown are:

Status: Whether this unit is connected to a ACC instance
ACC Server: The IP address and Port of the connected ACC instance

󰋼 The Anybus ACC product is a separate application used to manage multiple Anybus Defender units. Contact
sales@hms-networks.com for more information



Services Status

Services Status Widget

Overview
This widget displays a list of all the Services configured to run on the Anybus Defender. Each service on the list has
these columns:

Running/Stopped Indicators: on the left side of each row are two icons indicating whether the service is

Running  or Stopped 

Service: The service name
Description: Description of the service

Action: When a service is running, the Restart  and Stop  Service buttons appear. If a service is

stopped, the Start Service  button will attempt to start the service



 Settings

Services Status Settings

These items can be configured for this widget:

Widget title: The title bar of this widget can be changed from its default name
Services Checkboxes: Toggle whether each Service item is shown/hidden with the right-hand checkboxes
Save Button: Saves the current widget configuration
All/None Button: Toggles All or None of the checkboxes explained above



System Information

System Information Widget

Overview
This widget shows common system information on the Anybus Defender, license, uptime, etc. Information included:

Name: The name of the Anybus Defender unit
User: The current user logged into the WebGUI
System: The Serial Number and Device ID of the unit
License: The current License installed
Version: The current firmware version of the Anybus Defender with its build date
Hardware crypto: List of all encryption types supported in this unit
Uptime: Number of Hours, Minutes, and Seconds the unit has been running
Current date/time: Date and Time set within the unit
DNS server(s): All DNS used in the unit
Last config change: last applied changes to the unit
State table size: number of States configured within the unit. Use the Show States link to load the actual

States table
Load average:
CPU usage: Percentage of the CPU used
Memory usage: Percentage of the Memory used



 Settings

System Information Settings

These items can be configured for this widget:

System Info Checkboxes: Toggle whether each System Information item is shown/hidden with the right-hand
checkboxes

Save Button: Saves the current widget configuration
All/None Button: Toggles All or None of the checkboxes explained above



Thermal Sensors

Thermal Sensors Widget

Overview
This widget shows a temperature gauge and readout of each CUP core in the Anybus Defender

 Settings

Thermal Sensors Settings

These items can be configured for this widget:

Thresholds in ºC (1-100): The Zone and Core Warning and Critical thresholds can be adjusted here Display
settings: Options available:

Show raw output (no graph): Only show the temperature values and remove the gauges
Show full sensor name: Show the actual name given for each CPU core instead of the generic Corex name
Save Button: Saves the current widget configuration

󰋼 As mentioned in the Settings text, the CPU type can be adjusted in the
System>Advanced>Miscellaneous>Thermal Sensors section of the WebGUI. This should only be needed if
older Anybus Defender units are used



Traffic Graphs

Traffic Graphs Widget

Overview
This widget shows an X/Y chart with the inbound and outbound traffic amount over time. Use your pointer to mouse
over sections to see a snapshot of the traffic amount, legend, and datetime stamp:



Traffic Graph Mouse Over

 Settings

Thermal Sensors Settings

These items can be configured for this widget:

Refresh Interval: Interval in seconds to refresh the graph readings
Inverse: Toggle On/Off whether to have the inbound and outbound graphics share the same graph area or

have WAN and LAN occupy opposite sides, top and bottom, of the graph area
Unit Size: Set whether the units shown on the graph are in Bits or Bytes
Background updates: Options are:



Keep graphs updated on inactive tab: Keeps updating graph even when inactive. This increases the
CPU usage

Clear graphs when nor visible: Clears and stops updates to graph when not being shown. This decreases
CPU usage when not in use

Graph Smoothing: Adjustable slide to increase/decrease the rounding and "smoothness" of the graph pens
Interface: Allows toggling On/Off each interface graph



Interfaces

Interfaces Widget

Overview
This widget shows all the configured interfaces of the Anybus Defender with this information:

Interface Name: The name of the interface. Clicking on the name will load it Interface Configuration page
Up/Down Indicators: Up or down arrows indicating if that interfacing is connected
Speed and Duplex: Detected network speed (10/100/1000base T) and if full or half duplex is used
IP Address: The gateway IP address of the interface

 Settings

System Information Settings

These items can be configured for this widget:

Interface Checkboxes: Toggle whether each Interface is shown/hidden with the right-hand checkboxes
Save Button: Saves the current widget configuration
All/None Button: Toggles All or None of the checkboxes explained above



Overview

Overview
The advanced settings for the Anybus Defender including:

Administrator Access
Firewall NAT
Networking
Miscellaneous
System Tunables
Notifications



Admin Access

Overview

System / Advanced / Admin Access Page

This page has settings related to administrator access to the Anybus Defender. The System / Advanced / Admin
Access page is divided into four sections:

WebConfigurator

WebConfigurator Section of System / Advanced / Admin Access Page

Protocol: Select either HTTP or HTTPS (SSL/TLS) for the WebGUI access. HTTPS is highly recommended
for better security

SSL/TLS Certificate: List of SSL/TLS certificates compatible with the Anybus Defender. a webConfigurator
certificate is automatically installed when the WebGUI is first accessed

TCP port: A custom TCP port number. This will override the default port number of 80 for HTTP or 443 for
HTTPS

Max Processes: Maximum number of simultaneous users allowed to login to the WebGUI
WebGUI redirect: Check to disable redirect of the listening port automatically
HSTS: Check to disable the HTTP Strict Transport Security which forces the web browser to use only

HTTPS in the URL for access to the Anybus Defender
OC SP Must-Staple: Check to force the OCSP (Online Certificate Status Protocol) to be used in nginx.

This will require uploading the certificate as a full chain or this will be ignored by nginx
WebGUI Login Autocomplete: Checking this allows auto-complete from the web browser to work when

logging into the WebGUI. Some browsers will not recognize this setting

󰀨 Using this option is less secure and may not be allowed based on the company security policies

WebGUI login messages: Check to disable logging of any WebGUI successful logins



Anti-lockout: Check to disable the LAN WebGUI anti-lockout rule. This disables the anti-lockout rule that
always allows LAN access to the WebGUI

󰀨 Disabling this can lock out access to the WebGUI if other firewall rules are not in place allowing access

WAN Management Anti-lockout: Check to disable the WAN WebGUI anti-lockout rule. This disables the
anti-lockout rule that always allows WAN access to the WebGUI

󰀨 Disabling this can lock out access to the WebGUI if other firewall rules are not in place allowing access
(or existing LAN anti-lockout are not present)

Management Anti-lockout: Check this to automatically apply anti- lockout rule for ALL interfaces of the
Anybus Defender

DNS Rebind Check: Check this to disable protection from DNS rebinding attacks
Alternate Hostnames: Manual entry of alternate hostname(s) for DNS Rebinding and HTTP_REFERER

checks. Use spaces between each hostname if more than one is used
Browser HTTP_REFERER enforcement: Check this box to disable the protection against HTTP_REFERER

redirection attempts
Browser tab text: Check this box to show the current WebGUI page followed by the host name instead of the

reverse

Secure Shell

Secure Shell Section of System / Advanced / Admin Access Page

Secure Shell Server: Check this box to enable Secure Shell for any extra secure connection requirements
SSHd Key Only: If Secure Shell is enabled, use this dropdown to select which authorization types are

accepted. Options are:

Password or Public Key: Either a password or valid key can be used to login
Public Key Only: Only a valid key can be used to login
Require Both Password and Public Key: Both a password AND a valid key are required to login

Allow Agent Forwarding: Check this box to enable ssh-agent forwarding support
SSH port: Manual entry of a custom SSH port. Leaving it blank defaults to port 22

https://en.wikipedia.org/wiki/HTTP_referer


Login Protection

Login Protection Section of System / Advanced / Admin Access Page

Threshold: Setting for the threshold when a potential attacker score has met or exceeded this value
Blocktime: Setting in seconds to block a potential attacker after the threshold above has been met or

exceeded. Subsequent attacks will increase this time by 1.5
Detection time: Setting for how long in seconds to remember a potential attacker before resetting their score
Pass list: List of IP addresses or hostnames that are allowed to bypass the login protection
Add address: Use the + Add address button to add more Pass list addresses to the list

Console Options

Console Options Section of System / Advanced / Admin Access Page

Console Menu When unchecked, this allows for direct access to the Console without the need for logging in
with an admin-level user. This may be used to prevent completely being locked out of the Anybus Defender

󰀨 Disabling this Console password protection can be potentially dangerous to anyone with access to the
physical unit



Firewall & NAT

Overview

System / Advanced / Firewall & NAT Page

This page has settings related to the Firewall and NAT of the Anybus Defender. The System / Advanced / Firewall
& NAT page is divided into four sections:

Firewall Advanced

Firewall Advanced Section of System / Advanced / Firewall & NAT Page

IP Do-Not-Fragment compatibility: Check this box to allow for communications with hosts that generate
fragmented packets with the Don't Fragment (DF) bit set. Instead of dropping the packets, the DF bit will be
cleared instead

IP Random id generation: Check this box to replace IP identification field in packets with random values
instead. This setting only applies to packets that are not fragmented

Firewall Optimization Options: Use the dropdown to select these options

Normal: The standard optimization algorithm, which is optimal for most environments
High-latency: Used for high-latency links, such as satellite links. Expires idle connections later than default
Aggressive: Expires idle connections quicker. More efficient use of CPU and memory but can drop

legitimate connections earlier than expected. This option can also improve performance in high-traffic
deployments with lots of connections, such as web services

Conservative: Tries to avoid dropping any legitimate connections at the expense of increased memory
usage and CPU utilization. Can aid in environments that require long-lived but mostly idle UDP connections

Disable Firewall: Check this to disable any packet filtering by the firewall and the NAT. This essentially turns
the Anybus Defender into a switch

󰅙 This setting will disable ANY firewall and NAT rules and should only be used for troubleshooting purposes

Remove scrubbing: Check this to disable the scrubbing option which can sometime interfere with Network
File System (NFS) traffic



Firewall Adaptive Timeouts: Two entries are available for excessive state entries. The setting on the left is
the number of state entries before adaptive scaling begins. All timeout values are scaled linearly with factor
(adaptive.end - number of states) / (adaptive.end - adaptive.start). Defaults to 60% of the Firewall Maximum
States value, The value on the right, when reached, has all timeout values become zero, effectively purging all
state entries immediately. This value is used to define the scale factor, it should not actually be reached (set a
lower state limit, see below). Defaults to 120% of the Firewall Maximum States value

Firewall Maximum States: Maximum number of connections to hold in the firewall state table
Firewall Maximum Table Entries: Maximum number of table entries for systems such as aliases, sshguard,

snort, etc, combined
Firewall Maximum Fragment Entries: Maximum number of packet fragments to hold for reassembly by

scrub rules
Static route filtering: Check this box to bypass any firewall checks for any traffic entering and leaving on the

same interface. This only applies to static routes defined. This may be desirable in some situations where
multiple subnets are connected to the same interface

Disable Auto-added VPN rules: Check this box to disable any automatically-added rules for IPsec
Disable reply-to: Check this box if multiple WANs are used and bridging is also used to disable automatic

reply-to messages from the same interface
Disable Negate rules: Check this box if multiple WANs are used to disable traffic from reaching directly

connected devices and VPN networks when using policy routing
Allow APIPA: This allows Automatic Private IP Addressing (APIPA) traffic to pass but can not be routed
Aliases Hostnames Resolves Interval: The interval, in seconds, that will be used to resolve hostnames

configured on aliases. Leaving this blank defaults to 300s
Check certificate of aliases URLs: Check this box to be sure the certificate is valid for all HTTPS addresses

on aliases. If it is invalid or revoked, it will not be downloaded

Bogon Networks

Bogon Network of System / Advanced / Firewall & NAT Page

This checks for bogons or bogus IP addresses of a computer network. Bogons include IP packets on the public
internet that contain addresses that are not in any range allocated or delegated by the Internet Assigned
Numbers Authority (IANA) or a delegated Regional Internet Registry (RIR) and allowed for public internet use

Update Frequency Use this dropdown to update the bogon list, either monthly, weekly, or daily



Network Address Translation

Network Address Translation Section of System / Advanced / Admin Access Page

NAT Reflection mode for port forwards: Dropdown selector to choose from these options:

disabled: No reflection done
NAT + proxy: Uses a helper program to send packets to the target of the port forward. It is useful in setups

where the interface and/or gateway IP used for communication with the target cannot be accurately determined
at the time the rules are loaded. Reflection rules are not created for ranges larger than 500 ports and will not
be used for more than 1000 ports total between all port forwards. Only TCP and UDP protocols are supported

Pure NAT: Uses a helper program to send packets to the target of the port forward. It is useful in setups
where the interface and/or gateway IP used for communication with the target cannot be accurately determined
at the time the rules are loaded. Reflection rules are not created for ranges larger than 500 ports and will not
be used for more than 1000 ports total between all port forwards. Only TCP and UDP protocols are supported

󰋼 Individual rules may be configured to override this system setting on a per-rule basis

Reflection Timeout: Enter a time in seconds for reflection timeout

󰋼Only applies to Reflection on port forwards in NAT + proxy mode as explained above

Enable NAT Reflection for 1:1 NAT: Check this box for Automatic creation of additional NAT redirect
rules from within the internal networks

󰋼 Reflection on 1:1 mappings is only for the inbound component of the 1:1 mappings. This functions the
same as the pure NAT mode for port forwards. For more details, refer to the pure NAT mode description
above. Individual rules may be configured to override this system setting on a per-rule basis

Enable automatic outbound NAT for Reflection: Check is box for Automatic creation of outbound NAT
rules that direct traffic back out to the same subnet it originated from. Required for full functionality of the
pure NAT mode of NAT Reflection for port forwards or NAT Reflection for 1:1 NAT

󰋼 This only works for assigned interfaces. Other interfaces require manually creating the outbound NAT
rules that direct the reply packets back through the router

TF TP Proxy: Selector to choose which interface(s) will have Trivial File Transfer Protocol (TFTP) proxy
helpers enabled



State Timeouts (seconds - blank for default)

State Timeouts Section of System / Advanced / Admin Access Page

TCP First: The first packet of a TCP connection
TCP Opening: The state before the destination host has replied
TCP Established: An established TCP connection where the three-way handshake has been completed
TCP Closing: One side has sent a TCP FIN packet
TCP FIN Wait: Both sides have exchanged FIN packets and the connection is shutting down. Some servers

may continue to send packets during this time
TCP Closed: One side has sent a connection reset (TCP RST) packet
TCP Tsdiff: The allowed TCP timestamp difference
UDP First: The first UDP packet of a connection has been received
UDP Single: The source host has sent a single packet but the destination has not replied
UDP Multiple: Both sides have sent packets
ICMP First: An ICMP packet has been received
ICMP Error: An ICMP error was received in response to an ICMP packet
Other First, Single, Multiple: Same as UDP above but for other protocols



Networking

Overview

System / Advanced / Networking Page

This page has settings related to networking of the Anybus Defender. The System / Advanced / Networking page
is divided into two sections:

IPv6 Options

Firewall Advanced Section of System / Advanced / Firewall & NAT Page

Allow IPv6: Check this box to allow IPv6 traffic through the firewall

󰋼 This does not disable any IPv6 features on the firewall, it only blocks traffic

IPv6 over IPv4 Tunneling: Check this box to enable IPv6 over IPv4 tunneling. These options create an RFC
2893 compatible mechanism for IPv4 NAT encapsulation of IPv6 packets, that can be used to tunnel IPv6
packets over IPv4 routing infrastructures. IPv6 firewall rules are also required, to control and pass encapsulated
traffic

Prefer IPv4 over IPv6: Check this box to always resolve to IPv4 if both IPv6 and IPv4 hostnames can be
resolved

IPv6 DNS entry: Check this box to not generate local IPv6 DNS entries for LAN interfaces. If a LAN
interface's IPv6 configuration is set to Track, and the tracked interface loses connectivity, it can cause
connections to this firewall that were established via hostname to fail. This can happen unintentionally when
accessing the firewall by hostname, since by default both IPv4 and IPv6 entries are added to the system's DNS.
Enabling this option prevents those IPv6 records from being created



DHCP6 DUID: Dropdown to select which DHCPv6 Unique Identifier (DUID) method to use (this is used by the
firewall when requesting IPv6 addresses). Options are:

Raw DUID: As stored in DUID file or seen in firewall logs. Use the Raw DUID area below this dropdown to
enter a DUID

DUID-LLT: Based on Link-layer Address Plus Time. Use the DUID-LLT entries below this dropdown to enter
the Time and Link-layer address

DUID-EN: Assigned by Vendor based on Enterprise Number. Use the DUID-EN entries below this
dropdown to enter the IANA Private Enterprise Number and Identifier

DUID-LL: Based on Link-layer only. Use the DUID-LL entry below this dropdown to enter the Link-layer
address

DUID-UUID: Based on Universally Unique Identifier. Use the DUID-UUID entry below this dropdown to
enter the Universally Unique Identifier

󰋼 By default, the firewall automatically creates a dynamic DUID-LLT which is not saved in the firewall
configuration. To ensure that the same DUID is retained by the firewall at all times, enter a DUID in this
section. The new DUID will take effect after a reboot or when the WAN interface(s) are reconfigured by the
firewall. If the firewall is configured to use a RAM disk for /var, the best practice is to store a DUID here;
otherwise, the DUID will change on each reboot

Network Interfaces

Network Interfaces of System / Advanced / Firewall & NAT Page

Hardware Checksum Offloading Check this box to disable hardware checksum offloading.

󰀨 Checksum offloading is broken in some hardware, particularly some Realtek cards. Rarely, drivers may
have problems with checksum offloading and some specific NICs. This will take effect after a machine reboot
or re-configure of each interface

Hardware TCP Segmentation Offloading: Check this box to disable hardware TCP segmentation offloading
(TSO, TSO4, TSO6)

󰀨 This offloading is broken in some hardware drivers, and may impact performance with some specific
NICs. This will take effect after a machine reboot or re-configure of each interface



Hardware Large Receive Offloading: check this box to disable hardware large receive offloading (LRO)

󰀨 This offloading is broken in some hardware drivers, and may impact performance with some specific
NICs. This will take effect after a machine reboot or re-configure of each interface

hn ALTQ support: Checking this option will enable the ALTQ support for hn NICs

󰀨 The ALTQ support disables the multiqueue API and may reduce the system capability to handle traffic.
This will take effect after a machine reboot

ARP Handling: Check this box to suppress ARP messages when multiple interfaces reside on the same
broadcast domain

Reset All States: Check this box to resets all states when a WAN IP Address changes instead of only states
associated with the previous IP Address



Miscellaneous

Overview

System / Advanced / Miscellaneous Page

This page has settings related to miscellaneous settings of the Anybus Defender. The System / Advanced /
Miscellaneous page is divided into six sections:

Proxy Support

Proxy Support Section of System / Advanced / Miscellaneous Page

Proxy URL: Enter the Hostname or IP address of proxy server this system will use for its outbound Internet
access

Proxy Port: Enter the port where proxy server is listening
Proxy Username: Enter the Username for authentication to proxy server

󰋼 Leaving this blank will disable any authentication

Proxy Password: Enter a password and confirmation of the same password in the appropriate boxes for
proxy server authentication login

Cryptographic & Thermal Hardware

Cryptographic & Thermal Hardware Section of System / Advanced / Miscellaneous Page

Cryptographic Hardware: Use this dropdown to select the cryptographic acceleration type to be used.
Options are:



None: No hard acceleration will be used
AES-NI CPU-based Acceleration: A CPU-based hardware acceleration for compatible hardware
BSD Crypto Device (crptodev): Allows access to acceleration devices using drivers built into the kernel,

such as Hifn or ubsec chipsets

󰋼 Any change of these options will require a device reboot

Thermal Sensors: Use this dropdown to select the proper thermal sensors depending on the CPU type used.
Options are:

None/ACPI: attempts to read the temperature from an ACPI-compliant motherboard sensor instead, if one
is present

Intel Core CPU on-die thermal sensor
AMD K8, K10, and K11 CPU on-die thermal sensor

󰀨Most new Anybus Defender units use the Intel-based thermal sensors. Older units may use the AMD-
type thermal sensors. To verify which setting to use, check the CPU Type from the Dashboard System
Information Page

Kernel Page Table Isolation

Kernel Page Table Isolation Section of System / Advanced / Miscellaneous Page

Kernel PTI: Check this to forcefully disable the kernel page-table isolation (PTI). This setting protects against
the Meltdown Vulnerability of some CPU types. If disabled the kernel memory can be accessed by unprivileged
users on affected CPUs. This option forces the workaround off, and requires a reboot to activate. PTI is active by
default only on affected CPUs. If PTI is disabled by default then this option will have no effect

Microarchitectural Data Sampling Mitigation

Microarchitectural Data Sampling Mitigation Section of System / Advanced / Miscellaneous Page

MDS Mode: Use the dropdown to select which MDS mode is used. Options are:

Default:
Mitigation disabled: kernel memory can be accessed by unprivileged users on affected CPUs
VERW instruction (microcode) mitigation enabled:
Software sequence mitigation enabled:

󰀨 This setting is not recommended

Automatic VERW or Software selection:

https://en.wikipedia.org/wiki/Meltdown_(security_vulnerability)


Schedules

Schedules Section of System / Advanced / Miscellaneous Page

Schedule States: Check this box to kill connections when the schedule states expire. By default, when a
schedule expires, connections permitted by that schedule are killed. This option overrides that behavior by not
clearing states for existing connections

Gateway Monitoring

Gateway Monitoring of System / Advanced / Miscellaneous Page

State Killing on Gateway Failure: Check this box to flush all states when a gateway goes down
Skip rules when gateway is down: Check this box to prevent any rule creation when a gateway is down. By

default, when a rule has a gateway specified and this gateway is down, the rule is created omitting the gateway.
This option overrides that behavior by omitting the entire rule instead



System Tunables

Overview

System / Advanced / System Tunables Page

This page has settings only used for very advanced users or from the support team at HMS

󰅙 These settings should only be altered by a qualified person. For any questions about these settings, contact
info@hms-networks.com



Notifications

Overview

System / Advanced /Notifications

This page has settings related to all of the notification settings of the Anybus Defender. The System / Advanced /
Notifications page is divided into five sections:

General Settings

General Settings Section of System / Advanced / Miscellaneous Page

Certificate Expiration: Check this box to enable daily notifications of expired or soon-to-expire certificates
Certificate Expiration Threshold: The number of days at which a certificate lifetime is considered to be

expiring soon and worthy of notification. The default is 27 days

Email

Email Section of System / Advanced / Notifications Page

Disable SMTP: Check this box to disable SMTP notifications but preserve the settings below
E-mail server: Enter the FQDN or IP address of the SMTP E-Mail server to which notifications will be sent
SMTP Port of E-Mail server: Enter the port of the SMTP E-Mail server, typically 25, 587 (submission) or 465

(smtps)
Connection timeout to E-Mail server: Enter how many seconds it will wait for the SMTP server to connect.

Default is 20s
Secure SMTP Connection: Check this box to use the secure SMTP over SSL/TLS



Validate SSL/TLS: Check this box to always validate the SSL/TLS certificate presented by the server
From e-mail address: The e-mail address that will appear in the From field
Notification E-Mail address: The e-mail address to send email notifications to
Notification E-Mail auth password: The e-mail account password and confirmation entries for SMTP

authentication
Notification E-Mail auth mechanism: use the dropdown to select the authentication mechanism used by the

SMTP server. Options are:

PLAIN: OK for most SMTP servers
LOGIN: May be required for some Exchange or Office365 accounts

Test SMTP Settings: Use the Test SMTP Settings to send a test notification

󰋼 The last SAVED values will be used for the test notification, not necessarily the values entered here

Sounds

Sounds Section of System / Advanced / Miscellaneous Page

Startup/Shutdown Sound" Check this box to prevent the startup and shutdown sounds from playing

Telegram

Telegram Section of System / Advanced / Miscellaneous Page

Enable Telegram: Check this box to enable Telegram notifications

󰋼  A Telegram Bot and its associated API key are needed

API Key: Enter the Bot API key required to authenticate with the Telegram API server
Chat ID: Enter the chat ID number (private) or channel @username (public) that will be used to send the

notifications to
Test Telegram Settings: Use the Test Telegram Settings button to send a test notification even if the

service is not enabled

󰋼 The last SAVED values will be used for the test notification, not necessarily the values entered here

https://core.telegram.org/bots#creating-a-new-bot


Pushover

Pushover Section of System / Advanced / Miscellaneous Page

Enable Pushover: Check this option to enable Pushover notifications

󰋼 An API key will need to be created and entered along with the Pushover account user key. API
Documentation

API Key: Enter the API key required to authenticate with the Pushover API server

󰋼 An API Key is required for this

User Key: Enter the user key of the Pushover account
Notification Sound: Use the dropdown to select a Notification Sound
Message Priority: Use the dropdown to select the Message Priority
Emergency Priority Notification Retry Interval: Specifies how often (in seconds) the Pushover servers will

send the same notification for Emergency Priority notifications until the notification is acknowledged. This
parameter must have a value of at least 30 seconds between retries. The default is 1 minute

Emergency Priority Notification Expiration: Specifies how many seconds the notifications will continue to
be retried (every retry seconds) for Emergency Priority notifications until the notification is acknowledged. This
parameter must have a maximum value of at most 10800 seconds (3 hours). The default is 5 minutes

Test Pushover Settings: Use the Test Pushover Settings button to send a test notification even if the
service is not enabled

󰋼 The last SAVED values will be used for the test notification, not necessarily the values entered here

https://pushover.net/api#registration
https://pushover.net/api#registration
https://pushover.net/login?back_to=/apps/build
https://pushover.net/api#sounds
https://pushover.net/api#priority


Backup & Restore

Overview

System / Backup & Restore / Backup & Restore Page

The section shows how an Anybus Defender can have its configuration backed up to an external destination or
restored from an external source

The System / Backup & Restore/ Config History page is divided into three sections:

Backup Configuration

Backup Configuration Section of System / Backup & Restore/ Backup & Restore Page

Backup area: Which area of the Anybus Defender to include in the backup

󰋼  When All is selected, it is still possible to restore a section of the backup in the Restore area explained
below

Skip packages: Check this box to exclude any package information
Skip RRD data: Check this box to skip backing up any Round Robin Data (RRD)

󰀨 RRD Data can consume 4+ megabytes of config.xml space

Include extra data: Check this box to include extra data for some of the services in use like Captive portal or
DHCP

Encryption: Encrypt the backup file to be unreadable when opened in a text editor
Download configuration as XML: Click this button to download an XML backup file to a desired location
Save configuration to USB: Click the button to store an XML backup file to an external drive plugged into the

USB port of the Anybus Defender
Format & Save configuration to USB: Click this button to format the external USB storage device, then save

the backup XML file to that drive

󰅙 Using this option will erase any existing data on the external drive



Restore Backup

Restore Backup Section of System / Backup & Restore/ Backup & Restore Page

Restore area: Select the Area(s) of an Anybus Defender backup to restore to the current unit

󰋼  If All was selected for the backup, it is still possible to restore a section of the backup in the Restore
area by just selecting the appropriate item

Configuration File: Use the Choose File button to select the file to be restored
Encryption: If the back was done with encryption, this needs to be selected for the restore operation to work
Restore Configuration: Click this button to restore the loaded configuration file to the Anybus Defender

󰀨 After the restore operation is complete, the unit will be rebooted

Package Functions
Reinstall Packages: Click this button to reinstall all system packages

󰀨 This may take a significant period of time



Config History

Overview

System / Backup & Restore / Config History Page

The section shows a list of the last 20 automated backups on the Anybus Defender. These backups are done any
time a configuration change is applied or saved. The list allows for several operations to inspect, revert, and delete
previous automated backups

Configuration Backup Cache Settings

Differences Table Section of System / Backup & Restore/ Config History Page

This table allows several operations to be performed with current and previous backups:

 button: use the radio buttons below this button to select any 2 backups from the list. When this

button is clicked, a list of all changes performed will be shown on an embedded XML viewer:



XML Viewer Showing Color-Coded Differences

Any rows highlighted in color represent differences between the two backups:

Red Highlight: Removed Entry
Green Highlight: Added Entry
Gray Highlight: Changed Entry
Information Columns: Each row contains info on Date, Firmware Version, File Size, and Configuration

Change(s)

Actions Column: The Actions column has three buttons  to revert to the selected config,

download that config, or delete that config respectively



CAs

Overview

System / Certificate Manager/ CAs Page

The section has settings for all the Certificate Authorities used in the Anybus Defender The System / Certificate
Manager/ CAs page is divided into two sections:

Search

Search Section of System / Certificate Manager/ CAs Page

Search term: Enter a search string to use in searching the Certificate Authorities table below
Search Name Type: To the right of the search term entry is a dropdown to select which names will be

searched. Options are:

Distinguished Name: Searches just the text in the Distinguished Name column of the Certificate
Authorities

Name: Searches just the Name of the Certificate Authorities
Both: Searches both the CA Name and the Distinguished Name

Search button Click to execute the search. The results will show in the Certificate Authorities table below
Clear button Click to clear the search term text and show all the Certificate Authorities

Certificate Authorities

Certificate Authorities of System / Certificate Manager/ CAs Page

This is a table of all Certificate Authorities used in the Anybus Defender. Each row in this table has these columns:

Name: Name of the CA
Internal: Depending on the CA [method used] to create it, this will be checked if an internal CA was created
Issuer: Usually self-signed where certificates will "sign themselves" using the given certificate's private key
Certificates: Count of how many certificates are using this CA



Distinguished Name: Detailed information on the CA. The information can be expanded by using the 

button
In Use: List of which service(s) is using this CA

Action buttons: A series of buttons  to edit, export, key export, or reissue/renew the CA

Below the CA table is an + ADD button to Create a New Certificate Authority



Certificates

Overview

System / Certificate Manager/ Certificates Page

The section has settings for all the certificates used in the Anybus Defender The System / Certificate Manager/
Certificates page is divided into two sections:

Search

Search Section of System / Certificate Manager/ Certificates Page

Search term: Enter a search string to use in searching the Certificates table below
Search Name Type: To the right of the search term entry is a dropdown to select which names will be

searched. Options are:

Distinguished Name: Searches just the text in the Distinguished Name column of the Certificates
Name: Searches just the Name of the Certificates
Both: Searches both the Certificate Name and the Distinguished Name

Search button Click to execute the search. The results will show in the Certificates table below
Clear button Click to clear the search term text and show all the Certificates

Certificates

Certificates of System / Certificate Manager/ Certificates Page

This is a table of all Certificates used in the Anybus Defender. Each row in this table has these columns:

Name: Name of the Certificate
Issuer: The CA who issues the Certificate. Self-signed certificates will "sign themselves" using the given

certificate's private key



Distinguished Name: Detailed information on the Certificate. The information can be expanded by using the

 button

In Use: List of which service(s) is using this Certificate

Action buttons: A series of buttons  to edit, export, key export, or reissue/renew the

Certificate

Below the Certificate table is an + ADD button to Create a New Certificate



Certificate Revocation

Overview

System / Certificate Manager/ Certificate Revocation

The section shows all the Revoked certificates in the Anybus Defender as well as the ability to add new
revocations. The System / Certificate Manager/ Certificate Revocation page is divided into two sections:

Certificate Revocation Lists

Certificate Revocation List of System / Certificate Manager/ Certificate Revocation Page

This is a table of all Certificate Revocations used in the Anybus Defender. Each row in this table has these
columns:

CA: Name of the Certificate Authority for this revocation
Name: Descriptive name of the revocation
Internal: Checked if applied to an internal CA
Certificates: number of certificates affect by this revocation
In Use: Indicator to show if the revocation is currently in use

Actions Buttons: A series of buttons  to export, edit, or delete the revocation

Create or Import a New Certificate Revocation List

Create or Import a New Certificate Revocation List of System / Certificate Manager/ Certificate Revocation Page

The dropdown selector allows CA selection for a new revocation to be created

To the right of the dropdown is an + Add or Import CRL button to import or create a new Certificate Revocation
List



Factory Defaults

Overview

System / Factory Defaults

Factory Defaults Reset

Factory Defaults Reset of System / Factory Defaults Page

Use the Factory Reset button to restore the Anybus Defender to its original factory state. After the reset, the unit
will automatically reboot.

󰅙 This is a destructive operation and will erase all user-created configurations on the device. Be sure to back
up the device first if any or all configurations are needed in the future



General Setup

Overview

System / General Setup

The section has general setup settings in the Anybus Defender The System / General Setup page is divided into
four sections:

System

System of System / General Setup Page

Hostname: User-changeable Name of the Anybus Defender host without any domain info
Domain: User-changeable Domain name of the Anybus Defender

󰀨 Do not end the domain name with '.local' as the final part (Top Level Domain, TLD), The 'local' TLD is
widely used by mDNS (e.g. Avahi, Bonjour, Rendezvous, Airprint, Airplay) and some Windows systems and
networked devices. These will not network correctly if the router uses 'local' as its TLD. Alternative TLDs
such as 'local.lan' or 'mylocal' are safe

DNS Server Settings

DNS Server Settings of System / General Setup Page

DNS Servers: Enter the DNS IP address or optional DNS hostname. More than one DNS Servers can be
created by clicking the + Add DNS Server below



󰋼When using IP addresses it can be used by the system for DNS resolution. These are also used for the
DHCP service, DNS Forwarder and DNS Resolver when it has DNS Query Forwarding enabled

Add DNS Server: Use the + Add DNS Server to add new rows to the DNS Servers list above
DNS Server Override: Check this box to allow a DHCP/PP on the WAN interface to override the DNS server

list above
DNS Resolution Behavior: The dropdown will set the priority of the different DNS servers that may be

available. Options are:

Use local DNS (127.0.0.1), fall back to remote DNS Servers: The Firewall will use local DNS service
(127.0.0.1, DNS Resolver or Forwarder) as the first DNS server when possible, then fall back to any remote
DNS servers

Use local DNS (127.0.0.1), ignore remote DNS Servers: The Firewall will ONLY use local DNS service
(127.0.0.1, DNS Resolver or Forwarder) and ignore any remote DNS servers

Use remote DNS Servers, ignore local DNS: The Firewall will ONLY use remote DNS servers and ignore
the local DNS

Localization

Localization of System / General Setup Page

Timezone: Use the dropdown selector to choose the geographic region name (Continent/Location) to
determine the timezone for the Anybus Defender

󰋼 Choose a special or "Etc" zone only in cases where the geographic zones do not properly handle the
clock offset required for this device

Timeservers: Enter a server host location to get the accurate time. Use spaces in between hosts if needed
Sync time to PC: Click the Sync time to PC to sync the current time in the Anybus Defender to the PC

connected to it
Language: Use the dropdown selector to choose the language used by the WebGUI



WebConfigurator

webConfigurator of System / General Setup

Top Navigation: Drop down to select the behavior of the top menu visibility. When using the Fixed option, the
top menu always remains on top. Using the Scrolls with page option, the top menu will scroll out of view if the
page is vertically long

Dashboard Columns: Enter the number of columns that will be used on the Dashboard Page for widget
display. The range is between 1 and 6 columns

Interfaces Sort: Click this box to sort the interfaces by description. Otherwise, they are listed in WAN, LAN,
and OPT groups

Associate Panels Show/Hide: Check this series of checkboxes to toggle visibility on these panels:

Available Widgets: Show the Available Widgets panel on the Dashboard
Log Filter: Show the Log Filter panel in the System Logs
Manage Log: Show the Manage Log panel in System Logs
Monitoring Settings: Show the Settings panel in Status Monitoring

Require State Filter: By default, the entire state table is displayed when entering Diagnostics > States. This
option requires a filter to be entered before the states are displayed. Useful for systems with large state tables

Left Column Labels: Check this box to allow clicking a label in the left column that will select/toggle the first
item of the group

Alias Popups: Check this box to disable any details of an alias popup and only show alias description
Disable dragging: Check this box to prevent any drag-and-drop or copy/paste operations on any table rows
Login hostname: Check this box to show the hostname on the Anybus Defender login page



High Availability Sync

Overview

System / High Availability Sync

This section has Top Banner Buttons

The section has synchronization settings for states and others in the Anybus Defender The System / High
Availability Sync page is divided into two sections:

State Synchronization Settings (Hot Standby sync)

State Synchronization Settings (Hot Standby sync) of System / High Availability Sync Page

Synchronization States: Check this box to enable hot standby sync transfers state insertion, update, and
deletion messages between firewalls

󰋼 Each firewall sends these messages out via multicast on a specified interface, using the Hot Standby
sync protocol (IP Protocol 240). It also listens on that interface for similar messages from other firewalls and
imports them into the local state table. This setting should be enabled on all members of a failover group.
Clicking the Save button will force a configuration sync if it is enabled! (see Configuration Synchronization
Settings below)

Synchronize Interface: Use the dropdown to select which interface will be used for state synchronization

󰀨 It is recommended to set this to an interface other than LAN! A dedicated interface works the best. An IP
must be defined on each machine participating in this failover group. An IP must be assigned to the interface
on any participating sync nodes

Hot Standby sync Synchronize Peer IP: Setting this option will force Hot Standby sync to synchronize its
state table to this IP address

󰋼 If left blank, the default is directed multicast



Configuration Synchronization Settings (XMLRPC Sync)

Configuration Synchronization Settings (XMLRPC Sync) of System / High Availability Sync

Synchronize Config to IP: Enter the IP address of the firewall to which the selected configuration sections
should be synchronized

󰀨 XMLRPC sync is currently only supported over connections using the same protocol and port as this
system. Make sure the remote system's port and protocol are set accordingly! Do not use the Synchronize
Config to IP and password option on backup cluster members!

Remote System Username: Enter the WebGUI username of the system entered above for synchronizing the
configuration

󰀨 Do not use the Synchronize Config to IP and username option on backup cluster members!

Remote System Password: Enter the WebGUI password of the system entered above for synchronizing the
configuration

󰀨 Do not use the Synchronize Config to IP and password option on backup cluster members!

Synchronize admin: Check this box to automatically synchronize the sync passwords with admin passwords.
This option automatically updates XMLRPC Remote System Password when the password is changed on the
Remote System Username account

Select options to sync: A list of checkboxes to select which options in the Anybus Defender will be
synchronized. Use the Toggle All button to select/deselect all options



License

Overview

System / License

The section has settings for exporting and uploading licenses in the Anybus Defender The System / License page
is divided into three sections:

Anybus Defender details

ICS360.Defender details of System / License Page

UUID: The Universal Unique Identifier (UUID) for this Anybus Defender
Serial: Serial number of the unit
MAC addr: The MAC address of WAN interface
Copy to Clipboard Button: Click this to copy the above UUID, Serial, and MAC to the computer's clipboard

which can then be pasted into a text editor, email message, etc
Export: Click this to create a file with the UUID, Serial, and MAC information

󰋼 This information is needed for any Anybus Defender license upgrades. Contact sales@hms-networks.com
for more information on licensing upgrade pricing and procedures

License Information

License Information of System / License Page

Identifier: Unique ID for the license installed
Variant The License type (3-letter abbreviation) as described in the Licensing Section
Features: List of features activated based on the current license variant. The Licensing Section also lists

these features



Logout

Overview
This option will log the current user out of the Anybus Defender and load the WebGUI login screen

󰀨 The logout is immediately done when selecting this menu option



Package Manager

Overview

System / Package Manager Showing Installed Packages

The Package Manager allows Packages to be viewed, installed, uninstalled, or upgraded. There are two tabs used
for packages:

Installed Packages
This is a table of all the currently-installed packages in the Anybus Defender. The table columns are:

Status Icons: To the left of the package name is an icon indicator to show if the package is the current one

 or has an update available 

Name: The package name
Category: The category of the package. The Packages has a list of the categories used
Version: The version of the installed package
Description: A brief description of the package

Actions: Two buttons  allow for removing or reinstalling the package

Below the table is a legend showing the button icon meanings explained above. There is also text coding, where
any yellow-colored table entries represent a new package version is available or red represents deprecated or
improperly installed package



Available Packages

System / Package Manager showing Available Packages

This tab shows all the available Packages that can be installed in the Anybus Defender

󰀨 To install packages, an internet connection is required on the Anybus Defender

The System / Package Manager / Available packages page is divided into two sections:

Search

System / Package Manager showing Available Packages

Search term: Enter a search string to use in searching the Packages table below
Search Name Type: To the right of the search term entry is a dropdown to select which names will be

searched. Options are:

Name: Searches just the Name of the Packages table
Description: Searches just the Description of the Packages table
Both: Searches both the Name and the Description of the Packages table

Search button Click to execute the search. The results will appear in the Packages table below
Clear button Click to clear the search term text and show all the Packages table



Packages
This is a table of all the currently available packages for the Anybus Defender. The table columns are:

Name: The package name
Version: The current version of the package
Description: A brief description of the package
Install button: Click to install the package. After clicking the Install button, click the Confirm button to begin

the installation

During installation, a command window will appear with a horizontal progress bar:

System / Package Manager showing Available Packages

󰀨Wait until the Success message appears on the installation command window before doing any other
operation in the WebGUI



Reboot

Overview

System / Reboot

The Reboot page allows the reboot of the Anybus Defender using various methods:

Select Reboot method
Within the Select Reboot method section are these options:

Reboot method: use the dropdown to select a reboot type:

Normal reboot: Reboots the system immediately
Reboot with Filesystem Check: Reboots the system and runs a filesystem check
Fast reboot: Stops all processes, remounts the disks, and re-runs the startup sequence without doing a

complete device restart

Submit Button: Click this button to reboot the Anybus Defender with the selected Reboot method



Remote Management Integration

Overview

Package / System: Remote Management

General Options

General Options of Package / System: Remote Management Page

Enable: Check this box to allow Anybus ACC and the Anybus Defender to interact
Adoption File: Use the Choose File button to load the required adoption file

󰋼 Adoption files are created on a licensed Anybus ACC application



Gateways

Overview

System / Routing / Gateways Page

This section has Top Banner Buttons

This page has settings related to gateway routings in the Anybus Defender. The System / Routing / Gateways
page is divided into two sections:

Gateways

Gateways Section of Routing / Gateways Page

This table lists all the Gateways configured in this device. Each row in this table has these columns:

Enabled/Disabled Status: The icon indicator to the left of the gateway name shows whether the gateway is

currently enabled  or disabled 

󰋼When a gateway is disabled, the text will change from black to a lighter gray color

Name: The gateway name
Default: Indicates whether this is the default gateway as described below
Interface: The interface used in this gateway
Gateway: IP address assigned to this gateway
Monitor IP: An alternative address here to be used to monitor the link
Description: Brief description of the gateway

Actions: A series of buttons  to edit, duplicate, disable/enable, or delete the gateway

On the lower right of the table are two buttons  to Save Gateway settings and

Add New Gateways

󰀨While a gateway is in a group it cannot be disabled. To disable the gateway, remove it from all groups



Default gateway

Gateways Section of Routing / Gateways Page

Default gateway IPv4: When using IPv4 addressing, the dropdown can be used to select which gateway or
failover gateway group will be used as the default gateway. Options for Automatic and None are also available

Default gateway IPv6: When using IPv6 addressing, the dropdown can be used to select which gateway or
failover gateway group will be used as the default gateway. Options for Automatic and None are also available

Save Button: After setting either default gateway, click this button to update the device

󰋼On the lower right of this page is a  button can be toggled to show/hide legend information about

the various indicators used on this page

Gateway Icon Indicator Legend



Static Routes

Overview

System / Routing / Static Routes Page

This section has Top Banner Buttons

This page has settings related to static routes in the Anybus Defender

Static Routes
This table lists all the Static Routes configured in this device. Each row in this table has these columns:

Enabled/Disabled Status: The icon indicator to the left of the route Network shows whether the route is

currently enabled  or disabled 

󰋼When a route is disabled, the text will change from black to a lighter gray color

Network: The IPaddress and Subnet mask of the static route target
Gateway: The Gateway used for the static route
Interface: The interface used in this static route
Description: Brief description of the gateway

Actions: A series of buttons  to edit, duplicate, disable/enable, or delete the route

On the lower right of the table is an + Add button to add a new Static Route

󰋼On the lower right of this page is a  button can be toggled to show/hide legend information about the

various indicators used on this page

Gateway Icon Indicator Legend



Gateway Groups

Overview

System / Routing / Gateway Groups Page

This section has Top Banner Buttons

This page has settings related to gateway groups in the Anybus Defender

Gateway Groups
This table lists all the Gateway Groups configured in this device. Each row in this table has these columns:

Group Name: Name of the gateway group
Gateways: List of Gateways included in this group
Priority: Tier Level of each gateway in this group. The lower the tier value, the higher the priority
Description: Brief description of the gateway group

Actions: A series of buttons  to edit, duplicate, or delete the group

On the lower right of the table is a button to Add New Gateway Group

󰋼 As mentioned when toggling on  button on the lower left of the page, remember to use these

Gateway Groups in firewall rules in order to enable load balancing, failover, or policy-based routing. Without
rules directing traffic into the Gateway Groups, they will not be used



Setup Wizard

Overview

System / Setup Wizard

The Setup Wizard page allows for a guided wizard to be used to set up the Anybus Defender for standard
functionality. It also has a more basic Simple NAT Wizard for basic WAN access and NAT communication

Wizard Selection
From the two buttons on this page, the >> Next button will begin the standard setup wizard. The >> Use Simple
NAT Wizard will begin the Simple NAT Wizard explained here

Standard Setup Wizard
Clicking the >> Next button will start the standard setup wizard with these steos:

Step 1 of 8: General Information

General Information Page

This is general Anybus Defender settings including:

Hostname: Name of this Anybus Defender. The default name can be changed
Domain: Domain name used. By default, localhost is used
Primary DNS Server: If DNS is used, the primary DNS can be entered here



Secondary DNS Server: If DNS is used, the secondary DNS can be entered here

󰀨 The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries
and query root DNS servers directly. To use these manually configured DNS servers for client queries, visit
Services > DNS Resolver and enable DNS Query Forwarding after completing this wizard

Override DNS: Check this box to have DNS settings overridden by any DHCP/PP on the WAN

Click the >> Next button to continue to the next step

Step 2 of 8: Time Server Information

Time Server Page

Time server hostname: Enter a Network Time Protocol (NTP) hostname that will synchronize with the
system clock to the Anybus Defender

󰀨 It is recommended to use the default NTP hostname already set here

Timezone: Use the dropdown to select the proper geographic location of the Anybus Defender to adjust the
system clock to the proper time zone

Click the >> Next button to continue to the next step

Step 3 of 8: Configure WAN Interface
This step sets up the Wide Area Network (WAN)

Configure WAN Interface

SelectedType: Use the dropdown selector to set the type of configuration to use. Options are:

Static: Manual entry of the WAN gateway IP address, subnet, and upstream gateway. Selecting this option
enables the Static IP Configuration explained below and disables the DHCP Hostname also explained below

DHCP: Allows automatic IP address, subnet, and upstream gateway by use of a DHCP server on the WAN.
Selecting this option disables the Static IP Configuration explained below but enables the DHCP Hostname
also explained below

PPPoE: Allows the use of Point-to-Point Protocol over Ethernet (PPPoE) WAN type that may be required by
the ISP. Selecting this option disables the Static IP Configuration and DHCP Hostname sections and
enables the PPPoE configuration: explained below

PPTP: Allows the use of Point-to-Point Tunneling Protocol (PPTP) WAN type that may be required by the
ISP. Selecting this option disables the Static IP Configuration, DHCP Hostname, and PPPoE configuration
sections and enables the PPTP configuration explained below



General configuration

MAC Address: Allows modification of the MAC address of the WAN network (called "spoofing")

󰀨 The MAC address format needs to be xx:xx:xx:xx:xx:xx

MTU: Overrides the Maximum Transmission Unit (MTU) for packet sizes in bytes if required. If left blank, the
default will be 1492 bytes for PPPoE or 1500 bytes for all others

MSS: Overrides the Maximum Segment Size (MSS) for packet sizes in bytes if required. If left blank, the
default will be 1492 bytes for PPPoE or 1500 bytes for all others

󰋼 The MSS should match the MTU setting in most cases

Static IP Configuration

󰀨 The settings are only available when the Static Type is set above

IP Address: The WAN IP address
Subnet Mask: The subnet mask of the WAN
Upstream Gateway: If the WAN is connected to an upstream network, the gateway IP address can be

entered here

DHCP client configuration

󰀨 The settings are only available when the DHCP Type is set above

DHCP Hostname: For some ISPs, a DHCP client identifier and hostname may be required when requesting a
DHCP lease. Enter that information here

PPPoE configuration



󰀨 The settings are only available when the PPPoE Type is set above

PPPoE Username: Enter the login name for the PPPoE
PPPoE Password: Enter the login password for the PPPoE
Show PPPoE password: Check this box to see the PPPoE Password above in a human-readable form
PPPoE Service name: If required, the PPPoE service name can be entered
PPPoE Dial on demand: Check this box to enable the Dial-On-Demand mode. The interface is configured,

but the actual connection of the link is delayed until qualifying outgoing traffic is detected
PPPoE idle timeout: Enter timeout in seconds when no qualifying outgoing packets are transmitted. Setting

this to 0 disables this feature

PPTP configuration

󰀨 The settings are only available when the PPTP Type is set above

PPTP Username: Enter the login name for the PPTP
PPTP Password: Enter the login password for the PPTP
Show PPTP password: Check this box to see the PPTP Password above in a human-readable form
PPTP Local IP Address: Enter the local address used by the Anybus Defender for the PPTP connection
pptplocalsubnet: Dropdown selector for the subnet mask of the local connection
PPTP Remote IP Address: Enter the PPTP server IP Address. This uses the same subnet as the local IP

address
PPTP Dial on demand: Check this box to enable the Dial-On-Demand mode. The interface is configured, but

the actual connection of the link is delayed until qualifying outgoing traffic is detected
PPTP idle timeout: Enter timeout in seconds when no qualifying outgoing packets are transmitted. Setting

this to 0 disables this feature

RFC1918 Networks

Block RFC1918 Private Networks: Check this box to block traffic from IP addresses that are reserved for
private networks as per RFC 1918 (10/8, 172.16/12, 192.168/16) as well as loopback addresses (127/8)

󰀨 This option should generally be left turned on unless the WAN network is within a private address space as
well



Block bogon networks

Block RFC1918 Private Networks: Check this box to blocks traffic from IP addresses that are reserved (but
not RFC 1918) or not yet assigned by IANA

󰀨 Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear
as the source address in any packets received

Click the >> Next button to continue to the next step

Step 4 of 8: Configure LAN Interface
This step sets up the Local Area Network (LAN)

Configure LAN Interface

LAN IP Address: Enter the IP address of the LAN
Subnet Mask: Use the dropdown to select the Subnet Mask of the LAN

Click the >> Next button to continue to the next step

Step 5 of 8: Set Admin WebGUI Password
This step sets up the Admin user password

󰀨 This password should be changed immediately because the same default password is used for ALL Anybus
Defender devices

Set Admin WebGUI Password

Admin Password: Enter a new admin password
Admin Password AGAIN: Re-enter the same password

Click the >> Next button to continue to the next step

Step 6 of 8: Reload configuration

Reload configuration



Click the >> Reload button to reload the Anybus Defender

Step 7 of 8: Reload configuration

Reload in progress

A Reload in progress page will appear. No user input is required here

Step 8 of 8: Reload configuration

Wizard completed

A Wizard complete page will appear. From here, the Check for updates button can be clicked to check if there
are any software updates for the Anybus Defender or just the Finish button to be redirected to the Main dashboard
page



Shutdown System

Overview

System / Shutdown System

The Shutdown System page allows for the shutdown of the Anybus Defender. Either click the Shutdown button to
commence shutdown or the Cancel button to be returned to the Main dashboard page



System Update

Overview

System / Update / System Update

󰀨 Checking and updating the system OS usually requires an internet connection to the device. There is an
option to allow Offline updates but will require an external drive with the system OS on it

The Update page allows for checking and updating the system OS in the Anybus Defender. The two tabs on this
page are:

System Update
As shown in the image above, the System Update tab has these readouts:

Current Base System: The OS version currently in the device
Latest Base System: The latest OS version for the Anybus Defender
Status: Depending on the current and latest OS versions and the internet connectivity, these messages may

appear:

Update to date.
Update available When this appears an Update button will appear to allow updating the system OS to the

latest version

󰀨 Any system OS updates will require the device to be taken offline and restarted. Also, be sure to back
up the device configuration before updating

Unable to check for updates This usually happens when there is not an internet connection to the device

Update Settings

System / Update / Update Settings

Dashboard check: Check this box to prevent the Main dashboard from automatically checking for system
updates

Enable Offline Upgrades: Check this box to allow system updates from external drives (USB sticks, etc)

Click the Save button if any changes are made



Users

Overview

System / User Manager / Users

The Users tab of the User Manager page allows for viewing, adding, editing, and deleting users in the Anybus
Defender. These users can be used to manage the Anybus Defender, OpenVPN, IPSec, and Captive Portal

Users
As shown in the image above, the Users tab show a table of users with these columns:

Selection Checkbox: To the left of the Username, is a checkbox that can be used for bulk operations (delete,
for example)

Username: The username of the user
Full Name: The user's full name

Status: An indicator to show whether the user is enabled  or disabled 

Groups: Which group(s) the user is a member of

Actions: Two buttons  for editing or deleting the user

󰋼 The default admin user cannot be removed so it will not show the delete button

On the lower-right of the Users table, are two buttons to Add a New User and Delete a user

󰋼 As mentioned when toggling on  button on the lower left of the page, User permissions for accessing

the WebGUI can be assigned directly or inherited from Group Memberships. Some system object properties
can be modified but they cannot be deleted.



Groups

Overview

System / User Manager / Groups

The Groups tab of the User Manager page allows for viewing, adding, editing, and deleting user groups in the
Anybus Defender. User groups allow grouping users according to their role and the permissions allowed to them

Groups
As shown in the image above, the Groups tab show a table of user groups with these columns:

Group name: The name of the user group
Description: Short description of the user group
Member Count: Number of users that are a member of the user group

Actions: Two buttons  for editing or deleting the user groups

󰋼 The default admins and All Users groups cannot be removed so it will not show the delete button

On the lower-left of the user groups table, are two buttons to Add a New User Group and Delete a user group



Settings

Overview

System / User Manager / Settings

The Settings tab of the User Manager page has various settings related to the User Manager

Settings
As shown in the image above, the Settings tab has these options:

Session Timeout: The length of inactivity time in minutes before the current user is locked out. If left blank,
the default time is 4 hours (240 minutes)

󰀨 A value of 0 can be used to disable any timeout, but this is a security risk!

Authentication Server: Use the dropdown selector to choose the user authentication server type. This is
usually set to Local Database unless RADIUS or LDAP is used

󰀨 If RADIUS or LDAP server is selected it is used for console and SSH authentication. Otherwise, the Local
Database is used. To allow logins with RADIUS credentials, equivalent local users with the expected
privileges must be created first. To allow logins with LDAP credentials, Shell Authentication Group DN must
be specified on the LDAP server configuration page

Auto Refresh Time: Enter a number in seconds to cache authentication results. If left blank, the default will
be 30 seconds. The maximum is 3600 seconds (1 hour)

󰀨 Shorter times result in more frequent queries to authentication servers



Authentication Servers

Overview

System / User Manager / Authentication Servers

The Authentication Servers tab of the User Manager page shows a table of servers used for authentication. An
authentication server is a centralized system that verifies the identity of users attempting to access a network or
service by validating their credentials. The Local Database is built-in and is used for all Users

󰋼 The Local Database server cannot be deleted or altered

Authentication Servers
As shown in the image above, the Authentication Servers tab shows a table of servers with these columns:

Server Name: Name of the server
Type: The server type, either LDAP or RADIUS
Host Name: Host name or IP address of the server

Actions: A series of buttons  to edit, duplicate, or delete the server

On the lower-left of the Users table, is a button to Add a New Authentication Server



Interface Assignments

Overview

Interface / Interface Assignments

This section has Top Banner Buttons

This page has settings related to interfaces and their port assignment in the Anybus Defender. The Interface /
Interface Assignments page is divided into these sections:

Interface - Network port Table

Interfaces and their Port Assignments

Interface: Shows currently assigned interfaces. At the bottom of the table, an Available network ports: row
allows the selection of unassigned physical ports and virtual interfaces

󰀨 Interfaces that are configured as members of a lagg(4) interface will not be shown

Network port: Shows the network port currently assigned to each interface. At the bottom of the table is a
dropdown list of all remaining unassigned ports. The + Add button allows for the port to be assigned an interface
name and added as an assigned port.

󰋼When a new port assignment is performed, the name of the interface can be changed on the list of
Interfaces

Delete Button: To the right of assigned interfaces, except the WAN interface which cannot be deleted, is a
Delete button that will revert the network port to an unassigned port

Below this table is a Save button to save the interface assignment changes



Interface Groups

Overview

Interface / Interface Groups

This section has Top Banner Buttons

Interface Groups allow setting up rules for multiple interfaces without duplicating the rules. If members are removed
from an interface group, the group rules are no longer applicable to that interface

This page has settings related to interfaces and their port assignment in the Anybus Defender. The Interface /
Interface Groups page is divided into these sections:

Interface Groups

Interface Groups Section of the Interface / Interface Groups Page

This is a table of all Interface Groups used in the Anybus Defender. Each row in this table has these columns:

Name: The name of the Interface Group
Members: The interfaces assigned to this group
Description: Optional description of this group

Actions: Two buttons  for editing or deleting the group

On the lower-right of the Interface Groups table is an Add a New Interface Group button



VLANs

Overview

Interface / VLANs

This section has Top Banner Buttons

VLANs, or Virtual Local Area Networks, segment a physical network into multiple virtual networks, enhancing
security, flexibility, and efficiency by isolating traffic between different groups of devices

This page has settings related to interfaces and their port assignment in the Anybus Defender. The Interface /
VLANs page is divided into these sections:

VLAN Interfaces

VLAN Interfaces Section of the Interface / VLANs Page

This is a table of all VLAN Interfaces used in the Anybus Defender. Each row in this table has these columns:

Interface: The interface the VLAN is using
VLAN tag: Identifiers added to network packets to segregate and manage traffic. The value must be between

1 and 4094
VLAN Priority: value assigned to network packets within a VLAN to prioritize their transmission, ensuring

certain types of traffic receive preferential treatment over others. The value must be between 0 and 7, with 0
being the lowest priority traffic and 7 being the highest

Description: Optional description of this VLAN interface

Actions: Two buttons  for editing or deleting the VLAN interface

On the lower-right of the Interface Groups table is an Add a New VLAN Interface button

󰀨 Not all drivers/NICs support 802.1Q VLAN tagging properly. On cards that do not explicitly support it, VLAN
tagging will still work, but the reduced MTU may cause problems



Bridges

Overview

Interface / Bridges

This section has Top Banner Buttons

A bridge interface connects two ports directly, much like a switch or hub, allowing them to be managed as a single
interface for routing and firewall capabilities and passing traffic between them

This page has settings related to interfaces and their port assignment in the Anybus Defender. The Interface /
Bridges page is divided into these sections:

Bridge Interfaces

Bridges Section of the Interface / Bridges Page

This is a table of all bridge interfaces used in the Anybus Defender. Each row in this table has these columns:

Interface: Bridge interface name

󰋼 The bridge interface name is created automatically beginning with word BRIDGE followed by an indexing
number

Members: List of all the interfaces assigned to this bridge
Description: Optional description of this bridge interface

Actions: Two buttons  for editing or deleting the bridge interface

On the lower-right of the Interface Groups table is an Add a New Bridge Interface button



Overview

Overview
Firewall aliases make it easy to use semantic names for devices. This allows for devices to be added or changed
later. Aliases can be created for these types:

1. IP Address
2. Ports
3. URLs
4. All

󰀨 If an alias cannot be resolved (e.g. because it was deleted), the corresponding element (e.g.
filter/NAT/shaper rule) will be considered invalid and skipped



IP

Overview

Firewall / Aliases / IP Page

This section has Top Banner Buttons

This section is used for managing and organizing IP addresses or ranges within the Anybus Defender configuration

The Firewall / Aliases / IP page only has one section:

Firewall Aliases IP

IP Table of Firewall / Aliases / IP Page

Name: Name of the alias
Values: The specific IP address or addresses associated with this alias
Description: Optional description not used by the Anybus Defender

Actions: The Actions column has three buttons  to edit, duplicate, or delete that alias IP

respectively

Below the Firewall Aliases IP table are these buttons:

󰐕 Add: Sets the properties and host(s) for a new alias IP entry
󰕒 Import: Imports from a text-based list of aliases



Ports

Overview

Firewall / Aliases / Ports Page

This section has Top Banner Buttons

This section is used for managing and organizing port numbers within a firewall's configuration

The Firewall / Aliases / Ports page only has one section:

Firewall Aliases Ports

Ports Table of Firewall / Aliases / IP Page

Name: Name of the alias
Values: The Ports and Port ranges associated with this alias
Description: Optional description not used by the Anybus Defender

Actions: This column has three buttons  to edit, duplicate, or delete the alias port respectively

Below the Firewall Aliases Ports table are these buttons:

󰐕 Add: Sets the properties and ports for a new alias port entry
󰕒Import: Imports from a text-based list of aliases



URLs

Overview

Firewall / Aliases / URLs Page

This section has Top Banner Buttons

This section is used for managing and organizing URLs or domain names within a firewall's configuration. The URL
aliases are mostly useful for public blocklists and locations where you want to dynamically grab a list of IPs or hosts
to block

The Firewall / Aliases / URLs page only has one section:

Firewall Aliases URLs

URLs Table of Firewall / Aliases / IP Page

Name: Name of the alias
Values: The specific URL numbers or URL ranges associated with a particular URL alias
Description: Optional description not used by the Anybus Defender

Actions: This column has three buttons  to edit, duplicate, or delete the alias port respectively

Below the Firewall Aliases URLs table, there is the 󰐕 Add button to set the properties and URLs for a new alias
URL entry



Profiles

Overview

Firewall / Industrial Protocols / Profile Page

This section has Top Banner Buttons

Industrial Profiles allow granular control over operations of some control devices. Currently, these industrial
protocols are supported:

Ethernet/IP
Modbus TCP
S7 Classic and S7 Plus

These protocols are filtered with an inline deep packet inspection engine which is unequaled in the industry for
speed and accuracy. The Anybus Defender allows for manual creation of Rules, or can learn network traffic via
Packet Capture and generate a set of rules. The learned rules can be applied via either a block or pass, essentially
creating a traffic whitelist with little effort

Rules can be grouped into Rulesets and then one or more Rulesets can be applied to profiles. Once a profile is
created, the profile can be applied to firewall rules on any Interface configured in the Anybus Defender

󰀨 Rules can also be applied directly to profiles, though it is highly recommended to only apply rules to a
Ruleset. Rulesets allow import/export of rules so they can be easily moved from one Anybus Defender to
another

The Firewall / Industrial Protocols / Profile page only has one section:

Rules

Profile Rules Table of the Firewall / Industrial Protocols / Profile Page

Selection: This is a checkbox to select the accompanying row

󰋼 The Select All checkbox on the upper left of the table can be used to select all rows

Action: Whether this is passing (whitelist) or blocking (blacklist) packets
Name: Name of the Industrial Profile
Description: Optional description not used by the Anybus Defender

Actions: This column has four buttons  to edit, delete, copy, or test that profile respectively



Below the Rules table are these buttons:

Add New Profile: Creates a new profile while setting the options and rules
Delete Selected Profiles: Removes rules from the table



Rulesets

Overview

Firewall / Industrial Protocols / Rulesets Page

Rulesets are created by importing pre-created rulesets, or those exported from another Anybus Defender. They can
also be created and rules can be added one at a time to the ruleset. After creating or importing a ruleset, the
available rulesets are listed in the table explained below

The Firewall / Industrial Protocols / Rulesets page only has one section:

Rules

Ruleset Table of the Firewall / Industrial Protocols / Rulesets Page

Selection: This is a checkbox to select the accompanying row

󰋼 The Select All checkbox on the upper left of the table can be used to select all rows

Name: Name of the ruleset
Description: Optional description not used by the Anybus Defender

Action: This column has four buttons  to edit , delete, delete with all linked rules, or duplicate

the ruleset respectively

Below the Rules table, there are these six buttons:



Add New Ruleset: Creates a new ruleset while setting the profile options and group rules
Merge Selected Rulesets: Combines two or more rulesets
Delete Selected Rulesets: Removes selected ruleset(s)
Save: Commits any changes made to the selected rulesets
Separator: Adds separator between rows. This allows rules to have section headers
Import/Export Selected Ruleset: Opens two additional sections on a new page export or import ruleset(s) as

XML. Encryption options are available for each



Rules

Overview

Firewall / Industrial Protocols / Rules Page

This section has Top Banner Buttons

Rules for the Industrial Profile represent the specific device functionality to affect. Each rule will have a protocol,
and protocol packet type that can be blocked or allowed

The Firewall / Industrial Protocols / Rules page is divided into two sections:

Rules Filter

Rules Table of the Firewall / Industrial Protocols / Rules Page

Filter Expression: Text field to filter the Rule table results
Filter: Button to initiate the filter based on the Filter Expression

Below the Rules Filter table are these buttons:

Add New Rule: Create a new rule
Delete Selected Rules: Deletes all selected rules
Delete All Rules:* Deletes all rules regardless of selection



Rules

Rules Table of the Firewall / Industrial Protocols / Rules Page

Selection: This is a checkbox to select the accompanying row

󰋼 The Select All checkbox on the upper left of the table can be used to select all rows

Proto: Short for protocol. Displays which is used for the rule
Proto Info: Short for protocol Information. Uses a Class and Instance designation for the specific traffic

packet
Description: Optional description not used by the Anybus Defender

Action: This column has two buttons  to edit or delete the selected rule

󰋼 If the rule count goes above 25 rows, page numbers will appear below the table (see image above)

Below the Rules Filter table are these buttons:

Add New Rule: Creates a new rule
Delete Selected Rules: Deletes all selected rules
Delete All Rules: Deletes all rules regardless of selection



Analysis

Overview

Firewall / Industrial Protocols / Analysis Page

This section has Top Banner Buttons

This section is for loading packet capture files and analyzing network packets for network troubleshooting, security
analysis, performance monitoring, and protocol analysis

The Firewall / Industrial Protocols / Analysis page only has one section:

Capture Analysis

Capture Analysis Table of the Firewall / Industrial Protocols / Analysis Page

Packet Trace File: Button used to set a network pathway upload to the capture analysis file
Upload File: Button to initiate the file load from the specified network location



Logs

Overview

󰋼 Refer to the linked Dashboard Overview page for more information



Settings

Overview

Firewall / Industrial Protocols / Settings Page

This section is used to configure and customize various aspects of the protocol behavior, functionality, and
integration within an industrial environment

The Firewall / Industrial Protocols / Settings page is divided into three sections:

Industrial Protocols Settings

Industrial Protocol Settings Table of the Firewall / Industrial Protocols / Settings Page

Enabled Blocking Unknown Traffic: A default off checkbox that, when enabled, drops traffic that is not a
known Industrial Protocol or other type of protocol

Enable Sending a TCP RST: A default off checkbox that, when enabled, sends a TCP RST packet to the host
which packet got blocked to enable fast recovery reset the session on TCP

Enable Debug Logging: A default off checkbox that, when enabled, allows functionality to enable verbose
logging from the Industrial Protocols inspection

PCAP Blocked Packets

PCAP Blocked Packets Table of the Firewall / Industrial Protocols / Settings Page



Enabled Logging Blocked Traffic to PCAP: A default off checkbox that when enabled, allows functionality to
enable verbose logging from the Industrial Protocols inspection

PCAP Log Files: These files serve as a fundamental resource for capturing, storing, and analyzing network
traffic data, providing detailed insights into network behavior, performance, security, and protocol interactions

PCAP Captured Packets

PCAP Captured Packets Table of the Firewall / Industrial Protocols / Settings Page

Enable Capture of Traffic to PCAP: A default off checkbox that when enabled, allows functionality to capture
all traffic going through the Industrial Protocols inspection

Captured PCAP Files: These files are commonly used for network analysis, troubleshooting, security
monitoring, protocol analysis, and forensic investigations

Below these three tables, there is a Save: button to confirm all selected changes and make them permanent



Port Forward

Overview

Firewall / NAT / Port Forward Page

This section provides a way to manage and configure the redirection of traffic within a network, facilitating efficient
communication between internal devices and external networks or devices

The Firewall / NAT / Port Forward page only has one section:

Port Forward

Port Forward Rules Table of the Firewall / NAT / Port Forward Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

󰄬 Enable/Disable: Toggles enabling/disabling the row
Pass or Linked: Indicator to show Pass 󰐊 or a Linked Rule 󰒟

󰋼 This indicator is affected by the Filter rule association setting in thePort Forward Edit Page

Interface: The physical or logical connection point through which a device communicates with other devices
or networks and is used to specify the source and destination of the forwarded traffic

Protocol: The specific rules and format for communication between devices or applications
Source Address: The IP address or range of IP addresses from which incoming traffic originates
Source Ports: The port numbers from which incoming traffic originates
Dest. Address: The IP address or network interface to which the forwarded traffic is directed
Dest. Ports: The port numbers on the destination device or server to which incoming traffic is forwarded
NAT IP: An IP address assigned to a device within a private network that is undergoing NAT (Network

Address Translation) allowing multiple devices within that local network to share a single public IP address when
accessing resources on the internet

NAT Ports: The port numbers used in conjunction with NAT to manage the translation of IP addresses and
port numbers between devices within a local network and external networks, typically the internet

Description: This provides a human-readable label or description for the port forwarding rule

Actions: This column has three buttons  to edit, duplicate, or delete the Port Forwards

respectively

Below the Port Forward Rules table are these buttons:



Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row
Delete: Removes the selected row
Save: Saves the current rule order
Separator Adds a visual separator on the Port Forward table with optional text



1:1

Overview

Firewall / NAT / 1:1 Page

This section is used in network address translation (NAT) configurations to establish a direct correspondence
between public and private IP addresses. This mapping ensures that all traffic destined for a specific public IP
address is directed to the corresponding private IP address, and vice versa

The Firewall / NAT / 1:1 page only has one section:

NAT 1:1 Mappings

NAT 1:1 Mappings Table of the Firewall / NAT / 1:1 Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

Interface: The Interface use for this mapping
External IP: The external IP address
Internal IP: The internal IP address
Description: Optional description not used by the Anybus Defender

Actions: This column has three buttons  to edit , copy, or delete the selected mapping

respectively

Below the NAT 1:1 Mappings table as these buttons:

Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row
Delete: Removes the selected row
Save: Saves the mapping order of the rows



Outbound

Overview

Firewall / NAT / Outbound Page

This section is used in network devices such as routers or firewalls to configure how outgoing traffic from the
internal network is translated when it passes through the NAT device and reaches the external network. The
Firewall / NAT / Outbound page is divided into three sections:

Outbound NAT Mode

Outbound NAT Mode Table of the Firewall / NAT / Outbound Page

Mode: This determines how a NAT-enabled router or firewall translates internal private IP addresses to
external public IP addresses when devices within the local network initiate outbound connections to destinations
on the internet
The four mode options are:

1. Automatic Outbound NAT rule generation
2. Hybrid Outbound NAT rule generation
3. Manual Outbound NAT rule generation
4. Disable Outbound NAT rule generation.

Below the NAT 1:1 Mapping table, there is a Save button to commit any changes made to the Outbound NAT
Mode.

Mappings

Mapping Table of the Firewall / NAT / Outbound Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

Interface: The Interface used in this mapping



Source: The source network with subnet range
Source Port: The source port or port range assigned
Destination: The destination network
Destination Port: The destination port or port range assigned
NAT Address: The IP address that has been translated or modified by a NAT (Network Address Translation)

device as part of the NAT process
NAT Port: The port or port range used by the NAT translation
Static Port: Flag for whether a port that is statically assigned
Description: Optional description not used by the Anybus Defender

Actions: The Actions column has three buttons  to edit the selected mapping, copy the selected

mapping, or delete the selected mapping respectively

Below the Mappings table are these buttons:

Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row
Delete Removes the selected row
Save: Saves the mapping order of this table

Automatic Rules

Automatic Rules Table of the Firewall / NAT / Outbound Page

Interface: TThe Interface used in this mapping
Source: The source network with subnet range
Source Port: The source port or port range assigned
Destination: The destination network
Destination Port: The destination port or port range assigned
NAT Address: The IP address that has been translated or modified by a NAT (Network Address Translation)

device as part of the NAT process
NAT Port: The port or port range used by the NAT translation
Static Port: Flag for whether a port that is statically assigned
Description: Optional description not used by the Anybus Defender

󰋼 If automatic outbound NAT is selected, a mapping is automatically generated for each interface's subnet
(except WAN-type connections) and the rules on the "Mappings" section of this page are ignored. If manual
outbound NAT is selected, outbound NAT rules will not be automatically generated and only the mappings
specified on this page will be used. If hybrid outbound NAT is selected, mappings specified on this page will be
used, followed by the automatically generated ones. If disable outbound NAT is selected, no rules will be used.
If a target address other than an interface's IP address is used, then depending on the way the WAN
connection is setup, a Virtual IP may also be required.



NPt

Overview

Firewall / NAT / NPt Page

This section is used for translating IP addresses and network prefixes to enable seamless communication between
networks with different addressing schemes, facilitate IPv6 transition, and provide security and accessibility
features such as port forwarding.
The Firewall / NAT / NPt page only has one section:

NPt Mappings

NPt Mappings of the Firewall / NAT / NPt

Selection: This is a checkbox to select the accompanying row
External Prefix: This refers to the range of external or public IP addresses to which internal or private IP

addresses are translated
Internal Prefix: refers to the range of internal or private IP addresses that are subject to translation when

communicating with external networks
Description: This provides a human-readable label or annotation for each mapping entry and aids in

managing, organizing, and troubleshooting the NPt configuration

Actions: This column has three buttons  to edit , copy, or delete the selected rule respectively

Below the NPt Mappings table, there are these four buttons:

Add Above button to Add an NPt Rule above the selected row
Add Below button to Add an NPt Rule below the selected row
Delete button to remove the selected row
Save button to keep any changes made to the NPt list



Simple NAT Wizard

󰋼 Refer to the Simple NAT Wizard page in the Getting Started for more information



Floating

Overview

Firewall / Rules / Floating Page

This section has Top Banner Buttons

This section in a firewall is used for defining rules that have higher priority than the standard rules in the firewall's
rule set. These rules are typically evaluated before the regular rules and can apply to multiple interfaces or zones

The Firewall / Rules / Floating page only has one section:

Floating Rules

Rules Table of the Firewall / Rules / Floating Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

States: This field will contain an expanded window showing the tracking ID, the evaluations, packets, bytes,
the number of states, and the number of state creations

Interface: The Interfaces used in this rule
Protocol: The network protocol or communication protocol that the rule applies to. * signifies any protocol
Source: The source type used. Can be any (uses * character), single host, alias, network, etc. See the Add

Interface Rule Procedure for more details
Port: The source port or port range used. * signifies any port
Destination: The destination type used. Can be any (uses * character), single host, alias, network, etc. See

the Add Interface Rule Procedure for more details
Port: The destination port or port range used. * signifies any port
Gateway: The router through which traffic matching the rule will be forwarded. * signifies any gateway
Queue: Shows Acknowledge Queue if there is a selected queue
Schedule: This specifies a time-based schedule or timetable that determines when the rule is active or

enforced, which allows administrators to define specific periods during which the rule should be applied
Description: Optional description not used by the Anybus Defender

Actions: This column has five buttons  to either move the selected floating rules up or

down, edit, copy, disable, or delete the rules respectively

Below the Floating Rules table are these buttons:

Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row



Save: Keeps any changes made to the selected row
Separator: to set a visual element to distinguish between different sections or groups.



WAN_LAN

Overview

Firewall / Rules / WAN_LAN Page

This section has Top Banner Buttons

This section in a firewall is used for defining rules that are evaluated on both the WAN and LAN side interfaces

The Firewall / Rules / WAN_LAN page only has one section:

WAN_LAN Rules

Rules Table of the Firewall / Rules / WAN_LAN Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

States: This field will contain an expanded window showing the tracking ID, the evaluations, packets, bytes,
the number of states, and the number of state creations

Protocol: The network protocol or communication protocol that the rule applies to. * signifies any protocol
Source: The source type used. Can be any (uses * character), single host, alias, network, etc. See the Add

Interface Rule Procedure for more details
Port: The source port or port range used. * signifies any port
Destination: The destination type used. Can be any (uses * character), single host, alias, network, etc. See

the Add Interface Rule Procedure for more details
Port: The destination port or port range used. * signifies any port
Gateway: The router through which traffic matching the rule will be forwarded. * signifies any gateway
Queue: Shows Acknowledge Queue if there is a selected queue
Schedule: This specifies a time-based schedule or timetable that determines when the rule is active or

enforced, which allows administrators to define specific periods during which the rule should be applied
Description: Optional description not used by the Anybus Defender

Actions: This column has five buttons  to either move the selected rules up or down,

edit, copy, disable, or delete the rules respectively



Below the WAN_LAN Rules table are these buttons:

Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row
Delete Removes the selected row
Save: Keeps any changes made to the selected row.
Separator: to set a visual element to distinguish between different sections or groups



WAN

Overview

Firewall / Rules / WAN Page

This section has Top Banner Buttons

This section has sets of rules or configurations within the firewall that specifically govern traffic entering or exiting
the Wide Area Network (WAN) interface

The Firewall / Rules / WAN page only has one section:

WAN Rules

Rules Table of the Firewall / Rules / WAN Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

States: This field will contain an expanded window showing the tracking ID, the evaluations, packets, bytes,
the number of states, and the number of state creations

Protocol: The network protocol or communication protocol that the rule applies to. * signifies any protocol
Source: The source type used. Can be any (uses * character), single host, alias, network, etc. See the Add

Interface Rule Procedure for more details
Port: The source port or port range used. * signifies any port
Destination: The destination type used. Can be any (uses * character), single host, alias, network, etc. See

the Add Interface Rule Procedure for more details
Port: The destination port or port range used. * signifies any port
Gateway: The router through which traffic matching the rule will be forwarded. * signifies any gateway
Queue: Shows Acknowledge Queue if there is a selected queue
Schedule: This specifies a time-based schedule or timetable that determines when the rule is active or

enforced, which allows administrators to define specific periods during which the rule should be applied
Description: Optional description not used by the Anybus Defender



Actions: This column has five buttons  to either move the selected rules up or down,

edit, copy, disable, or delete the rules respectively

Below the WAN Rules table are these buttons:

Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row
Delete Removes the selected row
Save: Keeps any changes made to the selected row.
Separator: to set a visual element to distinguish between different sections or groups



LAN

Overview

Firewall / Rules / LAN Page

This section has Top Banner Buttons

This section has sets of rules or configurations within the firewall that specifically govern traffic flow within the Local
Area Network (LAN) segment

The Firewall / Rules / LAN page only has one section:

LAN Rules

Rules Table of the Firewall / Rules / LAN Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

States: This field will contain an expanded window showing the tracking ID, the evaluations, packets, bytes,
the number of states, and the number of state creations

Protocol: The network protocol or communication protocol that the rule applies to. * signifies any protocol
Source: The source type used. Can be any (uses * character), single host, alias, network, etc. See the Add

Interface Rule Procedure for more details
Port: The source port or port range used. * signifies any port
Destination: The destination type used. Can be any (uses * character), single host, alias, network, etc. See

the Add Interface Rule Procedure for more details
Port: The destination port or port range used. * signifies any port
Gateway: The router through which traffic matching the rule will be forwarded. * signifies any gateway
Queue: Shows Acknowledge Queue if there is a selected queue
Schedule: This specifies a time-based schedule or timetable that determines when the rule is active or

enforced, which allows administrators to define specific periods during which the rule should be applied
Description: Optional description not used by the Anybus Defender

Actions: This column has five buttons  to either move the selected rules up or down,

edit, copy, disable, or delete the rules respectively

Below the LAN Rules table are these buttons:



Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row
Delete Removes the selected row
Save: Keeps any changes made to the selected row.
Separator: to set a visual element to distinguish between different sections or groups



OpenVPN

Overview

Firewall / Rules / OpenVPN Page

This section has Top Banner Buttons

This section has sets of rules or configurations within the firewall that are specifically related to managing
OpenVPN connections

The Firewall / Rules / OpenVPN page only has one section:

OpenVPN Rules

Rules Table of the Firewall / Rules / OpenVPN Page

Selection: This is a checkbox to select the accompanying row

󰋼 The checkbox on the upper left of the table can be used to select all rows

States: This field will contain an expanded window showing the tracking ID, the evaluations, packets, bytes,
the number of states, and the number of state creations

Protocol: The network protocol or communication protocol that the rule applies to. * signifies any protocol
Source: The source type used. Can be any (uses * character), single host, alias, network, etc. See the Add

Interface Rule Procedure for more details
Port: The source port or port range used. * signifies any port
Destination: The destination type used. Can be any (uses * character), single host, alias, network, etc. See

the Add Interface Rule Procedure for more details
Port: The destination port or port range used. * signifies any port
Gateway: The router through which traffic matching the rule will be forwarded. * signifies any gateway
Queue: Shows Acknowledge Queue if there is a selected queue
Schedule: This specifies a time-based schedule or timetable that determines when the rule is active or

enforced, which allows administrators to define specific periods during which the rule should be applied
Description: Optional description not used by the Anybus Defender

Actions: This column has five buttons  to either move the selected rules up or down,

edit, copy, disable, or delete the rules respectively



Below the OpenVPN Rules table are these buttons:

Add Above: Adds another rule above the selected row
Add Below: Adds another rule below the selected row
Delete Removes the selected row
Save: Keeps any changes made to the selected row.
Separator: to set a visual element to distinguish between different sections or groups



Schedules

Overview

Firewall / Schedules / Schedules Page

This section is used for defining time-based schedules or timetables that determine when specific firewall rules or
policies should be active or enforced

The Firewall / Schedules / Schedules page only has one section:

Schedules

Schedules Table of the Firewall / Rules / Schedules Page

Name: This field serves to provide a human-readable label or reference for each schedule, making it easier
for administrators to identify and manage schedules effectively

Range: Date/Times/Name: This field provides the date, time, and name for each scheduling event
Description: This field provides a textual explanation for each scheduling event

Actions: The Actions button has two buttons  to either edit the selected schedule or delete the

selected schedule respectively

Below the Schedules table, there is the Save: button to confirm all selected changes and make them permanent



Templates

Overview

Firewall / Template Rules / Templates Page

This section provides pre-configured firewall rule sets that users can apply to their firewall configurations

The Firewall / Template Rules / Templates page only has one section:

Templates

Templates Table of the Firewall / Template Rules / Template Page

Selection: This is a checkbox to select the accompanying row
Name: A user-defined label or identifier assigned to a template rule on the templates table
Description: This refers to a field that provides additional information or context about each template on the

templates table

Actions: The Actions column has four buttons  to edit the selected template, delete the

selected template, delete the selected template with all linked rules, and copy the selected template respectively

Below the Template table are these buttons:

Add New Template: Sets template options and rules for a new entry on the table
Delete Selected Templates: Removes a selected template



Rules

Overview

󰋼 This navigates directly to the Rules Section page



By Interface

Overview

Firewall / Traffic Shaper / By Interface Page

This section has Top Banner Buttons

This section has a bandwidth management system to define and enforce traffic shaping policies organized by the
interface type. The Firewall / Traffic Shaper / By Interface page only has one section:

By Interface

By Interface Table of the Firewall / Traffic Shaper / By Interface Page

WAN: This stands for Wide Area Network and refers to a network that connects devices over a broad
geographical area

LAN: This stands for Local Area Network and refers to a network that connects devices within a limited
geographic area

OPT1: This refers to an optional network interface in networking configurations

WAN Interface Table of the Firewall / Traffic Shaper / By Interface Page

Enable/Disable: A default off checkbox that when checked enables the discipline and its children
Name: This refers to the specific interface type and will be either WAN, LAN, or OPT1 depending on the

selected section on the left
Scheduler Type: A dropdown box allowing changes to the type of scheduler

HFSC: Hierarchical Fair Service Curve
CBQ: Class Based Queueing
FAIRQ: Fair Queueing
CODELQ: Controlled Delay Queue
PRIQ: Priority Queueing

󰀨 Changing the scheduler type changes all child queues! Information can be lost!



Bandwidth: A numerical text field used to set the maximum data transfer rate of the network connection
Unit of Measure: A dropdown box to set the unit size for the data transfer value
Queue Limit: A numerical text field to set the maximum limit
TBR Size: The Token Bucket Rate refers to the capacity of the token bucket, which is a fundamental

component of token bucket algorithms used in traffic shaping and policing.

Below the select Interface Table are these buttons:

Save: Keeps any changes made to the selected row
Add New Queue: Creates a new Queue entry
Disable Shaper on Interface: Suspends the traffic shaper for this interface type.

󰋼 The tree on the left navigates through the queues. Buttons at the bottom represent queue actions and are
activated accordingly



By Queue

Overview

Firewall / Traffic Shaper / By Queue Page

This section has Top Banner Buttons

This section has a bandwidth management system to define and enforce traffic shaping policies organized by
queue type. The Firewall / Traffic Shaper / By Queue page only has one section:

By Queue

By Queue Table of the Firewall / Traffic Shaper / By Queue Page



Limiters

Overview

Firewall / Traffic Shaper / Limiters Page

This section has Top Banner Buttons

This section has options to control and manage the bandwidth of network traffic to meet specific requirements and
priorities The Firewall / Traffic Shaper / Limiters page only has one section:

Limiters

Below the Limiters table is the New Limiter button to set the limiter and queue options as well as the set advanced
options.

󰋼 The tree on the left navigates through the limiters. Buttons at the bottom represent limiter actions and are
activated accordingly.



Wizards

Overview
This wizard will provide guidance through Setting up the Traffic Shaper for the Anybus Defender

Firewall / Traffic Shaper / Wizards Page

This section has Top Banner Buttons

This section has tools within a traffic shaping configuration interface that guide users through the process of setting
up traffic shaping policies and configurations.

The Firewall / Traffic Shaper / Wizards page only has one section:

Wizards



Virtual IPs

Overview

Firewall / Virtual IPs / Virtual IP Address Page

The Firewall / Virtual IPs / Virtual IP Address page only has one section:

Virtual IP Address Table of the Firewall / Virtual IPs / Template Page

Virtual IP Address: This is an IP address that is not associated with a specific physical network interface but
instead is mapped to a virtual resource, such as a virtual server, a cluster of servers, or a network service

Interface: This field indicates the network interface or network adapter with which the virtual IP address is
associated or bound

Type: This refers to the type or purpose of the virtual IP address
Description: This refers to a field that provides additional information or context about each virtual IP on the

virtual IP table

Actions: The Actions column has two buttons  to either edit the selected template or delete the

selected template respectively

Below the Virtual IPs table is the 󰐕 Add button to configure the next virtual IP to be added to the table.

󰋼 The virtual IP addresses defined on this page may be used in NAT mappings. Check the status of Hot
Standby Virtual IPs and interfaces here.



Services Overview

Overview
Services are functionality essential to the Anybus Defender. They include:

Asset Management

Captive Portal

DHCP Server

DNS Forwarder

DNS Resolver

IGMP Proxy

NTP

SNMP



Detected Assets

Overview

Services / Asset Management / Detected Assets Showing Detected Devices

Asset Management scans hosts on the network and identifies OS and/or Industrial Protocol information. The
Detected Assets tab is a table of all detected assets for an interface(s) defined in the Settings tab

󰀨 By default, the Asset Management is not installed on the Anybus Defender. Use the Package Manager to
install the AssetMgmt package

Asset Table
On top left of the Detected Assets table, are these buttons:

(Add Refresh Icon): Re-scans the configured interface(s) adding or removing devices based on detected
changes

(Add Save Icon): Saves a snapshot of the detected assets. The snap shot can be downloaded and more in
the Save Assets tab

Within the Detected Assets table, the information displayed is as follows:

Interface: The interface of this devices
MAC: MAC address of devices
MAC Vendor: Vendor information if available
IP: IP address of the device
Description: Specific information about the device if available



Saved Assets

Overview

Services / Asset Management / Saved Assets Showing Saved Devices

Asset Management scans hosts on the network and identifies OS and/or Industrial Protocol information. The Saved
Assets tab is a table of all saved assets for an interface(s). Saving assets is done in the Detected Assets tab when
the Save operation is performed

󰀨 By default, the Asset Management is not installed on the Anybus Defender. Use the Package Manager to
install the AssetMgmt package

Asset Table
On top left of the Saved Assets table, are these buttons:

(Add Clear Icon): Clears all currently saved assets
(Add Download Icon): Downloads the ALL saved assets as an xml file
(Add circle with down arrow icon): Downloads only newly-discovered assets
(Add circle with up arrow icon): Checks the Asset storage database for proper functionality

Within the Saved Assets table, the information displayed is as follows:

Interface: The interface of this devices
MAC: MAC address of devices
MAC Vendor: Vendor information if available
IP: IP address of the device
Description: Specific information about the device if available

󰀨Guess accuracy may appear here if the detect algorithm cannot get 100% accuracy on the device
detected. Increasing the [Scan Speed in the Settings tab can help increase accuracy



Settings

Overview

Services / Asset Management / Settings

These are the settings used for Detected Asset and Saved Asset devices

󰀨 By default, the Asset Management is not installed on the Anybus Defender. Use the Package Manager to
install the AssetMgmt package

The Services / Asset Management / Settings page is divided into these sections:

AssetsForm
Enable: Enables/Disables actively scanning for assets
Interface: Selects the interface to scan for devices

󰋼 Use the Ctrl  to select multiple individual or the Shift  key for a range of interfaces

Extra Scans: Allows specifying an extra subnet to include in the scan

󰋼 Host responding to ICMP ECHO will be considered only

󰀨 These entries add overhead since every iteration they will be scanned

Exclude hosts: A comma-separated list of hosts to exclude from the scan



Advanced
Scan speed: Dropdown to set how thorough the asset scan will be: Fast, Medium, or Slow

󰋼 Slower scans will increase the scan time but increase the accuracy percentage of device information
shown on the Saved Assets

Period: Number of minutes between asset scans. If left blank, 30 minutes will be used



Captive Portal

Overview

Services / Captive Showing Portal Zone

This section has Top Banner Buttons

Captive Portal creates authentication requirements for users to access the internet. Authentication can be
user/password, a voucher, or click-through agreement

The Services / Captive Portal page is divided into these sections:

Captive Portal Zones
Within the Captive Portal Zones table, the information displayed is as follows:

Zone: Name of the captive portal zone
Interfaces: Which interface(s) the portal is active on
Number of users: Total count of users configured to access the portal
Description: Specific information about the portal zone if available
Actions: Buttons for:

(Pencil icon): Edit the portal zone
(garbage icon): Delete the portal zone The Add button allows for creation and Configuring a portal zone



Configuration

Overview

Services / Captive Portal / Configuration

This section has Top Banner Buttons

Captive Portal configuration allows to enable disable the captive portal zone and add an option description

󰀨 Remember to enable the DHCP server on the captive portal interface. Make sure that the default/maximum
DHCP Lease Time is higher than the hard timeout entered on this page. Also, the DNS Forwarder or Resolver
must be enabled for DNS lookups by unauthenticated clients to work



MACs

Overview

Services / Captive Portal/ MACs Showing Sample MAC Device

This section has Top Banner Buttons

Adding MAC addresses here allows them to be bypassed from the captive portal automatically

󰋼 These MACs can also be blocked from ANY access as explained below

MACs Table
Within the MACs table, the information displayed is as follows:

Action: Can be set to Pass or Block packets from the MAC
MAC Address: The MAC of the device

󰋼 It is also possible to add a mask value (/24 for example) to allow all phones of a certain manufacturer to
bypass the portal

Description: Specific optional information about the MAC
Actions: Buttons for:

(Pencil icon): Edit the MAC
(garbage icon): Delete the MAC

Below the table is an Add button to add new MACs. The resulting MAC edit page will load:

Services / Captive Portal/ MACs / Edit Page



Edit MAC Address Rules
Action: Set to Pass or Block packets from the MAC
MAC Address: The 6 octet MAC address of the device. The Copy MAC button can paste in the current

device's MAC automatically

󰋼Mask values (such a /24) can be used to allow all phones of a certain manufacturer to bypass the portal

Description: Specific optional information about the MAC
Bandwidth up: Allowed upload limit on this MAC device. If left blank, it will be unlimited
Bandwidth up: Allowed download limit on this MAC device. If left blank, it will be unlimited

The Save button will save the current MAC address and add it to the MACs table



Allowed IPs

Overview

Services / Captive Portal/ Allowed IP Addresses Showing Sample IP Address

This section has Top Banner Buttons

Adding IP addresses here allows them to be bypassed from the captive portal automatically. This could be used
when outside images or files are required on the captive portal web page

Allowed IP Addresses Table
Within this table, the information displayed is as follows:

IP Addresses: The IP address(s) to be allowed. To the left of the IP address are arrows to signify:

(Right Arrow icon): All connections to the address are allowed
(Left Arrow Icon): All connections from the address are allowed
(Left/Right Arrow Icon): All connections to and from are allowed

Description: Specific optional information about the IP address
Actions: Buttons for:

(Pencil icon): Edit the IP addresses
(garbage icon): Delete the IP addresses

Below the table is an Add button to add new IPs. The resulting IP Address edit page will load:

Services / Captive Portal/ IP Address / Edit Page



Edit MAC Address Rules
IP Address: The IP address

󰋼  to the righto the IP address is a drop down to select a subnet. This can be used to define a whole range
of IP addresses

Description: Specific optional information about the IP address
Direction: Dropdown to select:

Both: Allows access to and from the IP address
From: Allows access to an address through the captive portal
To: Allow access from all clients (even non-authenticated ones) behind the portal to this IP

Bandwidth up: Allowed upload limit on this IP address. If left blank, it will be unlimited
Bandwidth up: Allowed download limit on this IP address. If left blank, it will be unlimited

The Save button will save the current MAC address and add it to the Allowed IP Addresses table



Allowed Hostnames

Overview

Services / Captive Portal/ Allowed Hostnames Showing Sample Host Name

This section has Top Banner Buttons

Adding Hostnames here allows them to be bypassed from the captive portal automatically. This could be used
when outside images or files are required on the captive portal web page. This could also allow a DNS on another
network

Allowed Hostnames Table
Within this table, the information displayed is as follows:

Hostname: The hostname(s) to be allowed. To the left of the hostname are arrows to signify:

(Right Arrow icon): All connections to the hostname are allowed
(Left Arrow Icon): All connections from the hostname are allowed
(Left/Right Arrow Icon): All connections to and from are allowed

Description: Specific optional information about the hostname
Actions: Buttons for:

(Pencil icon): Edit the hostname
(garbage icon): Delete the hostname

Below the table is an Add button to add new hostnames. The resulting Hostname Edit page will load:

Services / Captive Portal/ IP Address / Edit Page



Edit MAC Address Rules
Direction: Dropdown to select:

Both: Allows access to and from the hostname
From: Allows access to a hostname through the captive portal
To: Allow access from all clients (even non-authenticated ones) behind the portal to this IP

Hostname: The host name
Description: Specific optional information about the hostname
Bandwidth up: Allowed upload limit on this hostname. If left blank, it will be unlimited
Bandwidth up: Allowed download limit on this hostname. If left blank, it will be unlimited

The Save button will save the current hostname and add it to the Allowed Hostnames table



Vouchers

Overview

Services / Captive Portal / Vouchers Showing an Enabled Voucher

This section has Top Banner Buttons

Vouchers for a captive portal are unique codes or tokens that provide users access to a restricted network, typically
after they log in or register

Voucher Rolls
Within this table, the information displayed is as follows:

Roll #: The roll number (0-65535) to be generated voucher
Minutes/Ticket: Defines the time in minutes that a user is allowed access. The clock starts ticking the first

time a voucher is used for authentication



# of Ticket: The number of vouchers (1-1023) found on top of the generated voucher

󰀨 Changing this number for an existing Roll will mark all vouchers as unused again

Comment: Optional description of the voucher
Actions: Buttons for:

(Pencil icon): Edit the voucher roll
(garbage icon): Delete the voucher roll
(page with X icon): Export voucher roll to a .CSV file

Below the table is an Add button to add new voucher roles. The resulting Vouchers Edit page will load with the
options explained above :

Services / Captive Portal / Vouchers / Edit Page



Create, Generate and Activate Rolls with Vouchers Section
Enabled: Checkbox to enable the creation, generation and activation of rolls with vouchers
Voucher Public Key: A pasted or generated public key (64-bit or smaller in PEM format). To generate new

Public and Private voucher keys, use the Generate new keys button
Voucher Private Key: A pasted or generated private key (64-bit or smaller in PEM format). To generate new

Public and Private voucher keys, use the Generate new keys button
Character set: Tickets to be generated with the specified character set

󰀨 It should contain printable characters (numbers, lower case and upper case letters) that are hard to
confuse with others. For example, avoid using zero (0) and the letter O and one (1) and the letter l

# of Roll bits: Reserves a range (1-31) in each voucher to store the Roll # it belongs to

󰀨 The sum of Roll+Ticket+Checksum bits must be one Bit less than the RSA key size

# of Ticket bits: Reserves a range (1-16) in each voucher to store the Ticket# it belongs to

󰀨 Using 16 bits allows a roll to have up to 65535 vouchers. A bit array, stored in RAM and in the config, is
used to mark if a voucher has been used. A bit array for 65535 vouchers requires 8 KB of storage

Magic number: Number stored in every voucher. It is used to verify during a voucher check

󰋼 Size depends on how many bits are left by Roll+Ticket+Checksum bits. If all bits are used, no magic
number will be used and checked

Invalid voucher message: Error message displayed for invalid vouchers on captive portal error page
Expired voucher message: Error message displayed for expired vouchers on captive portal error page

The Save button will save the current hostname and add it to the Allowed Hostnames table



High Availability

Overview

Services / Captive Portal / High Availability

󰀨 These settings should be set on the secondary node only. Do not update these settings if this Anybus
Defender is the primary node

Secondary to Primary node Synchronization
Enable backward High Availability Sync for connected users and used vouchers: Enable for High

Availability

󰀨 The XMLRPC sync provided by the Anybus Defender in High Availability settings only synchronize a
secondary node to its primary node. This checkbox enables a backward sync from the secondary to the
primary in order to have a bi-directional synchronization. The purpose of this feature is to keep connected
users synchronized between servers even if a node goes down

When this is enabled, the items can be configured:

Primary node IP: IP address of the primary node
Primary node username: The username of the primary node that the secondary node will use for backward

sync. This could be any Anybus Defender user on the primary node with "System - HA node sync" privileges.

Below the table is a Save button save the settings

󰋼 It is recommended to configure XMLRPC sync on the primary node before configuring backward
synchronization for captive portal



File Manager

Overview

Services / Captive Portal / File Manager Showing Installed File

This section has Top Banner Buttons

The file manager allows for files (images, scripts, etc.) to be added to the root directory of the captive portal server

󰋼 Any files that are uploaded here with the filename prefix of captiveportal- will be made available in the root
directory of the captive portal HTTP(S) server. An icon file named favicon.ico may also be uploaded and will
remain without prefix

Installed Files Table
Within this table, the information displayed is as follows:

Name: Name of the file
Size: File size
Actions: (trash can icon) Removes the file from the list

Clicking the (blue i icon) will display the Notes section with information explained above

Examples
Using the sample image above, HTML code to access it would be:

<img src="captiveportal-company_log.png" width=... height=...>

To link to a script file, this could be used:

<a href="/captiveportal-acme-aup.php?
zone=$PORTAL_ZONE$&redirurl=$PORTAL_REDIRURL$">Acceptable usage policy</a>



DHCP Server

Overview

Services / DHCP Server / LAN

This section has Top Banner Buttons

DHCP Server is for the alternate (usually the LAN) interface of the Anybus Defender

󰋼 For DHCP on the WAN is done on the WAN Interfaces page

The Services / DHCP Server / LAN page is divided into these sections:

General Options
Enable: Enables the DHCP server on the LAN interface
BootP: If enabled, any BOOTP queries will be ignored
Deny unknown clients: Dropdown for denying unknown clients

Allow all clients: Any DHCP client will get an IP address within this scope/range on this interface
Allow known clients from any interface: Any DHCP client with a MAC address listed on ANY

scope(s)/interface(s) will get an IP address
Allow known clients from only this interface: Only MAC addresses listed below (i.e. for this interface)

will get an IP address within this scope/range

Ignore denied clients: Checkbox to ignore (not logged) rather than than reject (logged) clients

󰋼 This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is
configured



Ignore client identifiers: Checkbox to not record the clients UID (Unique Identifier) in a DHCP request

󰋼 This option may be useful when a client can dual boot using different client identifiers but the same
hardware (MAC) address. Note that the resulting server behavior violates the official DHCP specification

Subnet: This is a read-only field showing the interface's subnet
Subnet mask: This is a read-only field showing the interface's subnet mask
Available range: Shows the current range allowed by the Subnet and Subnet Mask settings shown above
Range: Allows for an override of the From and To ranges for IP addresses assignment

Additional Pools

Additional Pools Section

This allows for additional pools of addresses are needed inside of this subnet outside the above Range set above.
Use the Add pool button to add pools as needed

Servers

WINS and DNS Section

If WINS and/or DNS are needed, enter them here

OMAPI

WINS and DNS Section

For the OMAPI (Open Mobile Application Platform Interface) protocol, configure these options:

OMAPI Port: Port (default is 7911) that OMAPI will listen on. If left blank, OMAPI will be disabled



OMAPI Key: The key using the Key Algorithm explained below
Key Algorithm: Dropdown to select the key algorithm. Options are:

HMAC-MD5 (legacy default)
HMAC-SHA1
HMAC-SHA224
HMAC-SHA256 (current bind9 default)
HMAC-SHA384
HMAC-SHA512 (most secure)

Other Options

Other Options Section

If required these options are available to further customize the DHCP server:

Gateway: Enter a gateway address if the default interface IP address will not be used

󰋼 Type none for no gateway assignment



Domain name: Enter a domain name if the system name will not be used
Domain search list: Optional domain search list. Use the semicolon character to separate these terms
Default lease time: Enter a specific expiration time for client that do not ask for it. The default is 7200

seconds
Maximum lease time: Enter a specific maximum lease time for client that ask for it. The default is 86400

seconds
Failover peer IP: Enter the IP of the failover peer (disabled if left blank). Devices must be in Hot Standby

mode
Static ARP: Checkbox to enable Static Arp entries even if the DHCP server is disabled
Time format change: Checkbox change lease time from UTC to the local time
Statistics graphs: Checkbox to enabled RRD (Round Robin Database) for lease Statistics
Ping check: Checkbox to disable ping check

Advanced options are available by clicking these buttons:

(cog wheel icon) Dynamic DNS
(cog wheel icon) MAC address control
(cog wheel icon) NTP
(cog wheel icon) TFTP
(cog wheel icon) LDAP
(cog wheel icon) Network
(cog wheel icon) Additional BOOTP/DHCP Options

Below this section is a Save button to save the DHCP Server settings

DHCP Static Mappings for this Interface

DHCP Static Mappings for this Interface Section

For devices identified by MAC, specific IP, WINS, DNS, Gateway, etc. can be configured by clicking the Add button
for each device



DNS Forwarder

Overview

Services / DNS Forwarder

This section has Top Banner Buttons

The DNS forwarder service in the Anybus Defender allows the firewall to forward DNS (Domain Name System)
queries from clients to external or internal DNS servers for resolution

󰋼 If the DNS forwarder is enabled, the DHCP Service (if enabled) will automatically serve the LAN IP address
as a DNS server to DHCP clients so they will use the forwarder. The DNS forwarder will use the DNS servers
entered in System > General Setup or those obtained via DHCP or PPP on WAN if Allow DNS server list to
be overridden by DHCP/PPP on WAN is checked. If that option is not used (or if a static IP address is used
on WAN), at least one DNS server must be manually specified on the System > General Setup page

The Services / DNS Forwarder page is divided into these sections:



General DNS Forwarder Options
Enable: Enables the DNS forwarder
DHCP Registration: If enabled, devices that specify their hostname when requesting a DHCP lease will be

registered in the DNS forwarder, so that their name can be resolved

󰀨 The domain in the System > General Setup is required for this checkbox to be selectable

Static DHCP: If enabled, IPv4 DHCP static mappings will be registered in the DNS forwarder so that their
name can be resolved

󰀨 The domain in the System > General Setup is required for this checkbox to be selectable

Prefer DHCP: If enabled, DHCP mappings will be resolved before the manual list of names below

󰋼 This only affects the name given for a reverse lookup (PTR)

DNS Query Forwarding: A series of checkboxes for:

Query DNS servers sequentially: The DNS Forwarder (dnsmasq) will not forward A or AAAA queries for
plain names, without dots or domain parts, to upstream name servers. If the name is not known from
/etc/hosts or DHCP then a not found answer is returned

Require domain: The DNS Forwarder (dnsmasq) will query the DNS servers sequentially in the order
specified (System - General Setup - DNS Servers), rather than all at once in parallel

Do not forward private reverse lookups: The DNS Forwarder (dnsmasq) will not forward reverse DNS
lookups (PTR) for private addresses (RFC 1918) to upstream name servers. Any entries in the Domain
Overrides section below forwarding private n.n.n.in-addr.arpa names to a specific server are still forwarded. If
the IP to name is not known from /etc/hosts, DHCP or a specific domain override then a not found answer is
immediately returned

Listen Port: The port used for responding to DNS queries. It should normally be left blank unless another
service needs to bind to TCP/UDP port 53

Interfaces: Interface IPs used by the DNS Forwarder for responding to queries from clients. If an interface
has both IPv4 and IPv6 IPs, both are used. Queries to other interface IPs not selected below are discarded. The
default behavior is to respond to queries on every available IPv4 and IPv6 address

Strict Binding: If enabled, the DNS forwarder will only bind to the interfaces containing the IP addresses
selected above, rather than binding to all interfaces and discarding queries to other addresses

󰀨 This option does NOT work with IPv6. If set, dnsmasq will not bind to IPv6 addresses

Custom Options: Enter any additional options to add to the dnsmasq configuration here, separated by a
space or newline

Below this section is a Save button to save the DNS Forwarder settings



Host Overrides

Host Overrides Section

This allows for additional custom DNS entries. Use the Add button to add Host Overrides as needed

Domain Overrides

Domain Overrides Section

This allows for using an alternate DNS server used for resolving hosts within a specific domain. Use the Add button
to add Domain Overrides as needed



General Settings

Overview



Services / DNS Resolver General Settings Tab

This section has Top Banner Buttons

A DNS resolver allows the firewall to resolve domain names (such as acme.corp.com) into IP addresses (like
192.200.2.1) using the Domain Name System (DNS)



󰋼 If the DNS Forwarder is enabled, the DHCP service (if enabled) will automatically serve the LAN IP address
as a DNS server to DHCP clients so they will use the DNS Resolver. If Forwarding is enabled, the DNS
Resolver will use the DNS servers entered in System > General Setup or those obtained via DHCP or PPP on
WAN if Allow DNS server list to be overridden by DHCP/PPP on WAN is checked

The Services / DNS Forwarder / General Settings page is divided into these sections:

General DNS Resolver Options
Enable: Enables the DNS resolver
Listen Port: The port used for responding to DNS queries. It should normally be left blank unless another

service needs to bind to TCP/UDP port 53
Enable SSL/TLS Service: When checked, incoming SSL/TLS queries from local clients will be responded to

󰋼 Activating this option disables automatic interface response routing behavior, thus it works best with
specific interface bindings

SSL/TLS Certificate: Dropdown to select the pre-configured SSL/TLS certificate
SSL/TLS Listen Port: The port used for responding to SSL/TLS DNS queries. It should normally be left blank

unless another service needs to bind to TCP/UDP port 853
Network Interfaces: Selection of interfaces to use in the DNS Resolver responder. If an interface has both

IPv4 and IPv6 IPs, both are used. Queries to other interface IPs not selected below are discarded. The default
behavior is to respond to queries on every available IPv4 and IPv6 address

Outgoing Network Interfaces: Selection of interfaces to use as outgoing destinations. Utilize different
network interface(s) that the DNS Resolver will use to send queries to authoritative servers and receive their
replies. By default all interfaces are used

System Domain Local Zone Type: Dropdown to set the local-zone type used for the Anybus Defender's
System > General Setup > Domain. Options are:

Deny
Refuse
Static
Transparent is default
Type Transparent
Redirect
Inform
Inform Deny
No Default

DNSSEC: Enables (Domain Name System Security Extensions) support
Python Module: Enables Python scripting support
DNS Query Forwarding: If enabled, DNS queries will be forwarded to the upstream DNS servers defined

under System > General Setup or those obtained via DHCP/PPP on WAN (if DNS Server Override is enabled
there)

SSL/TLS for Outgoing DNS Queries: If enabled, and used in conjunction with DNS Query Forwarding,
queries to all upstream forwarding DNS servers will be sent using SSL/TLS on the default port of 853

󰋼 ALL configured forwarding servers MUST support SSL/TLS queries on port 853

DHCP Registration: If enabled, devices that specify their hostname when requesting an IPv4 DHCP lease
will be registered in the DNS Resolver so that their name can be resolved



󰋼 This will cause the Resolver to reload and flush its resolution cache whenever a DHCP lease is issued.
The domain in System > General Setup should also be set to the proper value

Static DHCP: If enabled, DHCP static mappings will be registered in the DNS Resolver, so that their name
can be resolved

󰋼 The domain in System > General Setup should also be set to the proper value

Open VPN Clients: If enabled, the common name (CN) of connected OpenVPN clients will be registered in
the DNS Resolver, so that their name can be resolved. This only works for OpenVPN Servers (the Remote
Access SSL/TLS or the User Auth with Username as Common Name option) operating in tun mode.

󰋼 The domain in System > General Setup should also be set to the proper value

Display Custom Options: By clicking the (cog wheel icon) Display Custom Options button toggles on a
text entry that allows additional configuration parameters separated by new lines

Host Overrides

Host Overrides Section

This allows for additional custom DNS entries. Use the Add button to add Host Overrides as needed

Domain Overrides

Domain Overrides Section

This allows for using an alternate DNS server used for resolving hosts within a specific domain. Use the Add button
to add Domain Overrides as needed



Advanced Settings

Overview

Services / DNS Resolver Advanced Settings Tab

This section has Top Banner Buttons

The Services / DNS Forwarder / Advanced Settings page is divided into these sections:

Advanced Privacy Options
Hide Identity: If enabled, id.server and hostname.bind queries are refused
Hide Version: If enabled, version.server and version.bind queries are refused
Query Name Minimization: If enabled, only the minimum amount of QNAME/QTYPE information are sent to

upstream servers to enhance privacy

󰋼 Best effort is for full QNAME and original QTYPE will be sent when upstream replies with a RCODE other
than NOERROR, except when receiving NXDOMAIN from a DNSSEC signed zone

Refer to RFC 7816 for in-depth information on Query Name Minimization
Strict Query Name Minimization: If enabled, fall-back to sending full QNAME to potentially broken DNS

servers is not done
Strict Query Name Minimization: If enabled, fall-back to sending full QNAME to potentially broken DNS

servers is not done

󰋼 This option only has effect when Query Name Minimization option above is enabled

󰀨  A significant number of domains will fail to resolve when this option in enabled. Only enable this for a
specific purpose

https://datatracker.ietf.org/doc/html/rfc7816


Advanced Resolver Options





Host Overrides Section

Prefetch Support: If enabled, message cache elements are prefetched before they expire to help keep the
cache up to date

󰀨When enabled, this option can cause an increase of around 10% more DNS traffic and load on the server,
but frequently requested items will not expire from the cache

Prefetch DNS Key Support: If enabled, DNSKEYs are fetched earlier in the validation process when a
Delegation signer is encountered. This helps lower the latency of requests but does utilize a little more CPU.
More Information on DNS Record Types

Harden DNSSEC Data: If enabled, DNSSEC data is required for trust-anchored zones. If disabled and no
DNSSEC data is received, then the zone is made insecure

Serve Expired: If enabled, this allows unbound to serve one query even with a TTL of 0, if TTL is 0 then new
record will be requested in the background when the cache is served to ensure cache is updated without latency
on service of the DNS request

Aggressive NSEC: If enabled, unbound uses the DNSSEC NSEC chain to synthesize NXDOMAIN and other
denials, using information from previous NXDOMAINs answers

Message Cache Size: Dropdown to select the size of the message cache.The message cache stores DNS
response codes and validation statuses. The Resource Record Set (RRSet) cache will automatically be set to
twice this amount. Settings are 4MB (default), 10MB, 20MB, 50MB, 100MB, 250MB, and 512MB

Outgoing TCP Buffers: Dropdown to select the number of outgoing TCP buffers to allocate per thread.
Settings are , 0, 10 (default), 20, 30, 50

󰋼 If 0 is selected then TCP queries are not sent to authoritative servers

Incoming TCP Buffers: Dropdown to select the number of incoming TCP buffers to allocate per thread.
Settings are , 0, 10 (default), 20, 30, 50

󰋼 If 0 is selected then TCP queries are not accepted from clients

EDNS Buffer Size: Dropdown to select the number of bytes size to advertise as the EDNS reassembly buffer
size. This is the value that is used in UDP datagrams sent to peers. Settings are:

Automatic value based on active interface MTUs: Sets optimal buffer size by using the smallest MTU of
active interfaces and subtracting the IPv4/IPv6 header size

512: IPV4 Minimum: Bypasses most IPv4 MTU path problems, but it can generate an excessive amount of
TCP fallback

1220: NSD IPV5 EDNA Minimum
1232: IPv6 Minimum Bypasses most IPv6 MTU path problems, but it can generate an excessive amount of

TCP fallback
1432: 1500 Byte MTU: Use if fragmentation reassemble problems occur, usually seen as timeouts
1480: NSD IPv4 EDNS Minimum
1480: NSD IPv4 EDNS Minimum

Number of Queries per Thread: Dropdown to select The number of queries that every thread will service
simultaneously. If more queries arrive that need to be serviced, and no queries can be jostled, then these queries
are dropped. Settings are 512 (default), 1024, 2048

Jostle Timeout: Dropdown to select timeout in milliseconds for instances where the server is busy. This
protects against denial of service by slow queries or high query rates. Settings are 100ms, 200ms (default),
500ms, 1000ms

https://en.wikipedia.org/wiki/List_of_DNS_record_types


Maximum TTL for RRsets and Messages: Numeric entry for the Maximum Time to Live for RRsets and
messages in the cache. The default is 86400 seconds (1 day). When the internal TTL expires, the cache item is
expired. This can be configured to force the resolver to query for data more often and not trust (very large) TTL
values

Minimum TTL for RRsets and Messages: Numeric entry for the Minimum Time to Live for RRsets and
messages in the cache. The default is 0 seconds. If the minimum value enables, the data is cached for longer
than the domain owner intended, and thus, less queries are made to look up the data. The 0 value ensures the
data in the cache is as the domain owner intended.

󰀨 Higher values can cause issues with the data in the cache mismatching with the actual data

TTL for Host Cache Entries: Dropdown to select the Time to Live (TTL), in seconds, for entries in the
infrastructure host cache.The infrastructure host cache contains round trip timing, lameness, and EDNS support
information for DNS servers. Settings are 1, 2, 5, 10, and 15 (default) minutes

Number of Hosts to Cache: Numeric entry for for the Number of infrastructure hosts for which information is
cached. The default is 10,000

Unwanted Reply Threshold: Dropdown to enable/disable a set number of unwanted replies to track in every
thread. When it reaches the threshold, a defensive action is taken and a warning is printed to the log file. This
defensive action is to clear the RRSet and message caches. Settings are:

Disabled: No unwanted replies are track (default)
5 million
10 milion: Suggested amount if enabled
20 milion
40 milion
50 milion

Log Level: Dropdown to select the level of detail to be logged. Each level also includes the information from
previous levels. Settings are:

Level 0: No Logging:
Level 1: Basic operational information: Default
Level 2: Detailed operational information
Level 3: Query level information
Level 4: Algorithm level information
**Level 5: Client identification for cache misses

Disable Auto-added Access Control: If checked, the default behavior of permitting IPv4 and IPv6 networks
residing on internal interfaces of this Anybus Defender is disabled. Allowed networks must be manually
configured on the Access Lists tab if the auto-added entries are disabled.

Disable Auto-added Host Entries: If checked, the default behavior of adding IPv4 and IPv6 addresses of
this Anybus Defender are added as records for the system domain of this firewall as configured in System >
General Setup is disabled

Experimental Bit 0x20 Support: If checked, 0x-20 encoded random bits are used in the DNS query to foil
spoofing attempts. See the implementation draft dns-0x20 for more information.

DNS64 Support: If checked, DNS64, which is used with an IPv6/IPv4 translator to enable client-server
communication between an IPv6-only client and an IPv4-only servers, is enabled

Below this section is a Save button to save the DNS Resolver Advanced settings

https://tools.ietf.org/html/draft-vixie-dnsext-dns0x20-00


Access Lists

Overview

Services / DNS Resolver Access List Tab Showing Sample Entry

This section has Top Banner Buttons

For IPv4 and IPv6 networks outside of the interfaces of the Anybus Defender, access must be configured manually
using the Access List table

Access Lists to Control Access to the DNS Resolver
Action: Action to apply to hosts (See list below)
Comment: Optional description of the access list
Actions: Buttons for:

(Pencil icon): Edit the access list
(garbage icon): Delete the access list

Below the table is an Add button to add new access lists. The resulting New Access List edit page will load:

Host Overrides Section



New Access List
Access List name: Name of the Access List
Action: Dropdown to select the action for this accessor:

Allow: Allow queries from hosts within the netblock defined below
Deny: Stops queries from hosts within the netblock defined below with no return error message
Refuse: Stops queries from hosts within the netblock defined below, but sends a DNS rcode REFUSED

error message back to the client
Allow Snoop: Allow recursive and non-recursive access from hosts within the netblock defined below.

Used for cache snooping and ideally should only be configured for the administrative host
Deny Nonlocal: Allow only authoritative local-data queries from hosts within the netblock defined below.

Messages that are disallowed are dropped
Refuse Nonlocal: Allow only authoritative local-data queries from hosts within the netblock defined below.

Sends a DNS rcode REFUSED error message back to the client for messages that are disallowed.

Below this section are these buttons:

Save: Saves the Access List settings
Add Network: Add additional networks to the Networks setting above



IGMP Proxy

Overview

Services / IGMP Proxy

IGMP Snooping (Internet Group Management Protocol Snooping) is a network optimization technique used in the
Anybus Defender to manage and optimize multicast traffic. It works by monitoring (or "snooping on") IGMP
messages exchanged between multicast routers and hosts in an IP network

󰀨 Add the interface for upstream, the allowed subnets, and the downstream interfaces for the proxy to allow.
Only one "upstream" interface (see below) can be configured

The Services / IGMP Proxy page is divided into these sections:

General IGMP Options
Enable: Enables/Disables IGMP
Verbose Logging: If checked, verbose System Logging is used. If unchecked, terse logging will be used

Below these options a Save button to save these settings



IGMP Proxy

IGMP Proxy Section With Sample Proxy

Within this table, the information displayed is as follows:

Name: Name of the IGMP Proxy
Type: Dropdown to select of of these types:

Upstream Interface: The outgoing interface which is responsible for communicating to available multicast
data sources

󰀨 There can only be one upstream interface

Downstream Interface: The distribution interfaces to the destination networks, where multicast clients can
join groups and receive multicast data

󰀨One or more downstream interfaces must be configured

Threshold: Numeric Entry to define the TTL threshold for the network interface. Packets with a lower TTL
than the threshold value will be ignored. If left blank, a value of 1 is used

Networks: List of IP network and subnet CIDR for the proxy
Add network: Button allowed multiple Networks to be defined

Below these options is a Save button to save the IGMP Proxy



Settings

Overview

Services / NTP / Settings



This section has Top Banner Buttons

NTP (Network Time Protocol) is used to synchronize the clocks of computer systems over a network. Consistency
in time is important for Logging, security events, and other time-sensitive operations

The Services / NTP / Settings page is divided into these sections:

NTP Server Configuration
Enable: Enables/Disables the NTP server

󰀨 Disable the NTP if the Anybus Defender is running in a virtual machine and the host is responsible for the
clock

Interface: Select from the list of interfaces in the Anybus Defender

󰋼 Selecting all interfaces will explicitly listen on only the interfaces/IPs specified

󰋼 Selecting no interfaces will listen on all interfaces with a wildcard

󰋼 Interfaces without an IP address will not be shown

Time Servers: Text entry for the location of the time server used in synchronization. The default is
pool.ntp.org

󰋼 The Add button below allows for additional time servers to be used. Each of these entries will have
checkboxes to set these preferences:

Prefer: This server is preferred
No Select: Not used for time synchronization (only for display statistics)
Is a Pool: Is a pool of worldwide providers

Max candidate pool peers: Defines the maximum number of candidate peers in the NTP pool. If left blank,
the default is 5

󰋼 This value should be set low enough to provide sufficient alternate sources while not contacting an
excessively large number of peers. Many servers inside public pools are provided by volunteers, and a large
candidate pool places unnecessary extra load on the volunteer time servers for little to no added benefit.

Orphan Mode: Allows the system clock of the Anybus Defender to be used when no other sources are
available. The number specifies the stratum reported during orphan mode, The default is 12

󰋼 This should normally be set to a number high enough to insure that any other servers available to clients
are preferred over this server

Minimum Poll Interval: Dropdown to select the minimum poll interval for NTP messages. Options are:

Default
4: 16 seconds (00:00:16)
5: 32 seconds (00:00:32)
6: 64 seconds (00:01:04)
7: 128 seconds (00:02:08)
8: 256 seconds (00:04:16)
9: 512 seconds (00:08:32)
10: 1024 seconds (00:17:04)



11: 2048 seconds (00:34:08)
12: 4096 seconds (01:08:16)
13: 8192 seconds (02:16:32)
14: 16,384 seconds (04:33:04)
15: 32,768 seconds (09:06:08)
16: 65,536 seconds (18:12:16)
17: 131,072 seconds (1d 12:24:32)
Omit (Do not set)

󰀨 If this is set, it must be less than or equal to Maximum Poll Interval shown below

Maximum Poll Interval: Dropdown to select the maximum poll interval for NTP messages. Options are:

Default
4: 16 seconds (00:00:16)
5: 32 seconds (00:00:32)
6: 64 seconds (00:01:04)
7: 128 seconds (00:02:08)
8: 256 seconds (00:04:16)
9: 512 seconds (00:08:32)
10: 1024 seconds (00:17:04)
11: 2048 seconds (00:34:08)
12: 4096 seconds (01:08:16)
13: 8192 seconds (02:16:32)
14: 16,384 seconds (04:33:04)
15: 32,768 seconds (09:06:08)
16: 65,536 seconds (18:12:16)
17: 131,072 seconds (1d 12:24:32)
Omit (Do not set)

󰀨 If this is set, it must be less than or equal to Minimum Poll Interval shown above

NTP Graphs: If enabled, Round Robin Database (RRD) graphs of NTP statistics are available
Logging: These options are available for logging and will be written to the System Logs:

Logging Peer Messages: If enabled, Peer messages will be logged
Logging System Messages: If enabled, System messages will be logged

Statistics Logging: Click this button to show more statistics that can also be logged
Leap seconds: Click this button to show a text entry for advanced leap year settings.Leap seconds may be

added or subtracted at the end of June or December

󰋼 Leap seconds are administered by the IERS, who publish them in their Bulletin C approximately 6 - 12
months in advanceNormally this correction should only be needed if the server is a stratum 1 NTP server,
but many NTP servers do not advertise an upcoming leap second when other NTP servers synchronise to
them

󰀨 If the leap second is important to your network services, it is good practice to download and add the leap
second file at least a day in advance of any time correction

DNS Resolution: Dropdown to select IP protocol to force NTP peers DNS resolution. Options are:

Auto
IPv4

https://www.iers.org/
https://support.ntp.org/Support/ConfiguringNTP
https://support.ntp.org/Support/ConfiguringNTP


IPv6

󰋼 This does not affect pools

Enable NTP Server Authentication: If enabled, NTPv3 authentication (RFC 1305) will be activated

󰋼 This authentication allows the NTP client to confirm it is communicating with the intended server, which
protects against man-in-the-middle attacks

Below these options is a Save button to save the NTP Settings

https://www.ntp.org/reflib/rfc/rfc1305/


ACLs

Overview

Services / NTP / Settings

This section has Top Banner Buttons

Access Control List (ACL) is used to define and control access to NTP

The Services / NTP / ACLs page is divided into these sections:

Default Access Restrictions Configuration
Kiss-o'-death: Enables/Disables KOD packets. This is enabled by default
Modifications: Enables/Disables denial of run-time Configuration (nomodify) by ntpq and ntpdc. This is

enabled by default
Queries: If enabled, this will deny ntpq and ntpdc queries (noquery)
Service: If enabled, this will disable all except ntpq and ntpdc queries (noserve)
Peer Association: If enabled, this will deny packets that attempt a peer association (nopeer). This is enabled

by default
Trap Service: If enabled, this will deny mode 6 control message trap service (notrap)



Custom Access Restrictions Configuration
Networks List of Hosts and Subnets with custom settings as explained in the Default Access Restrictions

section above. Use the Add button to add multiple hosts

Below these options is a Save button to save the NTP Settings



PPS

Overview

Services / NTP / PPS

This section has Top Banner Buttons

Pulse Per Second (PPS) is used for compatible devices (ex: radios) to receive a time signal from DCF77 (DE), JJY
(JP), MSF (GB) or WWVB (US). It may be used as a PPS reference for NTP

󰋼 A serial GPS may also be used, but the serial GPS driver would usually be the better option

󰀨 A PPS signal only provides a reference to the change of a second, so at least one other source to number
the seconds is required

At least 3 additional time sources should be configured under NTP Settings to reliably supply the time of each PPS
pulse

NTP Serial PPS Configuration Configuration
Serial Port: Dropdown to select the serial port that has the PPS source attached
Fudge Time: Used to specify the PPS signal offset from the actual second such as the transmission delay

between the transmitter and the receiver. If left blank, the default is 0
Stratum: Allows the change of the PPS Clock stratum. If left blank, the default is 0

󰋼 This may be useful to, for some reason, have ntpd prefer a different clock and just monitor this source

Minimum Poll Interval: Dropdown to select the minimum poll interval for NTP messages. Options are:

Default
4: 16 seconds (00:00:16)
5: 32 seconds (00:00:32)
6: 64 seconds (00:01:04)
7: 128 seconds (00:02:08)
8: 256 seconds (00:04:16)
9: 512 seconds (00:08:32)



10: 1024 seconds (00:17:04)
11: 2048 seconds (00:34:08)
12: 4096 seconds (01:08:16)
13: 8192 seconds (02:16:32)
14: 16,384 seconds (04:33:04)
15: 32,768 seconds (09:06:08)
16: 65,536 seconds (18:12:16)
17: 131,072 seconds (1d 12:24:32)
Omit (Do not set)

󰀨 If this is set, it must be less than or equal to Maximum Poll Interval shown below

Maximum Poll Interval: Dropdown to select the maximum poll interval for NTP messages. Options are:

Default
4: 16 seconds (00:00:16)
5: 32 seconds (00:00:32)
6: 64 seconds (00:01:04)
7: 128 seconds (00:02:08)
8: 256 seconds (00:04:16)
9: 512 seconds (00:08:32)
10: 1024 seconds (00:17:04)
11: 2048 seconds (00:34:08)
12: 4096 seconds (01:08:16)
13: 8192 seconds (02:16:32)
14: 16,384 seconds (04:33:04)
15: 32,768 seconds (09:06:08)
16: 65,536 seconds (18:12:16)
17: 131,072 seconds (1d 12:24:32)
Omit (Do not set)

󰀨 If this is set, it must be less than or equal to Minimum Poll Interval shown above

Flags: Checkboxes for these options:

Enable falling edge PPS signal processing
Enable kernel PPS clock discipline
Record a timestamp once for each second, useful for constructing Allan deviation plots

Clock ID: Text entry to change the PPS Clock ID. If left blank, PPS will be used

Below these options is a Save button to save the NTP Settings



SNMP

Overview

Services / SNMP

The SNMP (Simple Network Management Protocol) is a standard application-layer protocol for exchanging
management information between network devices, allowing for the monitoring and control of network equipment
such as routers, switches, and servers

The Services / SNMP page is divided into these sections:

SNMP Daemon
Enable: Enables/Disables the SNMP Daemon and its controls

SNMP Daemon Settings

Services / SNMP / SNMP Daemon Settings

Polling Port: The port to accept polling events on (default is 161)
System Location: Text entry for the location. This can be two-letter country code (e.g.: US) or rack location
System Contact: Text entry for contact information (name, email, phone, etc.)
Read Community String: Text string for clients to use to connect and query the SNMP. The default is public

󰀨 It is recommended the Read Community String be changed to prevent unauthorized information
disclosure

Services / SNMP / SNMP Traps Enable

Enable: Enables/Disables the SNMP Trap and its controls



Services / SNMP / SNMP Modules

These checkboxes enable/disable these modules:

MibII
Netgraph
PF
Host Resources
UCD
Regex

Services / SNMP / Interface Binding

Bind Interfaces: All the device's interfaces are selectable (including the All selection) for binding the SNMP

󰋼 The ctrl  and shift  key can be used to do multi-selection



VPN Overview

Overview
This section contains these types of VPNs:

IPsec
L2TP
OpenVPN
WireGuard



OpenVPN

Overview
The OpenVPN section has these pages:

Servers
Clients
Client Specific Overrides
Client Export
Shared Key Export
OpenVPN Wizard



Servers

Overview

VPN / OpenVPN / Servers

This section has Top Banner Buttons

This section provides essential information about the OpenVPN server configurations. Adding additional servers will
have general server information along with cryptographic settings, tunnel settings, client settings, ping settings, and
advanced configuration settings options. The Configuration page only has one section:

OpenVPN Servers

OpenVPN Servers of VPN / OpenVPN / Servers Page

Interface: Network interface of the OpenVPN server
Protocol / Port: Protocol an Port used. The two main protocols used with OpenVPN are UDP and TCP
Tunnel Network: Virtual network segments that are created to facilitate communication between the

OpenVPN server and its clients. These tunnel networks are distinct from the physical network infrastructure and
allow for the secure transmission of data over public or untrusted networks

Mode / Crypto: The Device Mode and Cryptographic Settings used
Description: A user-defined label used to identify the purpose or usage of a particular client configuration

Actions: Two buttons  to edit or delete the selected OpenVPN server

Below the OpenVPN Servers table is the Add: button used to add entries to the table

󰋼 Use the OpenVPN Setup Wizard to create a new OpenVPN server



Clients

Overview

VPN / OpenVPN / Clients

This section has Top Banner Buttons

This section has information related to the client devices that are currently connected to the OpenVPN server.
Adding additional clients will have general information along with user authentication settings, cryptographic
settings, tunnel settings, ping settings, and advanced configuration settings options. The Clients page only has one
section:

OpenVPN Clients

OpenVPN Clients of VPN / OpenVPN / Clients Page

Interface: This refers to a network interface through which OpenVPN communicates with the outside world or
with other devices on the network.

Protocol: This refers to the specific protocol used by OpenVPN for creating and managing VPN connections.
OpenVPN supports several protocols, each with its own characteristics and benefits. The two main protocols
used with OpenVPN are UDP (User Datagram Protocol) and TCP (Transmission Control Protocol)

Server: This is a descriptive name or identifier for the OpenVPN server instance that the client is connected
to. This helps distinguish between multiple servers if there are several deployed.

Mode/Crypto: This relates to the configuration options that determine how the VPN tunnels are established
and secured. In the Mode setting the server is typically set up to listen for incoming connections, while clients
initiate connections to the server. In the Crypto setting refers to the cryptographic algorithms and settings used to
secure VPN connections.

Description: A user-defined label used to identify the purpose or usage of a particular client configuration

Actions: Two buttons  to edit or delete the selected OpenVPN client

Below the OpenVPN Clients table is the Add: button used to add OpenVPN Clients



Client Specific Overrides

Overview

VPN / OpenVPN / Client Specific Overrides

This section has Top Banner Buttons

This section allows administrators to define specific configuration settings that apply only to individual client
connections. Adding additional client specific overrides will have general information, tunnel settings, and client
settings options. The Client Specific Overrides page only has one section:

CSC Overrides of VPN / OpenVPN / Client Specific Overrides

Disabled: This contains information about whether a particular override rule is enabled or disabled for a
specific client

Common Name: This refers to a field within the client's X.509 certificate. The common name serves as an
identifier for the client device or entity to which the certificate is issued

Description: This provides a human-readable label or description for each override rule

Action: Two buttons  to edit or delete the selected Client Specific Override



Client Export

Overview

VPN / OpenVPN / Client Export

󰋼 The Client Export Procedure explains how to create OpenVPN Client software installations or configuration
exports

This section explains all the ways to export user client software or configuration for the OpenVPN Client software.
The Client Export page is divided into seven sections:

OpenVPN Server

OpenVPN Server of VPN / OpenVPN / Client Export Page

Remote Access Server: A dropdown to select a specific remote access server

Client Connection Behavior

Client Connection Behavior of VPN / OpenVPN / Client Export Page



Host Name Resolution: A dropdown to select which process of converting a human-readable hostname into
its corresponding IP address

Host Name: Hostname or IP address the client will use to connect to an OpenVPN Server
Verify Server CN: Option for verifying the Common Name (CN) attribute in the server's SSL/TLS certificate

during a secure connection establishment. This attribute is part of the X.509 certificate used for SSL/TLS
encryption.

Enable Block Outside DNS: When checked, blocks access to DNS servers except across OpenVPN while
connected, forcing clients to use only VPN DNS servers

󰀨 This requires Windows 10 and OpenVPN 2.3.9 or later. Only Windows 10 is prone to DNS leakage in this
way, other clients will ignore the option as they are not affected

Enable Legacy Client: When checked for older clients (OpenVPN 2.4.x), this can prevent the exporter from
placing known-incompatible settings into the client configuration

󰀨When using an older client (OpenVPN 2.4.x), check this option to prevent the exporter from placing
known-incompatible settings into the client configuration

Enable Silent Installer: When checked, this creates a silent Windows Installer for unattended deployment.
This installation process runs automatically, typically using predefined settings or configuration options, without
displaying any user interface or prompt

󰀨 Since this installer is not signed, you may need special software to deploy it correctly

Enable Use Random Local Port: When checked, uses a random local source port (lport) for traffic from the
client. Without this set, two clients may not run concurrently

Certificate Export Options

Certificate Export Options of VPN / OpenVPN / Client Export Page

PKCS#11 Certificate Storage: When checked, a KCS#11 storage device (cryptographic token, HSM, smart
card) is used instead of local certificate files. These additional settings are required:

PKCS#11 Providers: The client local path to the PKCS#11 provider(s) (DLL, module). Multiple providers
are allowed by using a space character separator

PKCS#11 ID: The object's ID on the PKCS#11 device

Microsoft Certificate Storage: When checked, Microsoft Certificate Storage is used instead of local
certificate files



Password Protect Certificate: When checked, a password entry (see below) protects pkcs12 file contents or
key in Viscosity bundle

Certificate Password: Password and Verify used to protect certificate file contents

Proxy Options

Proxy Options of VPN / OpenVPN / Client Export Page

Enable Use a Proxy: When checked, this opens up the Proxy Option subsection options

Proxy Type: A dropdown to select HTTP or SOCKS proxies to handle network traffic
Proxy IP Address: IP address assigned to a proxy server
Proxy Port: Specific network port on a proxy server that is used to listen for and handle incoming

connections from client devices
Proxy Authentication: Dropdown to select the proxy authentication. Options are:

None: No authentication required
Basic
NTLM: For proxy servers that supports NTLM (NT LAN Manager) authentication for client connections

Proxy Username: Username for proxy access
Proxy Password: Password and Verify used proxy access

Advanced

Advanced Configuration Options of VPN / OpenVPN / Client Export Page

Additional Configuration Options: A field to enter any additional options to add to the OpenVPN client
export configuration here, separated by a line break or semicolon

Below the Advanced section is the Save as default: button used to set the current settings as the standard



Search

OpenVPN Server of VPN / OpenVPN / Client Export Page

Search Term: a field to enter a search string or nix regular expression to search
Search: and Clear: buttons to run queries based on entered criteria and then to remove the entered criteria

OpenVPN Clients

OpenVPN Server of VPN / OpenVPN / Client Export Page

User: An individual or entity who is accessing the network through a VPN connection.
Certificate Name: This refers to the common name (CN) or subject name (SN) associated with an SSL/TLS

certificate. SSL/TLS certificates are used to authenticate the identity of a website or server and establish secure
encrypted connections between clients (such as web browsers) and servers.

Export: Set of buttons to export the user depending on OS and client software requirements. Refer to the
Client Export Procedure



Shared Key Export

Overview

VPN / OpenVPN / Shared Key Export

These are shared key configurations for use in site-to-site tunnels with other routers

󰋼 Shared key tunnels are not normally used for remote access connections to end users

OpenVPN Server

OpenVPN Server of VPN / OpenVPN / Shared Key Export Page

Shared Key Server: A dropdown to select the shared key server

Client Connection Behavior

Client Connection Behavior of VPN / OpenVPN / Shared Key Export Page

Host Name Resolution: A dropdown to select the type of hostname resolution. Options are:

Interface IP Address
Automagic Mulit-WAN IPs (port forward targets)
Automagic Mulit-WAN DDNS hostnames (port forward targets)
Installation hostname
Other: When seleceted a Host Name entry appears to enter the hostname or IP address the client will use

to connect to this server

Host Name: A text field to enter the host name or IP address the client will use to connect to this server



Proxy Options

Proxy Options of VPN / OpenVPN / Shared Key Export Page

Enable Use a Proxy: When checked, this will open up additional proxy options for selection
Proxy Type: A dropdown that allows the selection of either:

HTTP proxies primarily handle HTTP requests from clients. It can cache web content, filter requests, and
provide anonymity by masking the client's IP address

SOCKS proxies handle various types of traffic, including TCP and UDP. They are commonly used for
routing network traffic through a firewall or for anonymizing connections

Proxy IP Address: Enter the hostname or IP address of the proxy server
Proxy Port: Enter the port and where the proxy server is listening
Proxy Authentication: A dropdown to choose a proxy authentication method with these options

None: No authentication required
Basic
NTLM For proxy servers that supports NTLM (NT LAN Manager) authentication for client connections

Proxy Username: Username entry for authentication to the proxy server
Proxy Password: Password entry for authentication to the proxy server
Proxy Password (Confirm): Re-enter the proxy password for confirmation

OpenVPN Shared Key Clients

OpenVPN Shared Key Clients of VPN / OpenVPN / Shared Key Export Page

Client Type: The specific type or configuration of VPN clients that will use this shared key for authentication
and encryption purposes

Export: An indicator to show whether the shared key can be exported from the VPN server or management
interface for use on client devices



OpenVPN Wizards

Overview

VPN / OpenVPN / Wizards

OpenVPN Remote Access Server Setup
These are the types of OpenVPN Servers are:

Select an Authentication Backend Type of VPN / OpenVPN / Wizards Page

Type of Server: A dropdown to specify the type or protocol of the authentication server that the VPN or
network system will communicate with for user authentication purposes. The choice of server type depends on
the capabilities of the VPN or network infrastructure and the requirements of the organization

Local User Access: The ability of a system or service to authenticate users against a locally managed user
database stored on the device or within its own infrastructure, rather than relying on an external authentication
server

LDAP: The Lightweight Directory Access Protocol is used for accessing and maintaining distributed
directory information services over a network. It is commonly used for user authentication and authorization in
organizations where user account information is stored in a directory service such as Microsoft Active Directory
or OpenLDAP

RADIUS: The Remote Authentication Dial-In User Service is a widely used protocol for providing
centralized authentication, authorization, and accounting (AAA) management for users who connect and use a
network service. It is often used in enterprise environments and supports various authentication methods,
including username/password, digital certificates, and more

Refer to the OpenVPN Wizard Procedure for setting up an OpenVPN Server



WireGuard

Overview
WireGuard is an extremely simple yet fast and modern VPN that utilizes state-of-the-art cryptography to ensure a
secure connection between peers. WireGuard involves setting up Tunnels and Peers within those tunnels to
facilitate these connections

󰋼 For Peer-to-Peer communication, use the WireGuard Setup Procedure to create a new WireGuard setup



Tunnels

Overview

VPN / WireGuard / Tunnels

This section provides essential information about the WireGuard Tunnel configurations. The WireGuard Tunnels
page only has one section:

WireGuard Tunnels

VPN / WireGuard / Tunnels Page

Name: Name of the WireGuard tunnel
Description: A user-defined label used to identify the purpose or usage of a particular tunnel configuration
Public Key: A cryptographic identifier used to establish secure, encrypted connections between peers
Address/Assignment: The Interface address and subnet assign to the tunnel
Listen Port: The port used by the tunnel to communicate with peers
Peers: Number of Peers configured for this tunnel
Actions: These action buttons include the following:

 : Adds a new Peer
  : Edits the tunnel
  : Downloads the tunnel configuration
  : Disables the tunnel. While disabled, the button changes to   button to enable the tunnel
  : Deletes the tunnel

Below the WireGuard Tunnels table are:

  Show Peers: Button to show/hide the Peers for each tunnel
+  Add Tunnel: Button to add a new tunnel

󰋼When a tunnel is created, a WireGuard Interface Group and Firewall Rules Group are created for use in
this tunnel

󰋼 For Peer-to-Peer communication, use the WireGuard Setup Procedure to create a new WireGuard setup



Peers

Overview

VPN / WireGuard / Peers

This section provides essential information about the WireGuard Peer configurations. The WireGuard Peers page
only has one section:

WireGuard Peers

VPN / WireGuard / Peers Page

Description: A user-defined label used to identify the purpose or usage of a particular peer configuration
Public key: A cryptographic identifier used to establish secure, encrypted connections used by the peer
Tunnel: The Tunnel used by the peer
Allow IPs Like host names and subnets allowed in this peer
Endpoint : Port: The port of the peer's endpoint

󰋼 The Endpoint port can be set manually or set to Dynamic which will automatically adjust the port number
as needed

Actions: These action buttons include the following:

 : Adds a new peer
  : Disables the peer. While disabled, the button changes to   button to enable the peer

󰀨 Disabling a peer will also affect any Tunnels using this peer

  : Deletes the peer

󰋼 For Peer-to-Peer communication, use the WireGuard Setup Procedure to create a new WireGuard setup



Settings

Overview

VPN / WireGuard / Settings

This section provides essential information about the WireGuard settings. The WireGuard Setting page has these
sections:

WireGuard Peers

VPN / WireGuard / General Settings Section

Enable: Enables/Disables the WireGuard service
Keep Configuration: Enables/Disables persistence of all Tunnel Configurations if the WireGuard package is

uninstalled then reinstalled
Endpoint Hostname Resolve Interval: The interval (in seconds) for re-solving endpoint host/domain names.

Default is 300
Track System Resolve Interval: Enables/disables tracking of the system Alias Hostnames Resolve

Internal  setting

󰋼 See the System / Advanced / Firewall & NAT for this setting

Interface Group Membership: Dropdown to select which Tunnels are members of the WireGuard Interface
Group. Options are:

All Tunnels (default)
Only Assigned Tunnels
None

󰀨Group firewall rules are evaluated before interface firewall rules



User Interface Settings

VPN / WireGuard / User Interface Section

Hide Secrets: Enables/Disables whether all secrets (private and pre-shared keys) are hidden in the user
interface

Below the User Interface Settings table is the   Save button to save setting changes

󰋼 For Peer-to-Peer communication, use the WireGuard Setup Procedure to create a new WireGuard setup



Status

Overview

Status / WireGuard

This section provides status information about the current WireGuard Tunnels and package versions. The
WireGuard Status page has these sections:

WireGuard Status

Status / WireGuard Status Section

Tunnel: Tunnel name and it's status of Up or Down
Description: Optional description of the tunnel
Peers: Number of currently-connected peers
Public Key: Public key used in the tunnel
Address/Assignment: The tunnel address and subnet
MTU: The Maximum Transmission Unit (in bytes) allowed in a single packet
Listen Port: The tunnel's assigned listening port
RX: Number of bytes received
TX: Number of byte transmitted

Below the WireGuard Status table is a   Show Peers button to show/hide the Peers for the tunnel

Package Versions

Status / Package Versions Section

This table shows the Name, Version, and Comment of these two WireGuard Packages:

wireguard-kmod
wireguard-tools-lite

󰋼 For Peer-to-Peer communication, use the WireGuard Setup Procedure to create a new WireGuard setup



Captive Portal

Overview

Status / Captive Portal

This section has Top Banner Buttons

This page has settings and data displayed relating to the Captive Portal of the Anybus Defender. The Status /
Captive Portal page is divided into two sections:

󰀨 If there are no Captive Portals configured, navigate to Services -> Captive Portal on the Anybus Defender to
configure or set up a captive portal

Captive Portal Zone

Captive Portal Zone Section of Status / Captive Portal

This section provides users with the option to choose from their created zones from a dropdown menu. Selecting a
zone will prompt a section called Users Logged In which displays more information regarding the selected zone

󰀨 If there is only one zone created, the section Captive Portal Zone will not display, only the section Users
Logged In(#) will appear

Users Logged In

Users Logged In Section of Status / Captive Portal / ICSdocumentation

󰋼 The path last part of the path displays the name of the Zone currently being viewed

Within the Users Logged In table, the information displayed is as follows:

Table Column Headers:

IP address: Displays the IP address of the device that is logged into the Anybus Defender
MAC address: Displays the MAC address of the device that is logged into the Anybus Defender
Username: Displays the Username that was used to log in
Session Start: The timestamp indicating when the user's session began



Actions: Provides a 󰩹 Delete button to remove individual users session

Below the Users Logged In table are these buttons:

󰐗 Show Last Activity: Click this button to display what time the user(s) was last active on the network
managed by the Anybus Defender
󰩺 Disconnect All Users: Click this button to disconnect all users from the network managed by the Anybus

Defender



Dashboard

Overview

󰋼 Refer to the linked Dashboard Overview page for more information



DHCP Leases

Overview

Status / DHCP Leases

This section has Top Banner Buttons

The page allows for the user to view and maintain the DHCP Leases on the Anybus Defender The Status / DHCP
Leases page is divided into three sections:

Search

Search Section of Status / DHCP Leases

Search Term: In this search field enter a string or *nix regular expression to filter through DHCP leases that
are set up on Anybus Defender

Search Field Modifier: Within this dropdown are multiple ways to filter what gets displayed upon clicking the
󰍉 Search button. These are the selectable options,

dropdown Options:

IP Address: Use this option to filter DHCP leases based on specific IP addresses
MAC Address: Use this option to filter DHCP leases based on specific MAC addresses
Client ID: Filter DHCP leases based on the Client ID provided by the device
Hostname: Use this option to filter DHCP leases based on the hostname provided by the device
Description: Filter DHCP leases based on any additional information provided by the device
Start: Filter based on the start time of the DHCP lease
End: Filter based on the end time of the DHCP lease
Online: Filter for only online or offline devices
Lease Type: Filters based on the type of DHCP lease (e.g., dynamic or static)
All: Searches through all data fields returning DHCP leases that pertain to the string or *nix expression

that has been input

The 󰑐 Clear button to the right of the 󰍉 Search button is used to clear the current data that was returned by
the initial search

Leases

Leases Section of Status / DHCP Leases



󰋼 Active DHCP leases will display a 󰗡  Checkmark symbol to the left of the DHCP lease. Expired DHCP
leases will display a 󰜺  Cancel symbol

Provides a table of all DHCP Leases on the Anybus Defender. There are ten columns in the table:

Table Column Headers:

IP address: Displays the specific IP addresses assigned to the devices in the DHCP leases
MAC address: Shows the unique MAC addresses associated with the devices in the DHCP leases
Client ID: Displays the Client ID provided by the device for identification within the DHCP leases
Hostname: Shows the hostnames provided by the device within the DHCP leases for easy identification

Description: Displays additional information about the lease input during DHCP static mapping
configuration

Start: Indicates the start time of each DHCP lease, showing when the IP address assignment began
End: Indicates the end time of each DHCP lease, showing when the IP address assignment will expire
Online: Indicates whether the device associated with the DHCP lease is currently online or offline. This

changes states depending on if the ip address assigned to that device is receiving or sending packets
Lease Type: Displays the current status of the lease: active, static, or expired
Actions: A series of buttons to 󰜄 Add a static mapping, 󰐖 Add WOL mapping, 󰤆 Send WOL packet, or 󰩹

Delete the DHCP lease

󰋼While a DHCP lease is Online, it cannot be deleted and the 󰩹  Delete button will be removed as an option

Leases In Use

Leases In Use Section of Status / DHCP Leases

A table of active DHCP Leases provided by the Anybus Defender DHCP server. Each row in this table has these
columns:

Interfaces: Displays the network interface the DHCP lease is being used on
Pool Start: Shows the start of the range of IP addresses for the DHCP Server
Pool End: Shows the end of the range of IP addresses for the DHCP Server
# of leases in use: Displays how many DHCP leases are being used on that interface range

󰋼 This data can be used to check for address pool exhaustion. Address pool exhaustion is when there are
too many clients for the address range available

Below the Leases In Use table are these buttons:

󰐙 Show all configured leases: Click this button to display all DHCP lease types (active, static, and expired)
and click it again to display only active and static leases

󰋼 Expired DHCP leases are only displayed on the table when the button is clicked to Show all configured
leases. Otherwise, they are hidden

󰩺 Clear all DHCP leases: Click this button to clear all DHCP leases on Anybus Defender



DNS Forwarder

Overview



DNS Resolver

Overview

Status / DNS Resolver

This section has Top Banner Buttons

The page displays data regarding the configured DNS Resolver on the Anybus Defender The Status / DNS
Resolver page is has one section displaying two data tables:

DNS Resolver Infrastructure Cache Speed

Status / DNS Resolver / DNS Resolver Infrastructure Cache Speed Table

This table displays information about the speeds through the configured DNS Resolver on the Anybus Defender:

Table Column Headers:

Zone: Displays the DNS zone or domain the DNS Resolver is configured to resolve
TTL: Displays the Time To Live value set for how long a DNS record will be cached before it expires
Ping: Displays the network latency from the DNS Server
Var: Displays the deviation in round trip times for ping requests indicating whether the connection is stable

RTT: Displays the Round Trip Time for ping requests and provides an average value to show the
responsiveness of the DNS Server

RTO: Displays the timeout value in which packets will get retransmitted to the DNS server if the packets are
not reaching their destination

Timeout A: Displays timeout duration for query records on IPv4
Timeout AAAA: Displays timeout duration for query records on IPv6
Timeout Other: Displays the timeout duration for other types of DNS records



DNS Resolver Infrastructure Cache Stats

Status / DNS Resolver / DNS Resolver Infrastructure Cache Stats Table

This table displays information about the stats through the configured DNS Resolver on the Anybus Defender:

Table Column Headers:

Zone: Displays the DNS zone or domain the DNS Resolver is configured to resolve
eDNS Lame Known: Displays the number of servers known by the DNS Resolver in which the servers do

not respond with accurate DNS information or fail to properly respond to the DNS queries
eDNS Version: Displays what version of Extension mechanisms for DNS the server is using(if applicable)
Probe Delay: Displays the interval between successive probes checking if the DNS Server is available
Lame DNSSEC: Displays whether the DNS Resolver has detected any servers that are failing to properly

validate DNS Security Extensions signatures or provide secure DNS responses
Lame Rec: Displays the number of lame servers for recursive DNS Resolution
Lame A: Displays the number of lame servers specifically resolving IPv4 address records
Lame Other: Displays the number of lame servers specifically resolving other address records. For

example AAAA (IPv6) or MX (mail exchange)



Filter Reload

Overview

Status / Filter Reload

This section has Top Banner Buttons

This page allows the reload of all the firewall filters and rules for the Anybus Defender. The Status / Filter Reload
page is divided into one main section and a subsection:

Filter Reload

Filter Reload Section of Status / Filter Reload

This section has a 󰁪 Reload button that reloads the firewall's current rules and filters.

󰀨 Ensure that reloading is only performed when traffic interruptions are acceptable

Reload Status

Reload Status Subsection of Status / Filter Reload

This subsection will display a message that indicates the webpage will refresh after the filters are done reloading.





Gateways

Overview

Status / Gateways

This section has Top Banner Buttons

This page displays data regarding the gateways that are configured on the Anybus Defender. The Status /
Gateways page has one subsection:

Gateways

Gateways Section of Status / Gateways

This section features a table displaying information about the configured gateways currently set up on the Anybus
Defender:

Table Column Headers:

Name: Displays the name of the gateway. The default gateway will also have a (default) next to the name
Gateway: Displays the IP address of the gateway
Monitor: Displays the IP that is being monitored with an ICMP ping to check the gateway status
RTT: Displays the round trip time for the ICMP packet from the monitoring ping
RTTsd: Displays the round trip time standard deviation which is the spread of the times from the round trip

times for the gateway monitoring ping
Loss: Displays the packet loss percentage from the gateway monitoring ping
Status: Displays whether the gateway is currently online or offline along with additional details such as

Packetloss or Latency. The offline status may prompt the status as forced
Description: Displays the description set for the gateway

󰋼 Disabled gateways will not show up in this table

󰀨While a gateway is in a group it cannot be disabled. To disable the gateway, remove it from all groups



Gateway Groups

Overview

Status / Gateways / Gateway Groups

This section has Top Banner Buttons

This page displays data regarding the different groups of gateways on the Anybus Defender. The Status /
Gateways page has one subsection:

Gateway Groups

Gateway Groups Section of Status / Gateways / Gateway Groups

This section features a table displaying information in a table about the configured gateway groups set up on the
Anybus Defender:

Table Column Headers:

Group Name: Displays the name of the group
Gateways: Displays the names of gateways within the group along with the tier of the group and the status

of each gateway
Description: Displays the description of the group



Hot Standby

Overview

Status / Hot Standby

This section has Top Banner Buttons

This page displays the current hot standby configured on the Anybus Defender. The Status / Hot Standby page is
divided into two sections with two buttons available:

Temp Disable and Maintenance Mode Buttons
There are two buttons above the Hot Standby Interfaces section:

Hot Standby Mode Buttons:

󰜺 Temporarily Disable/Enable Hot Standby: Selecting this button temporarily disables the hot standby
connection on the Anybus Defender. Once disabled, the button changes to prompt an "Enable Hot Standby"
option. Selecting this option restores the hot standby connection

 Enter/Leave Persistent Hot Standby Maintenance Mode: Selecting this button, you can configure
settings for Hot Standby. Any adjustments trigger an automatic switch to the "Enter Persistent Hot Standby
Maintenance Mode" state

󰋼  While Hot Standby is Temporarily Disabled; if the Anybus Defender reboots, the Temporarily Disabled state
will be reset and the Hot Standby status is set back to being Enabled

Hot Standby Interfaces

Status / Hot Standby / Hot Standby Interfaces Table View

This section displays a table with details about the Hot Standby connection set up between the current Anybus
Defender and one other Anybus Defender. There are three columns in the table:

Table Column Headers:

Hot Standby Interface: Displays the name of the interface set up for syncing capabilities. The number after
the interface name is the VHID group for that interface. For more information about the VHID number,
reference the Firewall / Virtual IP's page

Virtual IP: Displays the IP address and subnet used for the hot standby connection
Status: Displays the current status of the connection. Four states can be displayed:

Master: Displays a 󰐌 Green Play symbol indicating the connection is the master
Backup: Displays a 󰏥 Yellow Pause symbol indicating the connection is a backup for a master
Init: Displays a 󰋗 Red Question Mark indicating that the connection is initializing
Disabled: Indicates a disconnected state with a 󰅙 black 'X' icon

󰖷



Hot Standby Sync Nodes

Status / Hot Standby / Hot Standby Sync Nodes Table View

This section displays a list of the sync nodes for the Hot Standby connection. The list contains the first eight values
of the host's network ID for each node.



Interfaces

Overview

Status / Interfaces

This section has Top Banner Buttons

This page displays interfaces that are set up on the Anybus Defender. Each Interface receives a section on the
page:



Interface(s)

Interface Section of Status / Interfaces

For each interface section data about the interface will be displayed. These data points are as follows:

Data Points:

Status: Displays the current status of the interface. The different status conditions include:

up: Interface is online and is ready to transmit and receive data
down: Interface is either offline or there is no IP address
disabled: Interface has been manually disabled



no carrier: Interface is missing a physical connection

󰋼 Check both ends of the cable being used if the connection is properly plugged into the Anybus
Defender

DHCP: Displays the current status of the DHCP connection and depending on the status varying options
may be prompted:

UP: While in this state these options are prompted:

󰁪 Release: Selecting this button releases the DHCP lease from an interface on the Anybus Defender.
When the DHCP lease is released the DHCP server will retain the IP that was assigned to the Anybus
Defender and will hold it till the device renews
󰄱 Relinquish Checkbox: Selecting this box and then releasing the DHCP lease deletes the DHCP

reservation for the Anybus Defender allowing the DHCP lease to be assigned to other devices

DOWN: While in this state these options are prompted:

A 󰁪 Renew Lease: Selecting this button will reapply the previous DHCP lease, keeping the same IP if
it hasn't been reassigned. If the DHCP lease is relinquished, a new IP will be assigned from the DHCP
server, which may differ if the previous IP is taken

MAC Address: For Physical Interfaces, this displays the MAC address associated with the NIC on the
Anybus Defender. For virtual interfaces, this displays the MAC address that the interface is currently using.

IPV4 Address: Displays the IP address configured on this interface
Subnet Mask IPv4: Displays the subnet configured on this interface
Gateway IPv4: Displays the gateway associated with this interface, if present
IPv6 Link Local: Displays the link-local IPv6 address for the interface
IPv6 Address: Displays the IPv6 address assigned to the interface
MTU: Displays the maximum packet size configured on this interface
Media: Displays the physical type and speed of the connection that is plugged into the interface
In/Out Packets: Displays the packets sent and received through the interface's port
In/Out Packets(pass): Displays the amount of packets that have been allowed through the firewall
In/Out Packets(block): Displays the amount of packets that have been blocked by the firewall
In/Out Errors: Displays the amount of packets that have had an error either coming in or being sent out

through the port
Collisions: Displays the number of packets that have experienced collisions on the network connected to

the interface



Monitoring

Overview

Status / Monitoring

This section has Top Banner Buttons

This page displays data about the Anybus Defender. There are three sections on the page:

Settings

Status / Monitoring/ Settings Section

This section provides various dropdown menus. Each menu has different options allowing manipulation of how the
graph displays the data. The available settings are as follows:

Left Axis / Right Axis: Two dropdowns are presented:

Category: The options in this dropdown are System, Traffic, Packets, Quality, Captive Portal, or None
Graph: This dropdown depicts the data points that can be selected depending on the selection from the

Category dropdown. The options from each Category selection are:

System: Mbuf Clusters, Memory, Processor, and States
Traffic: These data points are based on the configured interfaces of the Anybus Defender
Packets: These data points are based on the configured interfaces of the Anybus Defender
Quality: These data points are based on current connections on the Anybus Defender
Captive Portal: These data points are based on active Captive Portals of the Anybus Defender
None: Selecting this category greys out the Graph dropdown box removing the Axis that None is

selected for from the Interactive Graph

Options: There are five dropdowns to select from:

Time Period: This controls the length of time that is displayed on the X-Axis
Resolution: This setting controls how often a data point is taken
Graph Type: This changes the style of the graph in which the Interactive Graph is displayed
Inverse: Default, this option is set to Off. If the graph needs to be inversed, setting inverse to On will flip the

graph
Refresh Interval: This option controls how often the graph is updated

Settings: Clicking the 󰒓 Display Advanced button displays some extra buttons to configure the Monitoring
page:



󰆓 Save View Button: Saves any changes made to the settings of the graph
󰐕 Add View Button: Prompts the user to name the new view. Once a name is input and the OK button is

selected in the prompt, a new tab is created. If the button is selected while nothing is input in the prompt and
OK is selected, a new tab is not created
󰩺 Remove View Button: Removes the current view that is selected
󰜺 Disable Graphing Button: Disables graphing for all view pages
󰩺Reset Data Button: Clears the RRD data and generates new RRD files
󰁪 Update Graphs Button: This applies any changes made within the settings to the Interactive Graph

󰋼 Ensure the 󰁪  Update Graphs button has been selected after configuring the settings. The graph does not
automatically update upon changing settings and requires the button to be selected for the graph to update
based on the configured settings

Interactive Graph

Interactive Graph Section of Status / Monitoring

This section provides an interactive graph displaying data about the Anybus Defender:

Graph Data:

Color Legend: Displays which color on the graph attributes to the respective data. Clicking on a color will
remove that data from the graph while double-clicking a color will show only that data, hiding the others

Y-axis: Left and Right Y-axes display data based on what has been set within the Settings section
X-axis: Displays the time period that data is being displayed. This is configurable within the Settings

section
Supplementary Data: Below the X-Axis four additional information points about the graph data:

Bottom Left: Displays the name that has been set to the Anybus Defender
Time Period Setting: Displays the Time Period that has been set in the Settings section. This

determines how much data within a certain amount of time that is depicted on the graph
Resolution Setting: Displays the Resolution that was set in the Settings section depicting the interval in

which data is captured
Bottom Right: Displays the current date and time



Data Summary

Data Summary Table Section of Status / Monitoring

The table in this section displays a table of percentage values for the data points currently being monitored by the
graph. The table values are controlled by the Time Period the graph is set to. Within the table are five columns:

Table Column Headers:

Minimum: Displays the lowest data point value
Average: Displays the average value based on all the current data points
Maximum: Displays the highest data point value
Last: Displays the most recent tracked data point
95th Percentile: Displays the value that is most prevalent out of 95 percent of the data points tracked

󰋼 The 󰁪  Information button provides more insight about the Monitoring page and some additional
functionalities the interactive graph provides



NTP

Overview

Status / NTP

This section has Top Banner Buttons

This page displays a data table with columns covering the status of the Network Time Protocol server being used
for the Anybus Defender. There is one section on this page:

Network Time Protocol Status

Status / NTP / Data Table

Table Columns:

Status: This shows the current status of the NTP server
Server: Displays the IP address of the NTP server being used
Ref ID: Displays the reference ID based on the Stratum number and gives vital context about the source

the time is being acquired from
Stratum: Displays the number of layers between the NTP server and the device
Type: Displays a letter representing the type of NTP server being used
When: Displays the last time the NTP server output information to the device
Poll(s): Interval at which the NTP server is checked
Reach: Displays a value indicating if the NTP server is being reached successfully or not
Delay(ms): Displays the delay in milliseconds while communicating to the NTP server
Offset(ms): Displays the time difference in milliseconds between the device and the NTP server
Jitter(ms): Displays the time difference in milliseconds of information returning from the NTP server



OpenVPN

Overview

Status / OpenVPN

This section has Top Banner Buttons

The Status / OpenVPN page has one section per OpenVPN server with a subsection providing additional details:

Client Connections Table
For each OpenVPN server that has been configured, there is a Client Connections table. Within the table are seven
columns of data about connected client(s):

Status / OpenVPN / Client Connections Table

Table Column Headers:

Common Name: Shows the username attributed to the connected client
Real Address: Displays the IP address and port the client is using to access the OpenVPN server
Virtual Address: Displays the IP address assigned by the OpenVPN server to the client to facilitate local

connections
Connected Since: Displays the date and time when the client started their connection to the OpenVPN

server
Bytes Sent: Displays the total value of bytes that have been sent by the client to the OpenVPN server
Bytes Received: Displays the total value of bytes that the OpenVPN server has received from the client
Cipher: Displays the configured Data Encryption method that was used for the connection between the

client and the OpenVPN server

Status and Action Panel:

Status: Displays the current state of the OpenVPN server and displays these icons along with the
respective action button(s):

󰗠 Operational Indicator: Indicates that the OpenVPN server is running and connected. Action button(s)
available while this status is present:

󰑐 Restart-Service: Restarts the OpenVPN server prompting any client connected to log in again
󰙧 Stop-Service: This sets the OpenVPN server to the down status preventing any clients from

connecting

󰅙 Down Indicator: Indicates that the OpenVPN server is not running or is down. Action button(s)
available while this status is present:

󰐍 Start-Service: Clicking this will start the OpenVPN server setting the status to the operational state
allowing clients to connect to the OpenVPN server



Routing Table
While there are clients connected to the OpenVPN server there is a 󰐗 Show Routing Table button. Selecting this
button presents a table with four columns of data about the routed connections:

Status / OpenVPN / Routing Table

Table Column Headers:

Common Name: Displays the connected client's username
Real Address: Displays the IP address of the device the client is using to connect to the OpenVPN server

Target Network: Displays the target network the OpenVPN server is routing the client to
Last Used: Displays the time the connected client had last used the connection to the OpenVPN server



Services

Overview

Status / Services

This section has Top Banner Buttons

The Services page gives a brief overview of any services that have been configured on the Anybus Defender. The
Status / Services page has one section:

Services
Presented in this section is a table populated with services on the Anybus Defender

Status / Services / Services Table

There are four columns of data regarding the services:

Table Column Headers:

Service: Displays the name of the service
Description: Provides a brief overview of the service
Status: Two icons indicate the current state of the service:

Operational: depicted by an 󰗠 Operational Indicator that is a green checkmark
Down: Depicted by a 󰅙 Down Indicator that is a red 'x'

Actions: For more information on the action buttons, check out the Universal Buttons section





System Logs

Overview

Status / System Logs / System

This section has Top Banner Buttons

This page displays logs from various Anybus Defender services. The Status / System Logs / System page has
four subsections:

System Subsections:

General: Displays logs about the Anybus Defender giving insight into how the unit is functioning
Gateways: Displays logs generated by the interfaces that are configured on the Anybus Defender
Routing: Displays logs generated by any routing that is being handled by the Anybus Defender
DNS Resolver: Displays logs generated by the DNS services that are on the Anybus Defender

System Subsections Logs Table

Status / System Logs / System / Log Table Layout

Each subsection has an identical layout for the table which provides details on the logs that are being collected.
There are four columns for the tables:

Table Column Headers:

Time: Displays the time at which the log entry was taken
Process: Displays the type of log entry
PID: Displays the unique identifier associated with the log entry
Message: Provides a brief overview of each log entries contents, see above for specific message contents

Filter/Manage Logs Sections
For each of the subsections, there are two additional buttons:

Filter Logs Section



Status / System Logs / System / Filter Logs Section

This section provides a way for the user to filter through the list of log entries. After completing the filter entries, click
the green 󰈲 Apply Filter button to show the filtered log. These are some ways that the logs can be filtered:

Filter Logs Options:

Time: Entering a date and/or time will display any logs with the matching data in the Time column
Process: Entering in a specific process style will display any logs matching that within the Process column
PID: Entering in a PID value will display any logs matching the value within the PID column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed
Message: Entering a log message will display any logs that match within the Message column

Manage Logs Section

Status / System Logs / System / Manage Logs Section

This section allows for the management of how the logs are displayed. These configuration fields can be:

Manage Logs Options:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are three
options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered

GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation
Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries



Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection only
displays a Time and Message column

General Logging Options Setting: Displays the log entries in a default style
Web Server Log: Allows for the log entry of any errors from the nginx web server process for the GUI or

captive portal. This option is only available in the settings page for the General subsection
Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names



Firewall Logs

Overview
This page provides logs gathered from different functionalities within the Firewall dropdown on the Anybus
Defender. The Status / System Logs / Firewall page has three subsections:

Normal View

Status / System Logs / Firewall

This section has Top Banner Buttons

Normal View Table

Status / System Logs / System / Normal View

This subsection presents logs displaying blocked communications by the Anybus Defender. The Status / System
Logs / Firewall / Normal View has a table with six columns:

Table Column Headers:

Action: Displays the type of action the firewall enacted onto the connection. The table defaults to displaying
blocked connections. There are two symbols used to depict the action that was taken:

Allowed: Displays a green check mark
Blocked: Displays a red 'x'

Time: Displays the time at which the log was taken
Interface: Presents the interface in which the log was gathered
Rule: Depicts the Rule that was enacted onto the connection
Source: Displays the IP address and port of the device attempting to gain access through the Anybus

Defender. In this column are two buttons:

󱱫 Resolve: The Resolve Button has the Anybus Defender reaches out to the DNS server and validates
the IP address. Once validated it displays the hostname underneath any instance within the log table. If the



IP address is not validated it displays Cannot Resolve
󰛲 Add to Block List: This Easy Rule button enables the creation of a specific block rule for the source

IP associated with the button. Refer to the firewall documentation for more information about firewall rules
Destination: Displays the IP address and port of the endpoint location that the Source IP address was

attempting to reach.

󱱫 Resolve: The Resolve Button has the Anybus Defender reaches out to the DNS server and validates
the IP address. Once validated it displays the hostname underneath any instance within the log table. If the
IP address is not validated it displays Cannot Resolve
󰜄 Pass This Traffic: This Easy Rule button enables the creation of a specific allow rule for the source IP

associated with the button. Refer to the firewall documentation for more information about firewall rules

Protocol: Displays the type of communication that the connection was using

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names

Dynamic View

Status / System Logs / System / Dynamic View

This subsection displays an identical table to the one in the Normal View subsection. The difference is that the
Dynamic View table has no action buttons and instead presents the option to pause the table from updating with
new logs. This is depicted at the top by a Pause check box. Reference the Normal View subsection for more
details on the column headers

Dynamic View Table

Status / System Logs / System / Dynamic View Table

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names



Summary View

Status / System Logs / System / Summary View

Pie Chart View

Status / System Logs / System / Summary View/ Pie Chart

This subsection displays a pie chart-style summary of multiple firewall processes. Each pie chart has two columns
giving a brief insight into the data being displayed:

Table Column Headers:

Left Column: This column is labeled with the name of the section. Within the column are the topics from
the section from which data is taken from

Right Column: This column is labeled Data Points. Within this column are the number of data points taken
from each topic. The graph combines these data points into a pie graph that displays the total percentage for
each data type

There are seven sections within the Summary View page:

Actions: The two topics displayed in this are Pass and Block
Interfaces: Displays interfaces that are active and getting log entries
Protocols: Displays the communication protocols that are being used to communicate to or from the Anybus

Defender
Source IPs: Displays any source IP addresses that are communicating through the Anybus Defender
Destination IPs: Displays any Destination IP addresses that are being communicated with through the

Anybus Defender
Source Ports: Displays any ports that Source IP addresses are using to communicate through the Anybus

Defender
Destination Ports: Displays the protocol port value the connection is using to communicate



Sections with IP addresses, each topic receives an additional capability of a 󰍉 Lookup button. This takes the user
to the Diagnostic / DNS Lookup page, populating the Hostname with the IP this button was selected from. Click the
link for more information on the aforementioned page

Filter/Manage Logs Sections
For each of the subsections, there are two additional buttons:

Filter Logs Section

Status / System Logs / Firewall / Filter Logs Section

This section provides a way for the user to filter through the list of log entries. After completing the filter entries, click
the green 󰈲 Apply Filter button to show the filtered log. There are five ways that the logs can be filtered:

Filter Logs Options:

Time: Entering a date and/or time will display any logs with the matching data in the Time column
Process: Entering in a specific process style will display any logs matching that within the Process column
PID: Entering in a PID value will display any logs matching the value within the PID column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed
Message: Entering a log message will display any logs that match within the Message column

Manage Logs Section

Status / System Logs / Firewall / Manage Logs Section

This section allows for the management of how the logs are displayed. These configuration fields can be:



Manage Logs Options:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are
three options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered

GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation
Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection

only displays a Time and Message column
General Logging Options Setting: Displays the log entries in a default style

Log Firewall Default Blocks: Prompts a few options on different logs that the user may or may not want to
be displayed/ omitted from the log entries table

Where To Show Rule Descriptions: A dropdown that has three selections for how the user would like the
rule descriptions to be displayed:

Display as Column
Dont Load Descriptions
Display As Second Row

Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding



DHCP Logs

Overview

Status / System Logs / DHCP

This section has Top Banner Buttons

This page provides logs gathered from the DHCP dropdown on the Anybus Defender. The Status / System Logs /
DHCP page has one table:

DHCP Table

Status / System Logs / DHCP / Log Table Layout

In the DHCP section, logs are provided. There are four columns for the table:

Table Column Headers:

Time: Displays the time at which the log entry was taken
Process: Displays the type of log entry
PID: Displays the unique identifier associated with the log entry
Message: Provides a brief overview of each log entries contents, see above for specific message contents

Filter/Manage Logs Sections
For the DHCP section, there are two additional buttons:

Filter Logs Section

Status / System Logs / DHCP / Filter Logs Section

This section provides a way for the user to filter through the list of log entries. After completing the filter entries, click
the green 󰈲 Apply Filter button to show the filtered log. There are five ways that the logs can be filtered:



Filter Logs Options:

Time: Entering a date and/or time will display any logs with the matching data in the Time column
Process: Entering in a specific process style will display any logs matching that within the Process column
PID: Entering in a PID value will display any logs matching the value within the PID column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed
Message: Entering a log message will display any logs that match within the Message column

Manage Logs Section

Status / System Logs / DHCP / Manage Logs Section

This section allows for the management of how the logs are displayed. These configuration fields can be:

Manage Logs Options:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are
three options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered

GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation
Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection

only displays a Time and Message column
General Logging Options Setting: Displays the log entries in a default style

Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names





Authentication Logs

Overview
This page provides logs gathered from different functionalities within the Authentication dropdown on the Anybus
Defender. The Status / System Logs / Authentication page has four subsections:

General
In the General section, logs are provided. The table has four columns:

General Log Table

Status / System Logs / Authentication / General / Log Table

This section has Top Banner Buttons

Table Column Headers:

Time: Displays the time at which the log entry was taken
Process: Displays the type of log entry
PID: Displays the unique identifier associated with the log entry
Message: Provides a brief overview of each log entries contents, see above for specific message contents

Captive Portal Authentication
In the General section, there is a table displaying log entries. The table has four columns:

Status / System Logs / Authentication / Captive Portal Authentication / Log Table

Table Column Headers:

Time: Displays the time at which the log entry was taken
Process: Displays the type of log entry
PID: Displays the unique identifier associated with the log entry



Message: Provides a brief overview of each log entries contents, see above for specific message contents

Filter/Manage Logs Sections
With the General and Captive Portal Authentication subsections, there are two additional buttons:

Filter Logs Section

Status / System Logs / Authentication / Filter Logs Section

This section provides a way for the user to filter through the list of log entries. After completing the filter entries, click
the green 󰈲 Apply Filter button to show the filtered log. There are five ways that the logs can be filtered:

Time: Entering a date and/or time will display any logs with the matching data in the Time column
Process: Entering in a specific process style will display any logs matching that within the Process column
PID: Entering in a PID value will display any logs matching the value within the PID column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs that

are being displayed
Message: Entering a log message will display any logs that match within the Message column
Manage Logs Section

Status / System Logs / Authentication / Manage Logs Section

This section allows for the management of how the logs are displayed. These configuration fields can be:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are three
options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered

GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation



Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection only

displays a Time and Message column
General Logging Options Setting: Displays the log entries in a default style

Web Server Log: Allows for the log entry of any errors from the nginx web server process for the GUI or
captive portal. This option is only available in the settings page for the General subsection

Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

OS User Events
This subsection gives log entries on OS user events on the Anybus Defender. There are three sections:

Advanced Log Filter

Status / System Logs / Authentication / OS User Events / Filter Logs

This section provides a way for the user to filter through the list of log entries. Once the desired data the user wants
to filter by is filled in, filtering will be enacted once the green 󰈲 Apply Filter button is selected. There are five ways
that the logs can be filtered:

Filter Section

Login Time: Entering a date and/or time will display any logs with the matching data in the Time column
Duration: Entering a specific duration will display any logs matching that within the Duration column
TTY: Entering a TTY style will display any logs matching the value within the TTY column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed
User/Message: Entering a log user/message will display any logs that match within the User/Message

column

User Log Entries Table



Status / System Logs / Authentication / OS User Events / User Event Log Entries Table

This section provides a table that displays a table populated with events done by users. There are four columns:

Table Column Headers:

Login Time: Displays the day, month, date, and time at which a user was logged in for when the event was
logged

Duration: Displays the duration of the event that had taken place
TTY: Displays the style in which the user was connected
User/Message: Displays the username of the user and a message about what event took place

Managed OS Events Log

Status / System Logs / Authentication / OS User Events / Manage Logs

This section allows for the management of how the logs are displayed. Six areas can be configured:

Manage Logs Section:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are three
options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered
GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation



Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection

only displays a Time and Message column
General Logging Options Setting: Displays the log entries in a default style

Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

OS Account Changes
This section displays a table with log entries based on User Account changes. This subsection has three sections:

Advanced Log Filter

Status / System Logs / Authentication / OS Account Changes / Filter Logs

This section provides a way for the user to filter through the list of log entries. Once the desired data the user wants
to filter by is filled in, filtering will be enacted once the green 󰈲 Apply Filter button is selected. There are two ways
that the logs can be filtered:

Filter Options:

Filter Expression: Entering an expression will display any logs that match within the Message column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed

OS Account Changes Log Entries

Status / System Logs / Authentication / OS Account Changes / Log Table

In this section, there is a table that displays log entries. The table has two columns:

Table Column Headers:

Time: Displays the date and time the log entry was collected
Message: Displays a message in expression form providing details from the log

Manage OS Account Changes Log



Status / System Logs / Authentication / OS User Events / Manage Logs

This section allows for the management of how the logs are displayed. Six areas can be configured:

Manage Logs Options:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are three
options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered
GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation
Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection

only displays a Time and Message column
General Logging Options Setting: Displays the log entries in a default style

Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names



OpenVPN Logs

Overview

Status / System Logs / OpenVPN

This section has Top Banner Buttons

This page provides logs gathered from OpenVPN on the Anybus Defender. The Status / System Logs / OpenVPN
page has one section:

OpenVPN Log Table
Overview

This table displays the log from OpenVPN. There are four table columns:

Status / System Logs / OpenVPN / Log Table Layout

Table Column Headers:

Time: Displays the time at which the log entry was taken
Process: Displays the type of log entry
PID: Displays the unique identifier associated with the log entry
Message: Provides a brief overview of each log entries contents, see above for specific message contents

Filter/Manage Logs Sections
Overview

For each of the subsections, there are two additional buttons:

Filter Logs Section



Status / System Logs / OpenVPN / Filter Logs Section

This section provides a way for the user to filter through the list of log entries. After completing the filter entries, click
the green 󰈲 Apply Filter button to show the filtered log. There are five ways that the logs can be filtered:

Filter Logs Options:

Time: Entering a date and/or time will display any logs with the matching data in the Time column
Process: Entering in a specific process style will display any logs matching that within the Process column
PID: Entering in a PID value will display any logs matching the value within the PID column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed
Message: Entering a log message will display any logs that match within the Message column

Manage Logs Section

Status / System Logs / OpenVPN / Manage Logs Section

This section allows for the management of how the logs are displayed. These configuration fields can be:

Manage Logs Options:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are
three options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered

GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation
Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection

only displays a Time and Message column



General Logging Options Setting: Displays the log entries in a default style
Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names



NTP Logs

Overview

Status / System Logs / NTP

This section has Top Banner Buttons

This page provides logs gathered from NTP on the Anybus Defender. The Status / System Logs / NTP page has
one section:

NTP Log Table
Overview

This table displays the logs from NTP. There are four table columns:

Status / System Logs / NTP / Log Table Layout

Table Column Headers:

Time: Displays the time at which the log entry was taken
Process: Displays the type of log entry
PID: Displays the unique identifier associated with the log entry
Message: Provides a brief overview of each log entries contents, see above for specific message contents

Filter/Manage Logs Sections
Overview

For each of the subsections, there are two additional buttons:

Filter Logs Section

Status / System Logs / NTP / Filter Logs Section

This section provides a way for the user to filter through the list of log entries. After completing the filter entries, click
the green 󰈲 Apply Filter button to show the filtered log. There are five ways that the logs can be filtered:



Filter Logs Options:

Time: Entering a date and/or time will display any logs with the matching data in the Time column
Process: Entering in a specific process style will display any logs matching that within the Process column
PID: Entering in a PID value will display any logs matching the value within the PID column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed
Message: Entering a log message will display any logs that match within the Message column

Manage Logs Section

Status / System Logs / NTP / Manage Logs Section

This section allows for the management of how the logs are displayed. These configuration fields can be:

Manage Logs Options:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are
three options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered

GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation
Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection

only displays a Time and Message column
General Logging Options Setting: Displays the log entries in a default style

Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names





Industrial Logs

Overview
This page provides logs from Industrial on the Anybus Defender. The Status / System Logs / Industrial page has
two sections:

Normal View

Status / System Logs / Industrial

Status / System Logs / Industrial / Log Table Layout

This section has Top Banner Buttons

A table displays the log entries from Industrial. There are four table columns:

Table Column Headers:

Time: Displays the time at which the log entry was taken
Process: Displays the type of log entry
PID: Displays the unique identifier associated with the log entry
Message: Provides a brief overview of each log entries contents, see above for specific message contents

Rule Match View

Status / System Logs / Industrial / Rule Match View

Status / System Logs / Industrial / Log Table Layout



This section presents a table with data collected from any configured industrial profiles on the Anybus Defender
regarding any rules that have been triggered or matched. The table has six columns:

Table Column Headers:

Packet#: Displays the number of packets the rule affected
Action: Displays the current action status regarding the industrial profiles rule that was flagged. The states

that can populate this column are Pass, Block, Warn
Protocol: The style of the packet that triggered the rule log
Source: Src. Port: Displays the source port for the IP address attempting to reach through the Anybus

Defender
Dest.: Dest. Port: Displays the destination port for the IP address trying to be reached
Rule: Displays the rule that was triggered

Filter/Manage Logs Sections
For each of the subsections, there are two additional buttons:

Filter Logs Section

Status / System Logs / Industrial / Filter Logs Section

This section provides a way for the user to filter through the list of log entries. After completing the filter entries, click
the green 󰈲 Apply Filter button to show the filtered log. There are five ways that the logs can be filtered:

Filter Logs Options:

Time: Entering a date and/or time will display any logs with the matching data in the Time column
Process: Entering in a specific process style will display any logs matching that within the Process column
PID: Entering in a PID value will display any logs matching the value within the PID column
Quantity: This allows for the control of how many logs are displayed regarding the number of filtered logs

that are being displayed
Message: Entering a log message will display any logs that match within the Message column

Manage Logs Section

Status / System Logs / Industrial / Manage Logs Section



This section allows for the management of how the logs are displayed. These configuration fields can be:

Manage Logs Options:

Forward/Reverse Display: Change the order in which the logs are displayed within the table. There are
three options:

Forward: Displays the newest logs at the bottom, old logs at the top
Reverse: Displays the newest logs at the top, old logs at the bottom
General Logging Options Settings: Displays the default way in which logs are ordered

GUI Log Entries: Changes the total number of logs that are displayed within the log entries table
Log Rotation Size (Bytes): Changes the amount of bytes till a log entry is rotated out. The default value is

per log file. This value is checked once per minute to determine if rotation is necessary
Log Retention Count: Controls the number of log files kept till the oldest copy is removed during rotation
Formatted/Raw Display: Changes the way the log entries are displayed. There are three options:

Formatted: Displays a more structured and organized format of the log entries
Raw: Displays a more detailed log entry but makes the log entries more difficult to read. This selection

only displays a Time and Message column
General Logging Options Setting: Displays the log entries in a default style

Action: There are two buttons in this area:

󰠘 Save: Select this button to save any changes made within the settings section
󰩺 Clear Log: Select this button to clear the local log file and reinitialize it as an empty log. Please ensure

all settings are saved before proceeding

󰋼 In the table, clicking on the header of the 'Time' column sorts the logs chronologically. The default order is
oldest to newest. Meanwhile, the other three columns enable sorting by grouping logs according to their
respective names



System Logs Settings

Overview

Status / System Logs / Settings

This page provides adjustable settings for logging on the Anybus Defender. The Status / System Logs / Settings
page has three sections:

General Logging Options

Status / System Logs / Settings / General Logging Options Section

This section provides a list of settings allowing the configuration of the format for the "General Logging Options
Setting" option within the Manage Logs sections and overall logging settings for the log tables. Nine options can be
configured:

Available Options:

Log Message Format: Presented is a dropdown with two log formatting options:

syslog: Syslog is the universal logging format with more accurate timing. This format also includes a
severity value that is logged in addition to the priority value and any information within the log

BSD: Older format style that displays the priority number but with the difference of not providing any
additional severity operator capabilities along with the rest of the logs information

Forward/Reverse Display: Set the "General Logging Options Setting" option to either use forward or
reverse formatting of the data within the log entry tables

GUI Log Entries: Sets the default amount of entries value that is displayed for all log entry tables
Log Firewall Default Block: Presented are four check-boxes allowing for the option of either logging or not

logging information based on the necessity for what is populating the log entry tables. These options are as
follows:



Log packets matched from the default block rules in the ruleset
Log packets matched from the default pass rules put in the ruleset
Log packets blocked by 'Block Bogon Networks' rules
Log packets blocked by 'Block Private Networks' rules
Web Server Logs: Presents the option to either enable or disable with a check-box whether to log any

errors from the web server process within the System Log table
Raw Logs: Selecting this check-box switches logs to be in a raw format making them more difficult to read

but the log entry will display more information. Leaving this box unselected will default the data in the log tables
to be displayed in a more organized and structured format. The downside to the formatted display of data is
that there is slightly less data that will be displayed versus the Raw format

Where To Show Rule Descriptions: Set the default of how rule descriptions are displayed. The dropdown
presents three options:

Dont Load Descriptions
Displays As Column
Display As Second Row

Local Logging: Selecting this option disables the writing of log files to the local disk of the Anybus
Defender
󰩺 Reset Log Files: Selecting this button clears all local log files and reinitializes them as empty logs

󰋼When using the 󰩺  Reset Log Files button, it will restart the DHCP daemon. Ensure any setting changes
are saved before resetting log files

Log Rotation Options

Status / System Logs / Settings / Log Rotation Options Section

This section presents options for controlling the log entries rotation default values. There are three options:

Available Options:

Log Rotation Size (Bytes): Adjust the value of Bytes at which logs will be rotated. The default value is
500KiB (512000 Bytes)

Log Compression: Presents a dropdown selection of five ways to compress when rotating log files:

bzip2: Provides efficient compression ratios at the cost of having slower compression speeds
gzip: Provides a good balance between efficient compression ratios while maintaining faster

compression speeds
xz: Provides better compression ratio than bzip2 and gzip. The downside is that the

compression/decompression speeds tend to be slower while also using more memory
zstd: Provides a balance between compression ratios and compression speeds. The downside is that it

uses more memory to accomplish compression speeds/ratios and it may not be supported by as many
systems as the other compression types



none: Selecting this option sets no compression type to be used on log files
Log Retention Count: Adjust the value for the number of log files that will be retained till the oldest log is

removed during rotation. The default value for this is 7 log files

Remote Logging Options

Status / System Logs / Remote Logging Options Section

This section has one check-box option:

Available Option:

Enable Remote Logging: Selecting this tells the Anybus Defender to send log messages to a remote
syslog server. This allows the viewing of log files without having to view them from the System Logs page

Save Button
Once the desired changes are made to the Settings page, select the 󰠘 Save button located at the bottom of the
page



Traffic Graph

Overview

Status / Traffic Graph

This page provides a graph displaying traffic on the interfaces being used on the Anybus Defender and settings to
configure the traffic graph. There are two sections:

Graph Settings

Status / Traffic Graph / Graph Settings Section

This section provides various dropdowns to configure the Traffic Graph. There are two subsections within the
settings section:

Traffic Graph: Five dropdowns are presented:

Interface: Select from the configured interfaces on the Anybus Defender
Sort By: Provides two options to either sort the graph by Bandwidth In or Bandwidth Out which
Filter: Three options are presented:

Local: Sets the graph to only display Local traffic
Remote: Sets the graph to only display Remote traffic
All: Sets the graph to display both Local and Remote traffic

Displays: Provides four formatting options for the first column of the data table:

IP Address: Displays the IP address for the connection
Host Name: Displays the Hostname for the connection. If there is no hostname assigned the IP will

display instead
Description: Displays the description set for the connection
FQDN: The Fully Qualified Domain Name displays the hostname along with the domain name

Example: ExampleHostName.example.com

󰋼 Configuring the information displayed by these options can be adjusted/set in the Host Override section
for DNS Resolver/Forwarder

Mode: Provides two options :

Rate: Focused on getting traffic flow data within a specific time period
Iftop: Focused on getting traffic rates on active connections within real-time

Controls: Two dropdowns and a slider are presented:

Background Updates: Configure the graph to either be unpopulated while not being displayed or have
the graph stay populated at all times with the cost of higher CPU usage



Invert In/Out: Turning On will have a negative side that indicates the traffic going out and a positive side
that indicates the traffic coming in. Turning this Off puts both in and out traffic on one side of the X-Axis

Graph Smoothing: Adjusting the slider displays the graph data as less jagged between data points and
instead the data points will have smoother transitions

Traffic Graph

Status / Traffic Graph / Traffic Graph

This section includes two visual references. The first is a graph that shows the traffic on the selected interface, and
the second is a table that provides a detailed breakdown of this traffic.

Traffic Graph

Displays in blue for traffic that is being taken in by the Anybus Defender
Displays in orange for traffic that is being sent out from the Anybus Defender
Hovering over a data point on the graph displays four pieces of information

The time that the data was captured
The date on which the traffic was captured
Bits of data that were sent out
Bits of data that were taken in

Traffic Table

The table displays three columns of data depending on which Display setting is selected

HostIP/Name: Displays the host's IP address. For every other Display option other than IP Address**
this column will also display the hostname if the host has one set in the Host Overrides section for the DNS
resolver or forwarder

Bandwidth In: Display in bits/sec the amount of data being sent from the host
Bandwidth Out: Displays in bits/sec the amount of data being sent out from the Anybus Defender



ARP Table

Overview

Diagnostics / ARP Table

This section allows for searching and viewing of mapped IP and MAC addresses. The Diagnostic / ARP Table
page is divided into two sections:

Search

Search of Diagnostics / ARP Table Page

Search Term Enter a search string or *nix regular expression into the search bar to filter entries
Table Filter A dropdown menu to filter the search by table column
Search button is used to initiate a search based on entered text
Clear button is used to clear all entered text from the search bar

ARP Table

ARP Table of Diagnostics / ARP Table Page

This is a table of IP addresses and their corresponding MAC addresses, which can be used to identify network
devices:

Interface: Only the Interfaces configured in the Anybus Defender
IP address: The internet protocol address is a set of rules governing the format of data sent via the network
MAC address: The media access control address is a 12-digit hexadecimal number assigned to each device

connected to the network
Hostname: The name of the connected device
Status: The expiration status
Link Type: The method of connection used by the connected device
Actions: button is used to remove the entry from the table
Clear ARP Table button is used to remove all entries from the table



󰋼 Local IPv6 peers use NDP instead of ARP. Permanent ARP entries are shown for local interfaces or static
ARP entries. Normal dynamic ARP entries show a countdown timer until they will expire and then be re-
checked. Incomplete ARP entries indicate that the target host has not yet replied to an ARP request.



Authentication

Overview

Diagnostics / Authentication

This section has Top Banner Buttons

This section allows for username and password authentication. The Diagnostics / Authentication page only has
one section:

Authentication Test

Authentication Test of Diagnostics / Authentication Page

Authentication Server: Dropdown to select the server for the authentication test
Username: A unique identifier chosen by the user as a digital identity to access the network
Password: A confidential combination of characters used to authenticate the user's network identity

Below the Authentication Test table is the Test button to initiate an evaluation process of the user credentials



DNS Lookup

Overview

Diagnostics / DNS Lookup

This section allows hostname searches for identifying specific devices, servers, or resources on the network by
their names rather than their IP addresses. The Diagnostics / DNS Lookup only has one section:

DNS Lookup

DNS Lookup of Diagnostics / DNS Lookup Page

Hostname: A label assigned to a device connected to a computer network

Below the DNS Lookup section is the Lookup button to initiate a search based on the entered text in the previous
field



Limiter Info

Overview

Diagnostics / Limiter Info

This section has Top Banner Buttons

This section shows any limiters that are in effect on the network. The Diagnostics / Limiter Info page only has one
section:

Limiter Information

Limiter Information of Diagnostics / Limiter Info Page



NDP Table

Overview

Diagnostics / NDP Table

This section has options for searching and monitoring the NDP table. The NDP table plays a crucial role in
facilitating communication and connectivity in IPv6 networks by managing address resolution, neighbor discovery,
router discovery, and neighbor reachability detection processes. The NDP Table is divided into two sections:

Search

Search of Diagnostics / NDP Table Page

Search Term: Enter a search string or *nix regular expression into the search bar to filter entries
Table Filter: A dropdown menu to filter the search by table column
Search: button is used to initiate a search based on entered text
Clear: button is used to clear all entered text from the search bar



NDP Table

NDP Table of Diagnostics / NDP Table Page

This table in IPv4 networks is a data structure used by IPv6-enabled devices to store information about neighboring
devices on the same local network segment

IPv6 address: A 128-bit long, colon-separated, hexadecimal label assigned to devices participating in a
computer network

MAC address: A unique identifier assigned to a network interface controller (NIC) for communications at the
data link layer of a network segment

Hostname: A label assigned to a device connected to a computer network
Interface: A physical or virtual connection through which a device connects to a network
Expiration: Indicates the validity duration of the IPv6 address

Actions: A button  used to remove the entry from the table

Below the NDP Table is the Clear NDP Table button to remove all entries from the table



Packet Capture

Overview

Diagnostics / Packet Capture

This section has options for scheduled and instant captures. Captures play a crucial role in network management,
performance analysis, security monitoring, compliance, troubleshooting, and resource management. The Packet
Capture page is divided into two sections:

Scheduled Captures

Scheduled Captures of Diagnostics / Schedule Captures Page

Interface: Only the Interfaces configured in the Anybus Defender
Host: Any device or computer system that is connected to the network that sends or receives data
Schedule: A predetermined plan or strategy for when network packets will be captured
Description: A summary of the information that provides context and details about the captured data

Below the Scheduled Captures table is the Add New Schedule Capture button to add another capture event to
the list

Instant Capture

Instant Capture of Diagnostics / Instant Capture

Start Instant Capture button is used to initiate the instant capture process



Ping

Overview

Diagnostics / Ping

This section has options for sending a ping command across the network. The ping command is useful for network
troubleshooting, diagnostics, and performance analysis. It provides users with the knowledge and tools they need
to effectively test network connectivity, verify network configuration settings, and identify and resolve network
issues. The Ping page only has one section:

Ping

Ping of Diagnostics / Ping Page

Hostname: A label assigned to a device connected to a computer network
IP Protocol: A dropdown for selecting the protocol format
Source address: An address that identifies the sender or originator of a data packet within a network

communication
Maximum number of pings: Refers to the greatest number of ICMP Echo Request packets that can be sent

by the ping utility in a single ping command
Seconds between pings: Refers to the interval or time duration between consecutive ICMP Echo Request

packets sent by the ping utility when testing network connectivity.

Below the Ping table is the Ping button to send a signal to the selected device on the network



Routes

Overview

Diagnostics / Routes

This section has Top Banner Buttons

This section has options for monitoring routing tables. The routing tables play a crucial role in packet forwarding,
path determination, dynamic routing, network segmentation, load balancing, redundancy, and policy-based routing
in computer networks. The Routes page is divided into three sections:

Routing Table Display Options

Routing Table Display Options of Diagnostics / Routes Page

Resolve names: An option in network diagnostic tools, such as the ping utility, that controls whether
hostnames are resolved to IP addresses during the testing process

Rows to display: A setting that allows users to specify the number of rows or entries to be shown on the IPv4
Routes and IPv6 Routes tables

Filter: A regular expression text field that allows users to selectively display a subset of data based on specific
criteria or conditions

Below the Routing Table Display Options table is the Update button that updates the IPv4 and IPv6 tables below
with the current settings

IPv4 Routes

IPv4 Routes of Diagnostics / Routes Page

Destination: The intended endpoint or target device to which data is being sent or transmitted



Gateway: A gateway is a network node that serves as an entry point to another network or the internet
Flags: Refer to special bits or fields within network protocol headers that convey specific information about

the state or characteristics of a packet
Use: Refers to the utilization or employment of various network resources, protocols, or services to facilitate

communication, data exchange, and connectivity between devices or systems
Mtu: Refers to the maximum size of a single data unit (or packet) that can be transmitted over a network

medium in a single transmission (typically measured in bytes)
Netif: Stands for "Network Interface" referring to either the physical hardware component (e.g., an Ethernet

card) or the software representation of a network interface within the operating system
Expire: Refers to the termination or removal of that route from the network

IPv6 Routes

IPv6 of Diagnostics / Routes

Destination: The intended endpoint or target device to which data is being sent or transmitted
Gateway: A gateway is a network node that serves as an entry point to another network or the internet
Flags: Refer to special bits or fields within network protocol headers that convey specific information about

the state or characteristics of a packet
Use: Refers to the utilization or employment of various network resources, protocols, or services to facilitate

communication, data exchange, and connectivity between devices or systems
Mtu: Refers to the maximum size of a single data unit (or packet) that can be transmitted over a network

medium in a single transmission (typically measured in bytes)
Netif: Stands for "Network Interface" referring to either the physical hardware component (e.g., an Ethernet

card) or the software representation of a network interface within the operating system
Expire: Refers to the termination or removal of that route from the network



Sockets

Overview

Diagnostics / Sockets

This section has options for displaying IPv4 and IPv6 System Socket tables. Sockets play a vital role in enabling
communication between processes and applications in computer networks, allowing them to interact, exchange
data, and provide services over local and wide-area networks. The Sockets page is divided into two sections:

IPv4 System Socket Information

IPv4 System Socket Information of Diagnostics / Sockets Page

User: Refers to how IP addresses are classified and managed within the network infrastructure
Command: Refers to a specific action or instruction that is issued to configure, manage, or troubleshoot

network settings related to IPv4 addressing, routing, or connectivity
PID Refers to Process ID which is a unique numerical identifier assigned to each running process in an

operating system
FD Refers to File Descriptor which is an abstract indicator or handle used by a process to access a file or a

data stream
PROTO Refers to Protocol Field which is the IPv4 header indicating which higher-level protocol is

encapsulated within the IPv4 packet
LOCAL Refers to an IPv4 address that is assigned to a device within a local network or subnet
FOREIGN Refers to an IPv4 address or network that is external to the local network or domain



IPv6 System Socket Information

IPv6 System Socket Information of Diagnostics / Sockets Page

User: Refers to how IP addresses are classified and managed within the network infrastructure
Command: Refers to a specific action or instruction that is issued to configure, manage, or troubleshoot

network settings related to IPv6 addressing, routing, or connectivity
PID: Refers to Process ID which is a unique numerical identifier assigned to each running process in an

operating system
FD: Refers to File Descriptor which is an abstract indicator or handle used by a process to access a file or a

data stream
PROTO: Refers to Protocol Field which is the IPv6 header indicating which higher-level protocol is

encapsulated within the IPv6 packet
LOCAL: Refers to an IPv6 address that is assigned to a device within a local network or subnet
FOREIGN: Refers to an IPv6 address or network that is external to the local network or domain

󰋼 Socket Information This page shows all listening sockets by default and shows both listening and
outbound connection sockets when Show all socket connections is clicked



States

Overview

Search Section of States / States

This page has settings related to the diagnostic states for the Anybus Defender. The Diagnostics / States / States
page is divided into two sections:

State Filter

State Filter of Diagnostics / States / States Page

Interface: Refers to a network interface through which traffic passes and is subject to filtering based on its
state

Filter Expression: Refers to a set of criteria or conditions used to define which network traffic should be
allowed or denied based on its characteristics

Below the State Filter table is the Filter button to display data based on criteria entered in the filter expression text
field



States

State Table of Diagnostics / States / States Page

Interface: Refers to a network interface through which traffic passes and is subject to stateful inspection or
processing

Protocol: Refers to a set of rules or conventions governing the communication and interaction between
different states within a system

Source (Original Source)-> Destination (Original Destination): Refers to the journey of a network packet
from its source to its destination, preserving information about both the original source and destination throughout
its transmission

State: Refers to the various stages or conditions that network connections or sessions can exist in
Packets: A fundamental unit of data that is transmitted over a network. It contains both the data being

transmitted and control information used for routing and managing the transmission process.
Bytes: A byte refers to a unit of data transmission and storage. It consists of a sequence of 8 bits, each of

which can represent a binary value of either 0 or 1.

Remove: button  is used to remove entries from the table



Reset States

Overview

Search Section of States / State / Reset States Page

This page has settings related to the diagnostic reset states for the Anybus Defender. The Diagnostics / States /
Reset States page only has one section:

State Reset Options

State Reset Options of Diagnostics / States / State Reset Page

State Table: A data structure maintained by networking devices such as routers, firewalls, or network address
translation (NAT) devices to keep track of the state of network connections

Below the State reset options section is the Reset button to remove all entries from the corresponding tables.
Open connections will be broken momentarily as the state table is rebuilt



State Summary

Overview

Diagnostics / State Summary

This section has preset summary tables based on set criteria. The Diagnostics / State Summary page is divided
into four sections:

By Source IP

By Source IP of Diagnostics / State Summary Page

IP: An Internet Protocol address is a numerical label assigned to each device connected to a computer
network that uses the Internet Protocol for communication.

# States: The total count of active states or connections being tracked by the networking device for this IP
address

Protocol: Protocol refers to the communication rules and conventions for data exchange between devices or
systems on a network. Each protocol specifies how data is formatted, transmitted, and received, as well as how
devices identify and communicate with each other.

# States: The total count of active states or connections being tracked by the network device per the protocol
type

Source Ports: The source ports refer to the port numbers used by the sending or transmitting device in a
network communication session. Ports are endpoints for communication in networking protocols, allowing
multiple applications or services to use the same network interface on a device simultaneously.

Dest. Ports: The destination ports refer to the port numbers used by the receiving or destination devices in
network communication.

By Destination IP

By Destination IP of Diagnostics / State Summary Page

IP: An Internet Protocol address is a numerical label assigned to each device connected to a computer
network that uses the Internet Protocol for communication.



# States: The total count of active states or connections being tracked by the networking device per the
destination IP address

Protocol: Protocol refers to the communication rules and conventions for data exchange between devices or
systems on a network. Each protocol specifies how data is formatted, transmitted, and received, as well as how
devices identify and communicate with each other.

# States: The total count of active states or connections being tracked by the network device per the protocol
type

Source Ports: The source ports refer to the port numbers used by the sending or transmitting device in a
network communication session.

Dest. Ports: The destination ports refer to the port numbers used by the receiving or destination devices in
network communication.

Total per IP

Total per IP of Diagnostics / State Summary Page

IP: An Internet Protocol address is a numerical label assigned to each device connected to a computer
network that uses the Internet Protocol for communication.

# States: The total count of active states or connections being tracked by the networking device per the IP
address

Protocol: Protocol refers to the communication rules and conventions for data exchange between devices or
systems on a network. Each protocol specifies how data is formatted, transmitted, and received, as well as how
devices identify and communicate with each other.

# States: The total count of active states or connections being tracked by the network device per the protocol
type

Source Ports: The source ports refer to the port numbers used by the sending or transmitting device in a
network communication session.

Dest. Ports: The destination ports refer to the port numbers used by the receiving or destination devices in
network communication.

By IP Pair

By IP Pair of Diagnostics / State Summary Page

IP: An Internet Protocol address is a numerical label assigned to each device connected to a computer
network that uses the Internet Protocol for communication.

# States: The total count of active states or connections being tracked by the networking device per the pair
of IP address



Protocol: Protocol refers to the communication rules and conventions for data exchange between devices or
systems on a network. Each protocol specifies how data is formatted, transmitted, and received, as well as how
devices identify and communicate with each other.

# States: The total count of active states or connections being tracked by the network device per the protocol
type

Source Ports: The source ports refer to the port numbers used by the sending or transmitting device in a
network communication session.

Dest. Ports: The destination ports refer to the port numbers used by the receiving or destination devices in
network communication.



Support Package Download

Overview

Diagnostics / Download Support Package

This page allows for a support package to be compiled and downloaded as a zip file. This can then be sent to
HMS's support at info@hms-networks.com

󰀨 This support package download will include sensitive data and should only be shared with the HMS support
team. Adding a password via encryption can also be done to add more security (see below)

Some of the important information that will be included in the download are:

System Configuration
Installed Packages with health and version information
Services used and their configuration
System Logs
Licensing issues
User data
VPN Configuration
Service outages and connectivity problems

Encryption

Encryption Section

Encryption: Option to password protect the support package download



Download

Download Section

  Download: Button to download the support package

󰋼 Allow 20-30 seconds for the support package to gather all required information



System Activity

Overview

Diagnostics / System Activity

This section allows observing and analyzing the usage of the Central Processing Unit (CPU) in a computer system.
This monitoring typically involves tracking various metrics related to CPU performance. The Diagnostics / System
Activity page only has one section.

CPU Activity

CPU Activity of Diagnostics / System Activity Page

PID: Stands for Process Identifier which is a unique numerical identifier assigned to each process running on
the network

USERNAME: Refers to the identifier associated with a user account that is interacting with the network or the
system

PRI: This value indicates the priority assigned to a process by the operating system kernel. It reflects how
important the process is in terms of resource allocation and execution

NICE: This value indicates how much CPU time is currently allocated to processes with different priorities
SIZE: This value refers to the memory size or memory footprint of a process. This could indicate how much

memory (RAM) a particular process is consuming while running on the CPU
RES: Stands for Resident Set Size representing the portion of a process's memory (RAM) that is currently

resident in physical memory



STATE: Refers to the different activity conditions that a process can be in during its execution. These states
represent various stages of the process lifecycle as it interacts with the operating system and the CPU

C: Refers to CPU utilization
TIME: Refers to the duration or amount of time the CPU spends executing tasks or processing instructions
WCPU: Refers to weighted CPU, which is a metric used to assess CPU usage, especially in multi-core or

multi-threaded systems, where each core or thread may not contribute equally to the overall workload
COMMAND: Refers to the specific instructions or tasks that the CPU is executing at any given time



Tables

Overview

Diagnostics / Tables

This section has Top Banner Buttons

This section allows the viewing of user-defined alias name tables or system name tables. The Diagnostics /
Tables page is divided into two sections:

Table of Display

Table to Display of Diagnostics / Tables Page

Table: A dropdown used to choose the user-defined alias name or system table name.
Update: button is used to generate the contents of a table based on the selected user-defined alias name or

system table name.



󰀨 Date of last update of table

Bogons Table of Diagnostics / Tables Page

IP Address: An Internet Protocol address is a numerical label assigned to each device connected to a
computer network that uses the Internet Protocol for communication.



Test Port

Overview

Diagnostics / Test Port

This section allows users to perform diagnostic tests on specific network ports. This page provides tools and utilities
for analyzing the status, connectivity, and performance of individual ports on the device The Diagnostics / Test
Port page only has one section

Test Port of Diagnostics / Test Port Page

Hostname: A label assigned to a device connected to a computer network
Port: A port refers to a logical construct used to identify specific applications or services running on a device

within a network
Source Port: A source port is a numerical identifier associated with the sending end of a network

communication session
Remote Text: Refers to the response or output received from the remote server or device when conducting a

port test.
Source Address: Refers to the unique identifier assigned to the device or host that initiates a communication

session or sends data packets over a network. The source address identifies the origin or sender of the data
packets.

IP Protocol: A set of rules governing the format of data packets sent over the Internet or any network that
uses the Internet Protocol suite

Below the Test Port section is the Test button to initiate the test per previous selections



Traceroutes

Overview

Diagnostics / Traceroute

This section has adjustable settings to perform traceroute operations for troubleshoot network connectivity issues,
analyzing the path that packets take between a source and destination, and identifying potential points of failure or
congestion in the network. The Diagnostics / Traceroute page only has one section.

Traceroute of Diagnostics / Traceroute Page

Hostname: A label assigned to a device connected to a computer network
IP Protocol The IP protocol is a fundamental communication protocol used for sending and receiving data

packets across networks.
Source Address The source address is a unique identifier assigned to the sending device or host in a

communication session.
Maximum Number of Hops: This value refers to the maximum number of intermediate devices, typically

routers, that data packets can traverse as they travel from a source device to a destination device. Each hop
represents a single network device that forwards packets along the path toward the destination.

Reverse Address Lookup: This is a process used to determine the domain name or hostname associated
with a given IP address.

Use ICMP: Internet Control Message Protocol is a supporting protocol used by network devices, such as
routers and hosts, to send error messages and operational information indicating network conditions or issues.

Below the Traceroute section is the Traceroute button to initiate the path tracking that the data packets take from
source to destination device over the network based on the chosen criteria



Procedures Overview

Overview
This section will explain procedures for adding or editing elements in the Anybus Defender



Add A New Gateway

Overview

System / Routing / Gateways / Edit Page

This procedure will explain how to add a new Gateway to the Anybus Defender

Procedure
1. Navigate to System/Routing/Gateways
2. From the Gateways tab, click the Add button on the lower right of the Gateways table
3. An Edit Gateway page will load:

Edit Gateway of the System / Routing / Gateways Page

4. From the Edit Gateway configuration, adjust these options:



Disabled: Does not send traffic to this gateway
Interface: A dropdown box of all the enabled physical and virtual Interfaces on the system. Select the

interface on which this gateway can be reached
Address Family: A dropdown box to set IPv4 or IPv6 used for this gateway
Name: A text entry for the gateway name

󰋼 The Name is for easy identification later and has no effect on the functionality

Gateway: A text entry for the gateway IP address
Gateway Monitoring: Disables gateway monitoring. If checked, it will disable gateway monitoring and will

consider the gateway always up

󰋼 The Gateway Monitor is shown on the Dashboard Gateway Widget

Gateway Action: Disables gateway action. If checked, it will still monitor the gateway, but disables any
gateway actions based on the gateway status

󰋼 The Gateway Action is shown on the Dashboard Gateway Widget

Monitor IP: An alternate address to monitor when checking gateway functionality. This is used for the
quality RRD graphs as well as the load balancer entries

󰋼Monitor IP is used for the quality RRD graphs as well as the load balancer entries

Force State: Forces the gateway to be considered down
Description: Optional description for this gateway
Display Advanced: A button to display or hide the Advanced Table



5. From the Advanced section, these options can also be adjusted:

Advanced of the System / Routing / Gateways Page

Weight: A dropdown field to set the priority of a particular gateway
Data Payload: The actual data being transmitted in a network packet or frame
Latency Thresholds: A predefined limit on the amount of acceptable delay in a network or system before

performance is considered unacceptably degraded. The Low and high thresholds for latency in milliseconds
and the default is 200/500

Packet Loss Thresholds: The maximum allowable percentage of packets that can be lost during
transmission over a network before performance is considered degraded or unacceptable. The low and high
thresholds for packet loss are in % and the default value is 10/20

Probe Interval: How often the Anybus Defender will probe the gateway to check its status. It has no effect
on other devices on the network. Probes will be sent in milliseconds and the default is 500

Loss Interval: A specific period during which packet loss is measured or observed. The time interval is in
milliseconds before packets are treated as lost and the default is 2000

Time Period: A specific duration of time for gateway monitoring. The time period is in milliseconds over
which results are averaged and the default is 60000

Alert Interval: The specific periods between consecutive alerts generated by gateway monitoring. The time
interval is in milliseconds between checking for an alert condition. The Default is 1000

Additonal Information: See section below
Use Non-Local Gateway: Allows routing traffic through gateways that are not on the same local network

segment or subnet as the Anybus Defender

6. Click the 󰆓 Save button when all gateway setup is complete



After the new gateway is saved, the Gateway of the System / Routing / Gateways Page will load with the new
gateway added to the table

Additonal Information
This text-only information is also provided when viewing the Advanced area of the Gateway configuration (this is for
monitoring traffic, not regular traffic being sent to the gateway):

Advanced of the System / Routing / Gateways Page

For load balancing, giving a weight of 2 will make it get used twice as much as the first one. For every 3
connections, 1 will use the weight 1 gateway. Two connections will use the weight 2 gateway. If they are the same
speed and should carry the same traffic, both should have a weight of 1. To put more traffic on your "main" link, set
the main link with a weight of 2 and the other with a weight of 1. To be used more evenly but still prefer the first link,
setup closer weights (ex.-5:4 instead of 2:1)

For failover, weights are not factored in. That is the Tier. For failover, set the preferred WAN to tier 1, the second to
tier 2



Add A New Gateway Group

Overview

System / Routing / Gateway Groups / Edit

This procedure will explain how to add a new Gateway Group to the Anybus Defender

Procedure
1. Navigate to System/Routing/Gateway Groups
2. From the Gateway Groups tab, click the Add button on the lower right of the Gateway Groups table
3. An Edit Gateway Group Entry page will load:

Edit Gateway Group Entry of the System / Routing / Gateway Groups Page

1. From the Gateway Group configuration, adjust these options:

Group Name: A text entry for the gateway group name
Gateway Priority: The preference assigned to different gateways within a network to determine which

gateway should be used for routing traffic under normal conditions and which should serve as backups or
failover options

Gateway: A read-only text field showing the gateway
Tier: A dropdown to set the tier from never to tiers 1-5
Virtual IP: A dropdown for either the address on the interface defined in the gateway or a Virtual IP

Trigger Level: A dropdown field to select the event that would cause the exclusion of a member with events
ranging from Member Loss, Packet Loss, High Latency, or both

Description: Optional description for this gateway group

2. Click the 󰆓 Save button when all gateway group setup is complete

After the new gateway group is saved, the System/Routing/Gateway Groups will load with the new gateway group
added to the table



Add a New User

Overview
This procedure will explain how to add new users to the Anybus Defender. These may be used for WebGUI login
purposes or tied to a VPN User for remote access

Procedure
1. Navigate to System/User Manager/Users
2. From the Users table, click the + Add button
3. In the User Properties section, these options are available:

User Properties Section

Scope: Dropdown selection for the scope of the user database. Local uses an internal database where all
privileges and actions are stored locally in the appliance. The Remote option allows for an external database, such
as LDAP (including Active Directory) or RADIUS

󰀨 Changing this setting affects user behavior i.e. the user might be usable only for logging into services but
not the WebGUI

Disabled: Checkbox to temporarily disable this user

Username: Text entry for the username.

󰀨Only Alphanumeric characters and the underscore ( _ ) are allowed

Password: Two text entries are used to enter a password and matching confirmation

Full name: Optional text entry for the user's full name

Expiration date: Text entry for an expiration date of this user. The date format is MM/DD/YYYY. Clicking in the text
area will cause a calender dialog to appear allowing easy date selection:



Date Selection Dialog

If left blank, this user will not expire

Custom Settings: Checkbox to all individualized custom GUI options and dashboard layout for this user. When this
is checked, options will appear to set these customizations:

Custom Settings

Group membership: Text selection boxes for Not member of and Member of to show which group this user is or
isn't a member of respectively. Selections can be made in each text selector and the >> Move to "Member of""
list and << Mover to "Not member of" list buttons can be used to adjust groups accordingly

󰋼Multiple selections are allowed by holding down the Ctrl  and clicking on individual selections or the
Shift  button to click on a series of options

1. In the Effective Privileges section, privileges for this user can be added using the + Add button:



Effective Privileges Section

From the User Privileges section, these options are available:

The Effective Privileges page shows a table of all privileges created\

Below the table is the + Add button to add a new User Privilege, using these options:

User Privileges Page

Assigned privileges: List selector of all the privileges allowed in the unit

󰋼Multiple selections are allowed by holding down the Ctrl  and clicking on individual selections or the
Shift  button to click on a series of options

󰋼 Click on an individual privilege to show a description of it in the blue banner at the bottom of this section

Filter: Text entry to filter the Assigned privileges list above. Type in the filter term and press Enter on your
keyboard or use the 󰈲 Filter button at the bottom of this section

Click the 󰆓 Save button when the privilege assignment is complete. The Users page will load with the new
assigned privileges on the table

1. In the User Certificates section, Certificates for this user can be added using the + Add button to Create a
New Certificate



User Certificates Section

󰋼 User Certificates can be used with OpenVPN for validating access. The OpenVPN Client Procedure
explains how to set up clients for OpenVPN

2. In the Keys section, are these options:

Authorized SSH Keys: Enter or paste the SSH Keys this user is authorized to use
IPsec Pre-Shared Key: Enter or paste the IPsec Pre-Shared Key this user is authorized to use
Api Key: Checkbox to allow the user to have access to the Anybus Defender REST API

󰀨 API Key does not function in the current version of Anybus Defender. It will be available in a future
release

Keys Section

3. In the Rule Templates section are the Rule Templates available to move to and from the two list selectors.
Use the >> Move to "Apply Templates"" list and << Mover to "Available Templates of" list buttons to adjust
the rule templates accordingly

󰋼 The Add Rule Template Procedure explains how to set up these templates

4. Click the 󰆓 Save button when all user setup is complete

After the new user is saved, the User Manager / Users Page will load with the new user added to the table



Add a New User Group

Overview
This procedure will explain how to add new user groups to the Anybus Defender

Procedure
1. Navigate to System/User Manager/Groups
2. From the Groups table, click the + Add button
3. In the Group Properties section, these options are available:

Group Properties Section

Group name: Text entry for the group name

Scope: Dropdown selection for the scope of the user database. Local uses an internal database where all
privileges and actions are stored locally in the appliance. The Remote option allows for an external database, such
as LDAP (including Active Directory) or RADIUS

󰀨 Changing this setting affects user behavior i.e. the user might be usable only for logging into services but
not the WebGUI

Description: Text entry to add an optional description for this user group

Group membership: Two list selectors for Not Members and Members allow users to be added or removed from
the group. Use the >> Move to "Members" and << Move to "Not members to add and remove users as needed

󰋼Multiple selections are allowed by holding down the Ctrl key and clicking on individual selections or the
Shift button to click on a series of options

1. In the Rule Templates section, the options are available:

Rule Templates Section

1. Rule Templates that are available to move to and from the two list selectors. Use the >> Move to "Apply
Templates" list and << Mover to "Available Templates of" list buttons to adjust the rule templates accordingly



󰋼 The Add Rule Template Procedure explains how to set up these templates

2. Click the 󰆓 Save button when all user setup is complete

After the new user group is saved, the System/User Manager/Groups will load with the new user group added to
the table



Add a New Authentication Server

Overview
This procedure will explain how to add a new authentication server to the Anybus Defender

Procedure
1. Navigate to System/User Manager/Authentication Servers
2. From the Authentication Servers table, click the + Add button
3. In the Server Settings section, these options are available:

Server Settings Section

Descriptive name: Enter a name for this server

Type: Dropdown to select either an LDAP (which includes Active Directory) or RADIUS server

1. If the Server Type selected above is LDAP, the LDAP Server Settings section will appear with these options:



LDAP Server Settings Section

Hostname or IP address: Enter the hostname or IP address of the LDAP server

󰀨When using SSL/TLS or STARTTLS, this hostname MUST match a Subject Alternative Name (SAN) or the
Common Name (CN) of the LDAP server SSL/TLS Certificate

Port value: Enter the port number of the LDAP server

Transport: Dropdown to select which encryption to use: Standard TCP (none, not recommended), STARTTLS
Encrypted, or SSL/TLS Encrypted

Peer Certificate Authority: Dropdown to select the Certificate Authority (CA) to use to validate the LDAP server
certificate

󰋼 The CA is used only when SSL/TLS Encrypted or STARTTLS Encrypted Transport is active. This CA must
match the CA used by the LDAP

Protocol version: Dropdown to select between LDAP 2 or LDAP 3

󰀨 LDAP 3 is compatible with LDAP 2. An LDAP 2 client can connect to an LDAP 3 server (this is a
requirement of an LDAP 3 server). However, an LDAP 3 server can choose not to talk to an LDAP 2 client if
LDAP 3 features are critical



Server Timeout: Enter a time in seconds for LDAP operations to timeout. If left blank, the default of 25 seconds will
be used

Search scope: Dropdown to select the depth of the LDAP directory tree that should be searched. The Base DN
text entry will serve as the starting point in the directory information tree (DIT). One Level will only search the base
directory while Entire Subtree searches all sub-directories as well

Authentication containers: Text entry to enter directory entries that store user credentials and other
authentication-related information

󰋼Multiple entries are semi-colon separated. This will be prepended to the search base dn above or the full
container path can be specified containing a dc=component. Example: CN=Users;DC=example,DC=com or
OU=Staff;OU=Freelancers

Extended query: Checkbox to enable extended queries

Bind anonymous: Checkbox to allow anonymous binds to resolve distinguished names

Initial Template: Dropdown to select the predefined structure or schema used to create and populate directory
entries with default attributes and values. Available templates are: OpenLDAP, Microsoft AD, or Novell
eDirectory

User naming attribute: Text entry for user entries in the directory. cn is entered as the default

Group naming attribute: Text entry for user group entries in the directory. cn is entered as the default

Group member attribute: Text entry for group members entries in the directory. member is entered as the default

RFC 2307 Groups: Checkbox if the LDAP Server uses RFC 2307 style group membership

󰋼 RFC 2307 style group membership has members listed on the group object rather than using groups listed
on a user object. Leave unchecked for Active Directory style group membership (RFC 2307bis)

Group Object Class: Text entry for Object class used for groups in RFC2307 mode. If left blank, posixGroup will
be used as default

Shell Authentication Group DN: Text entry for shell authentication via the LDAP server

󰀨 The user must be a member of this group and have a valid posixAccount attributes to be able to login
Example: CN=Remoteshellusers,CN=Users,DC=example,DC=com

UTF8 Encode: Checkbox for enable encoding LDAP parameters before being sent to the server

󰀨 This is required to support international characters, but may not be supported by every LDAP server

Username Alterations: Checkbox to prevent stripping away parts of the username after the @ symbol. When
unchecked, e.g. user@host becomes user

Allow unauthenticated bind: Checkbox to allow unauthenticated binds

󰋼 Unauthenticated binds are bind with an existing login but with an empty password. Some LDAP servers
(Microsoft AD) allow this type of bind without any way to disable it

1. If the Server Type selected above is RADIUS, the RADIUS Server Settings section will appear with these
options:



RADIUS Server Settings Section

Protocol: Dropdown to select the RADIUS protocol. Options are:

PAP
MD5-CHAP
MS-CHAPv1
MS-CHAPv2

Hostname or IP address: enter the hostname or IP address of the RADIUS server

Shared Secret: Enter the pre-configured, confidential key used to secure communication between the RADIUS
client (such as a network access server) and the RADIUS server

Services offered: Dropdown to select which services are offered. Select from Authentication and Accounting,
Authentication, or Accounting

Authentication port: Enter the port used for Authentication. 1812 is used by default

Accounting port: Enter the port used for Accounting. 1813 is used by default

Authentication Timeout: Enter a value, in seconds, that the RADIUS server may take to respond to an
authentication request. If left blank, the default value is 5 seconds

󰋼 If using an interactive two-factor authentication system, increase this timeout to account for how long it will
take the user to receive and enter a token

RADIUS NAS IP Attribute: Dropdown to select which configured interface will be used for contacting the RADIUS
server

1. Click the 󰆓 Save button when all authentication server setup is complete

After the new authentication server is saved, the System/User Manager/Authentication Servers will load with the
new server added to the table



Add New Interface Group

Overview

Interfaces / Interface Groups / Edit

This procedure will explain how to add a new Industrial Profile Ruleset to the Anybus Defender

Procedure
1. Navigate to Interfaces / Interface Assignments
2. From the Interface Groups tab, click the Add button on the lower right corner of the Interface Groups table
3. An Edit page will load:

Interfaces / Interface Groups / Edit

1. From the Interface Group configuration, adjust these options:

Group Name: A text entry for the Interface Group name
Description: Optional description for the Interface Group
Group Members: Select the interfaces to be included in the interface group

2. Click the Save button when all configuration fields are complete

After the new Interface Group is saved, the Interfaces / Interface Groups will load with the new Interface Group
added to the table



Add New VLAN Interface

Overview

Interfaces / VLANs / Edit

This procedure will explain how to add a new Industrial Profile Ruleset to the Anybus Defender

Procedure
1. Navigate to Interfaces / Interface Assignments
2. From the VLANs tab, click the Add button on the lower right corner of the VLAN Interface table
3. An Edit page will load:

Interfaces / VLANs / Edit

1. From the VLAN configuration, adjust these options:

Parent Interface: Select the interface from which the VLAN will be created
VLAN Tag: Input a VLAN tag value from the range of 1 to 4094
VLAN Priority: Input the priority value from between 0 to 7

󰋼 For more information on the priority value of the VLAN, navigate to Interfaces / VLANs

Description: Optional description for the VLAN

2. Click the Save button when all configuration fields are complete

After the new VLAN is saved, the Interfaces / VLANs will load with the new VLAN added to the table



Add New Bridged Interface

Overview

Interfaces / Bridges / Edit

This procedure will explain how to add a new Industrial Profile Ruleset to the Anybus Defender

Procedure
1. Navigate to Interfaces / Interface Assignments
2. From the Bridges tab, click the Add button on the lower right corner of the Bridge Interfaces table
3. An Edit page will load:

Interfaces / Bridges / Edit

4. From the Bridge configuration, adjust these options:

Member Interfaces: Hold Shift and click the interfaces that will be bridged
Description: Optional description for the Bridge
Display Advanced: Selecting this button provides additional configuration options, allowing for more

precise and customized settings. These advanced sections include:

Advanced Configuration
RSTP/STP

5. Click the Save button when all configuration fields are complete

After the new Bridged Interface is saved, the Interfaces / Bridges will load with the new Bridged Interface added to
the table

󰀨 Bridging interfaces on a firewall can introduce several risks:

Security Bypass: Bridging may bypass firewall security policies, allowing unchecked traffic
Network Loops: Improper management can cause broadcast storms and network disruptions
Performance Impact: Increased load on the firewall can degrade performance
Configuration Errors: Misconfiguration can cause connectivity issues and unauthorized access
Complex Troubleshooting: Bridging complicates diagnosing and resolving network issues



Add New LAGG

Overview

Interfaces / LAGGs / Edit

This procedure will explain how to add a new Industrial Profile Ruleset to the Anybus Defender

Procedure
1. Navigate to Interfaces / Interface Assignments
2. From the LAGGs tab, click the Add button on the lower right corner of the LAGG Interfaces table
3. An Edit page will load:

Interfaces / LAGGs / Edit

1. From the LAGG configuration, adjust these options:

Parent Interfaces: Select the interface from which the LAGG will be created
LAGG Protocol: Select the protocol from the dropdown that fits the desired configuration

󰋼 For more information on which protocol to select, reference the detailed breakdown below the dropdown
box

Description: Optional description for the LAGG

2. Click the Save button when all configuration fields are complete

After the new LAGG is saved, the Interfaces / LAGGs will load with the new LAGG added to the table



Add a New IP Alias

Overview
This procedure will explain how to add an Alias of IP Addresses to the Anybus Defender. This can be useful to
group similar devices together (PLCs, HMIs, etc) to minimize rule usage and allow for easier duplication of settings

Procedure
1. Navigate to Firewall/Aliases
2. From the IP tab, click the Add button
3. Enter information in the Properties section:

Aliases Properties Section

Name: Enter a name for this alias

󰀨 The name can only consist of letters, numbers, and underscore ( _ ) characters

Description: Text entry for an optional description of this alias
Type: Dropdown selection should be set to Host(s)

1. From the Host(s) section, enter the first device in the IP or FQDN row. Enter the IP address on the left text
entry and an optional description in the right text entry:

Aliases Properties Section

2. If more devices are to be added, click the Add Host button and repeat the previous step
3. When all devices are added, click the Save button
4. The Firewall/Aliases will load showing the new alias
5. Click the Apply Changes button to implement the changes to the Anybus Defender

󰋼 Alias Nesting is allowed to further group aliases



Usage
A typical use case for IP aliases are firewall rules that can be applied to all similar devices:

Rule Source with Alias Used



Add a New Port Alias

Overview
This procedure will explain how to add an Alias of Ports to the Anybus Defender. This can be useful to group ports
together (HTTP, HTTPS) to minimize rule usage and allow for easier duplication of settings

Procedure
1. Navigate to Firewall/Aliases
2. From the Ports tab, click the Add button
3. Enter information in the Properties section:

Aliases Properties Section

Name: Enter a name for this alias

󰀨 The name can only consist of letters, numbers, and underscore ( _ ) characters

Description: Text entry for an optional description of this alias
Type: Dropdown selection should be set to Port(s)

1. From the Port(s) section, enter the first port in the Port row. Enter the port number on the left text entry and an
optional description in the right text entry:

Aliases Properties Section

2. If more ports are to be added, click the Add Port button and repeat the previous step
3. When all ports are added, click the Save button
4. The Firewall/Aliases will load showing the new alias
5. Click the Apply Changes button to implement the changes to the Anybus Defender

󰋼 Alias Nesting is allowed to further group aliases



Usage
A typical usage for port aliases is a port forward setup:

Source Port Range with Alias Used



Nesting Aliases

Overview
This procedure will show how to create nest aliases in the Anybus Defender. This allows IP Aliases or Port Aliases
to be combined for more efficient rule usage

Procedure
1. Go to either the IP, Port, or URL tabs from the Firewall/Aliases page
2. Click the Add button
3. Enter information in the Properties section:

Aliases Properties Section

Name: Enter a name for this alias

󰀨 The name can only consist of letters, numbers, and underscore ( _ ) characters

Description: Text entry for an optional description of this alias
Type: Dropdown selection should be set to the type of alias to be created (IP, Port, or URL)

4. In the section below, enter any previously-created aliases to the list using the Add button:

Aliases Properties Section

5. When all aliases are added, click the Save button
6. Click the Apply Changes button to implement the changes to the Anybus Defender



Usage
Nested aliases can be used anywhere individual aliases or items are used:

Nested IP Alias used in a Firewall Rule



DPI Procedures Overview

Overview
DPI (Deep Packet Inspection) allows for packet inspection and filtering on any Firewall Rule. It accomplishes this by
adding a set of rules to a Ruleset and Adding Rulesets to an Industrial Profile. This Industrial Profile can then be
Applied to Firewall Rules which activates the DPI engine

To help with quickly and easily adding rules and rulesets to an Industrial Profile, the Scheduled or Instant Packet
Capture procedure can be used to record device operations that can be blocked or allowed in a profile. The
Capture Analysis can be used to filter the packet capture and add rules to New Ruleset

Rulesets can also be Imported or Exported for use in multiple Anybus Defender devices

Currently, the DPI engine works with these protocols:

EtherNetIP/CIP: Used mostly by Rockwell Automation
Modbus TCP: Used by a variety of manufacturers
S7 Classic/S7 Plus: S7 Classic is used in older Step 7 with SIMATIC Manager software whereas S7 Plus

is used in the newer TIA Portal environment



Add New Industrial Profile

Overview

Firewall / Industrial Protocols / Profile / Edit

This procedure will explain how to add a new Industrial Profile to the Anybus Defender

Procedure
1. Navigate to Firewall / Industrial Protocols / Profile
2. From the Profiles tab, click the Add New Profile button on the lower right corner of the Profile Rules table
3. An Edit page will load:

Firewall / Industrial Protocols / Profile / Edit

1. From the Profile Options configuration, adjust these options:

Profile Name: A text entry for the Industrial Profiles name
Default Action for Packets: A drop-down with the available options:

Block: Blocks Industrial Protocol packets that do not match any rules defined ( (used for whitelisting) in
the Industrial Profile

Pass: Passes Industrial Protocol packets that do not match any rules defined (used for blacklisting) in the
Industrial Profile

Log: Log Industrial Protocol packets that do not match any rules defined in the Industrial Profile

Description: Optional description for the Industrial Profile

2. From the Profile Rules configuration, each entry has three options:

Default Action for Packets: A drop-down with the available options:

Block: Blocks Industrial Protocol packets that match the rule or ruleset
Pass: Passes Industrial Protocol packets that match the rule or ruleset
Log: Log packets that match the rule or ruleset

Industrial Protocol Rules: A drop-down populated with rules or rulesets created using the DPI functionality
Delete: A delete button is available to remove any profile entries

󰋼More entries can be added using the Add another entry button

3. Click the Save button when all configuration fields are complete



After the new Industrial Profile is saved, the Firewall / Industrial Protocols / Profile will load with the new Industrial
Profile added to the table. For there, Industrial Profiles can be Assigned to Firewall Rules



Add New Ruleset

Overview

Firewall / Industrial Protocols / Ruleset / Edit

This procedure will explain how to add a new Industrial Profile Ruleset to the Anybus Defender

Procedure
1. Navigate to Firewall / Industrial Protocols / Rulesets
2. From the Ruleset tab, click the Add New Ruleset button on the lower left corner of the Rulesets table
3. An Edit page will load:

Firewall / Industrial Protocols / Ruleset / Edit

1. From the Profile Options configuration, adjust these options:

Profile Name: A text entry for the Industrial Profiles name
Description: Optional description for the Ruleset

2. From the Group Rules configuration, each entry has a drop-down:

Rule(s): A drop-down populated by rules obtained when using the analyze capture feature located in
Firewall / Industrial Protocols / Analysis or after use a Scheduled or Instant Packet Capture procedurePacket
Capture

Delete: A delete button is available to remove any rule entries

󰋼More entries can be added using the Add another entry button

3. Click the Save button when all configuration fields are complete

After the new Ruleset is saved, the Firewall / Industrial Protocols / Ruleset will load with the new Ruleset added to
the table



Upload File For Capture Analysis

Overview

Firewall / Industrial Protocols / Analysis

This procedure will explain how to analyze a packet capture using the Anybus Defender

󰀨 A Scheduled or Instant Packet Capture created in the Anybus Defender or external application such as
Wireshark is required to use this procedure. This packet capture should have device operation packets that
will be used in the actual rules and rulesets explain below

Procedure
1. Navigate to Firewall / Industrial Protocols / Analysis
2. From the Analysis tab, click the Choose File button in the lower left corner of the Capture Analysis section
3. Once the desired PCAP is selected, click the Upload File button and more information is prompted

󰋼 Depending on the size of the packet capture, it may take a few seconds to upload

󰀨 If the packet capture does not contain Industrial protocol packets(such as Modbus TCP or CIP), no rules
will be generated



4. When the upload completes, additional sections appear:

Firewall / Industrial Protocols / Analysis

5. From the Rules and Existing Rules tables, these options are configurable:

Select Column: This column is used to select individual rules or all rules. Once selected they can be added
to the rules table or they can be added directly to a new ruleset

Plus Sign: Selecting this button will just add the selected rule to the Firewall / Industrial Protocols / Rules
table

󰋼Only new rules that don't already exist will populate the Rules table. Existing rules will populate the
Existing Rules table

6. From the Actions table, depending on the intended use for the selected rules these are the available options:

Add Rules: Add the selected rules to the Rules table located on the Firewall / Industrial Protocols / Rules
page by clicking the Add New Profile button

Add New Profile: Add the selected rules to a new Industrial Protocol profile. These are the configurable
fields available:

New Profile Name: A text box to name the profile



Profile Default Action: Select the default action to Pass (Blacklist) or Block (Whitelist) Industrial
Protocol packets that do not match any rule

Profile Action On Above Rules: Select the default action to Pass (Whitelist), Block (Blacklist), or Log
for the Industrial Protocol packets that match any rule

Description: Optional description for the Industrial Profile
Add New Ruleset: Add the selected rules to a new Ruleset. These are the configurable fields available:

Ruleset Name: A text box to name the Ruleset
Description: Optional description for the Ruleset

Add To Existing Profile: Allows the selected rules to be added to an already existing Industrial Protocol
profile. These are the configurable fields available:

Choose Profile: Select from the drop-down the profile these new rules will be added
Profile Action on Above Rules: Select the default action to Pass (Whitelist), Block (Blacklist), or Log

for the Industrial Protocol packets that match any rule

Add To Existing Ruleset: Allows the selectable rules to be added to an already existing Industrial Protocol
ruleset. These are the configurable fields available:

Choose Ruleset: Select the ruleset that the new rules will be added
7. Click the Add button when all configuration fields are complete on the respective tab

󰀨Once the selected option is selected, navigate to the Diagnostics / States page. Select the Reset the
Firewall State Table option and then click the Reset button



Export Industrial Profile Ruleset(s)

Overview

Firewall / Industrial Protocols / Ruleset / Backup/Restore

This procedure will explain how to export an Industrial Protocol Ruleset on the Anybus Defender

Procedure
1. Navigate to Firewall / Industrial Protocols / Rulesets
2. From the Rulesets tab, click the Import/Export Selected Rulesets button on the lower right corner of the
Rulesets table
3. A Backup/Restore page will load:

Firewall / Industrial Protocols / Ruleset / Export and Import

1. From the Export Industrial Protocol Ruleset(s) configuration, there is an option that can be adjusted:

Encryption: Checking this box will encrypt the ruleset(s). Once checked, a text box to enter a custom
password is prompted. This password is used when importing the ruleset backup

2. Click the Export Ruleset(s) as XML button when all configuration fields are complete



Import Industrial Profile Ruleset(s)

Overview

Firewall / Industrial Protocols / Ruleset / Backup/Restore

This procedure will explain how to import an Industrial Protocol Ruleset on the Anybus Defender

Procedure
1. Navigate to Firewall / Industrial Protocols / Rulesets
2. From the Rulesets tab, click the Import/Export Selected Rulesets button on the lower right corner of the
Rulesets table
3. A Backup/Restore page will load:

Firewall / Industrial Protocols / Ruleset / Backup/Restore

1. From the Import Industrial Protocol Ruleset(s) configuration, adjust the following options:

Configuration File: Select the Choose File button and locate the Rulesets configuration XML file
Encryption: Check the checkbox if the Rulesets configuration was encrypted during the export process.

This will also require the password that was used to encrypt the file to be entered into a prompted text box

󰀨 If the password entered does not match the one that was set for the ruleset(s) backup, the process will
prompt an error and the file will have to be re-uploaded using the Choose File button

2. Click the Import Ruleset(s) button when all configuration fields are complete

After the new Ruleset is saved, the Firewall / Industrial Protocols / Ruleset will load with the new Ruleset added to
the table

These rulesets can the be Added to an Industrial Profile



Apply Industrial Profile to Rules

Overview
Once Industrial Profiles are created, they can be applied to Firewall Rules

Procedure

Screen Capture of Industrial Profile Added to a Rule

1. Navigate to Firewall>Rules
2. Select the appropriate rule from the interface
3. From the Action selection, change to Industrial Profile
4. From the Industrial Profile selection that appears, select the desired Industrial Profile

󰀨 The Protocol option cannot be set to Any when using Industrial Profiles. Set it to the appropriate protocol
(usually TCP and/or UDP)

5. Apply the new changes

󰀨 If adding an Industrial Profile doesn't seem to work, perform a Reset States (this will temporary disable
firewall traffic)



S7 (Siemens) Industrial Profile Example:
A ruleset was created with rules only allowing a user to go online and offline. Any changes to the project that
require updating the PLC will cause the user to be taken offline:

Siemens PLC on 1:1 NAT with the Industrial Profile Assigned to the Device's WAN Rule

Failed Attempt to Download a Software Change in TIA Portal



Firewall Procedures Overview

Overview
This subsection shows procedures for the Rules menu selection of the Anybus Defender. These include:

NAT Port Forwarding
Outbound NAT
Interface and Floating Rules
Firewall Scheduling
Rule Templates and Template Rules
Virtual IPs



Add NAT Port Forward

Overview

Firewall / NAT / Port Forward / Edit

This procedure will explain how to add a new Port Forward to the Anybus Defender.Port forwards allows opening of
a specific port, port range or protocol to a privately addressed device on the internal network

Procedure
1. Navigate to Firewall / NAT / Port Forward
2. From the Port Forward tab, click the Add button on the lower right corner of the Rules table

󰋼 Selecting the Add button with an up arrow adds a rule to the top of the list. Where the Add button with a
down arrow adds a rule to the bottom of the list



3. An Edit page will load:

Firewall / NAT / Port Forward / Edit Showing FTP Port Forward Example

4. From the Edit Redirect Entry configuration, adjust these options:

Disabled: Selecting this checkbox disables the port forward rule
No RDR (NOT): When checked, the behavior of the port forward is negated meaning that no redirection

should be performed when the rule is matched, versus the default behavior of redirecting when the rule is
matched. In most common configurations, this option remains unchecked

Interface: Select an interface from the dropdown to apply the port forward. Typically, this will be set to the
WAN

Address Family: Select the internet protocol version from the dropdown. The recommended option is IPv4
Protocol: Select a protocol from the dropdown that this rule will affect. This is usually TCP and/or UDP
Source: By default, this option is set to any source. Selecting the Display Advanced button to access the

option to specify the source type, address, and port range. Setting these will further restrict who can access
this forwarded port

Destination: Select an interface from the dropdown from which the external traffic will be forwarded
Destination Port Range: Select the From Port and To Port from the dropdowns to specify the internal port

that the external traffic will be set to access

󰋼 If selection is left as Other, ports can be entered manually in the To/From Custom text entries. Adjust
each port dropdowns for pre-allocated ports (e.g. HTTP is port 80)

Redirect Target IP: Select from the dropdown one of these options:

Single Host: Enter a custom IP. This option is recommended as this will be the internal device's IP that is
being accessed from external traffic

Interface: Select an interface to be used



Redirect Target Port: Select the port that the rule for redirection to the destination IP and port

󰋼 If selection is left as Other, ports can be entered manually in the To/From Custom text entries. Adjust
each port dropdowns for pre-allocated ports

Description: Optional description for the Port Forward
No XMLRPC Sync: Checkbox to prevent the rule on the Master from automatically syncing to other Hot

Standby members

󰀨 This does NOT prevent the rule from being overwritten on Slave

NAT reflection: Allows NAT Reflection to be:

Use system default
Enable with Pure NAT
Enable with NAT
Disabled

Filter rule association: Drop to allow associating a rule to the port forwarding. Options are:

None
Add associated filter rule
Add Unassociated filter rule
Pass

5. Click the Save button when all configuration fields are complete

After the new Industrial Profile is saved, the Firewall / NAT / Port Forward will load with the new Port Forward
added to the table



Add Outbound NAT

Overview

Firewall / NAT / Outbound / Edit Showing a Mapping (see below)

This procedure will explain how to add a new Outbound NAT to the Anybus Defender. This allows LAN-type hosts
to access public ones.

Procedure
1. Navigate to Firewall / NAT / Outbound
2. Determine which Mode to use before adding any new Mappings. Options are:

Automatic: A mapping is automatically generated (in the Automatic Rules section) for each interface's
subnet (except WAN-type connections) and the rules on the Mappings section of this page are ignored

Hybrid: Mappings specified on this page will be used, followed by the automatically generated ones
Manual: Outbound NAT rules will not be automatically generated and only the mappings specified on the

Mappings section will be used
Disable: No rules will be used

󰀨 If a target address other than an interface's IP address is used, then depending on the way the WAN
connection is setup, a Virtual IP may also be required

3. From the Outbound tab, click the Add button on the lower right corner of the Mappings table

󰋼 Selecting the Add button with an up arrow adds a rule to the top of the list. Where the Add button with a
down arrow adds a rule to the bottom of the list

4. An Edit Advanced Outbound NAT Entry page will load. Here is an example of a remote connection to a
corporate database on a remote site:



Firewall / NAT / Outbound / Edit Example Showing Local IP to Outbound Connection to a Corporate MSSQL
Database

󰋼 As mentioned above, a Virtual IP was needed to allow remote access to the Database

1. From the Edit Advanced Outbound NAT Entry configuration, adjust these options:

Disabled: Selecting this checkbox disables the NAT 1:1 rule
Interface: Select the interface from the dropdown where the Outbound NAT will be applied
Address Family: Select the internet protocol version from the dropdown. The recommended option is IPv4
Protocol: Select the protocol from the dropdown to which this rule will apply. The recommended option

would be to leave this as Any
Source: Select from the dropdown the internal network or IP address that will be translated when

communicating with the external network
Destination: Select from the dropdown the external network or IP address for where the translated traffic

will be directed

2. From the Translation configuration, adjust these options:

Address: Select the address or alias from the dropdown. Connections matching this rule will be mapped to
the specified address

Port or Range: Input the external port or port range which will be used for translating the internal source for
connections matching the rule. When the Static checkbox is selected, leave the textbox empty

3. Click the Save button when all configuration fields are complete



After the new Industrial Profile is saved, the Firewall / NAT / Outbound will load with the new Outbound NAT added
to the table



Add Interface Rule

Overview

Firewall WAN Rule Example allowing 1 WAN Device Access To LAN Network VIA Ethernet/IP

This procedure will explain how to add a new rule to an interface on the Anybus Defender

󰋼 This procedure applies to all interfaces configured in the Anybus Defender

This also includes Floating Rules which will be used on all interfaces

󰀨 Interface rules are usually meant for ingress or egress from or to an interface. Floating Rules break this
convention and should only be used under specific circumstances

Procedure
1. Navigate to Firewall / Rules / WAN or other appropriate interface tab
2. From the WAN tab, click the Add button on the lower right corner of the Rules table

󰋼 Selecting the Add button with an up arrow adds a rule to the top of the list. Where the Add button with a
down arrow adds a rule to the bottom of the list

3. An Edit page will load:



Firewall / Rules / Edit

1. From the Edit Firewall Rule configuration, adjust these options:

Action: A dropdown populated with the available options:

Pass: Allow the specified traffic
Block: Deny the specified traffic
Reject: Deny the specified traffic while returning a TCP RST or equivalent packet to notify the connection

has been disconnected
Industrial Profile: Selecting this option will prompt another dropdown allowing for the selection of a

configured industrial profile

Interface: A dropdown that is auto-populated based on which interface the Add button was selected.
Ensure this is not changed while configuring the rest of the rule

Address Family: Select the internet protocol version from the dropdown. The recommended option is IPv4
Protocol: Select the protocol which the rule will match

2. From the Source configuration, it is recommended to leave this section as the default value of Any
3. From the Destination configuration, adjust these options:

Destination: Select from a dropdown the type of destination this rule will be applied
Destination Port Range: Select from the From dropdown to specify a port for the rule. The To dropdown

may be left empty if only filtering for a single port

4. Click the Save button when all configuration fields are complete

After the new Industrial Profile is saved, the Firewall / Rules / WAN will load with the new Industrial Profile added to
the table



Add Firewall Schedule

Overview

Firewall / Schedules / Edit

This procedure will explain how to add a new firewall schedule to the Anybus Defender

Procedure
1. Navigate to Firewall / Schedules
2. From the Schedules page, click the Add button on the lower right corner of the Profile Rules table
3. An Edit page will load:

Firewall / Schedules / Edit

1. From the Schedule Information configuration, adjust these options:

Schedule Name: A text entry for the Schedule name
Description: Optional description for the Schedule
Month: Select the month in which this schedule will take place
Date: Select from a calendar the day(s) this schedule will take place
Time: Select from the dropdowns the start hours, start minutes, stop hours, and stop minutes the task this

schedule is assigned to will take place
Time Range Description: Optional description for the Schedule Time Range



1. Click the Add Time button when all configuration fields are complete adding the time range to the Configured
Ranges section
2. Click the Save button when all the desired time ranges are configured for the schedule

After the new Schedule is saved, the Firewall / Schedules will load with the new Schedule added to the table



Add a New Rule Template

Overview

Firewall / Rule / Templates Showing Sample Rule Template

This procedure will explain how to add a new template to the Anybus Defender. Templates can be used with the
Users created for local or OpenVPN access to customize rules based on that user

󰋼With templates created as shown in the image above, they can be assigned to Users to restrict access to
interface devices:

User Creation with Rule Template Added

Below are two procedures: one for adding a new Rule Template and another for adding rules used in templates



New Rule Template Procedure
1. Navigate to Firewall / Template Rules
2. Click the Add New Template button on the lower right corner of the Templates table
3. An Edit page will load:

Firewall / Industrial Protocols / Profile / Edit

1. From the Template Options section, adjust these options:

Template Name: A text entry for the Rule Template name
Description: Optional description for the template

2. From the Rules section, template rules can be added added using the + Add another entry which allows
adding rules that have already been created

󰋼 New Rules can be added using the + Create rule template button (see procedure below)

3. Click the Save button when all Template Options and Rules Entries are completed

After the new Industrial Profile is saved, the Rule Template page will load with the new Rule Template added to the
table

New Rules for Template Use Procedure

󰋼 Rules can be created and used on any Template. These rules can be created for any interface used in the
Anybus Defender

This also includes Floating Rules which will be used on all interfaces

󰀨 Interface rules are usually meant for ingress or egress from or to an interface. Floating Rules break this
convention and should only be used under specific circumstances

1. Navigation to Template Rules can be done in these ways:

Navigate to Firewall / Template Rules and click the Rules tab
When editing a Rule Template(see above), click the + Create rule template button

2. Select the appropriate Interface to use for the rule
3. From the Edit Firewall Rule section, edit these items:

Action: Select either Pass, Block, Reject (Blocks but notifies sender), or Industrial Profile
Protocol: Adjust the protocol if needed (usually TCP and/or UDP)

4. From the Destination section, adjust the drop down from any to match the type of destination (usually a
Single Host)



5. From the Destination Port Range row, adjust the From and To ports to use defined ports (ex-44818 for
Ethernet/IP) or a custom port
6. From the Extra Options section, check the Log packets that are handled by the rule if logging is needed
7. Click the Save button
8. The Template/Rules page will reload with the new rules added to the table:

Sample Set of Template Rules for Acme Template Allowing Access to 3 Rockwell PLCs



Add New Traffic Shaper Limiter

Overview

Firewall / Traffic Shaper / Limiters

This procedure will explain how to add a new Limiter to the Anybus Defender

Procedure
1. Navigate to Firewall / Traffic Shaper / Limiters
2. From the Limiters tab, click the New Limiter button on the lower left corner of the Limiters table
3. An Edit sections will load:

Firewall / Traffice Shaper / Limiters



1. From the Limiters configuration, adjust these options:

Enable: Selecting the checkbox will enable the limiter and its children to be configured once it is saved
Name: A text entry for the Limiters name
Bandwidth: Present in this section are these options:

Bandwidth: Input a value for the bandwidth that will be the limit imposed
Bw Type: Select the type of bandwidth this will be quantified. These are the available options in the

dropdown:

KBits/s
MBits/s
Bits/s

Schedule: Select the desired configured schedule that this limiter will be in effect

󰋼 Additional Bandwidth limits based on a different schedule can be added by selecting the Add Schedule
button

Mask: Select from these options in the dropdown:

None: Select this if the limiter should affect every host or subnet
Source Addresses: Select this if the limiter only needs to affect host or subnet source addresses

Select the IPv4 and IPv6 mask bits that will be affected

Destination Addresses: Select this if the limiter only needs to affect host or subnet destination
addresses

Select the IPv4 and IPv6 mask bits that will be affected

Description: Optional description for the Limiter

2. Click the Save button when all configuration fields are complete

After the new Traffic Shaper is saved, the Firewall / Traffic Shaper / Limiters will load with the new Traffic Shaper
Limiter added to the table



Add Virtual IPs

Overview

Firewall / Virtual IPs / Edit

This procedure will explain how to add a new Virtual IP to the Anybus Defender

Some procedures, such as the SimpleNAT Wizard will create virtual IPs automatically, while others, such as the
Outboard NAT Procedure, will require manual virtual IP creation

Procedure
1. Navigate to Firewall / Virtual IPs
2. From the Virtual IPs page, click the Add button on the lower right corner of the Virtual IP Address table
3. An Edit page will load:

Firewall / Virtual IPs / Edit

1. From the Edit Virtual IP configuration, adjust these options:

Type: Select the type of the Virtual IP. These are the selectable options:

IP Alias: Selecting this option will prompt these fields to be configured:

Interface: Select the interface from the dropdown where the Virtual IP will be applied
Address(es): Configure the desired IP and subnet mask
Description: Optional description for the Virtual IP

Hot Standby: Selecting this option will prompt these fields to be configured:

Interface: Select the interface from the dropdown where the Virtual IP will be applied
Address(es): Configure the desired IP and subnet mask
Virtual IP Password: Configure the desired VHID Group password for the Virtual IP
VHID Group: Configure the group ID which acts as an identifier for when multiple users are sharing the

same IP. Typically set as the last octet of the respective IP address



Advertising Frequency: Configure the rate at which a heartbeat advertisement is sent out.
Recommended to leave the default values of 1 and 0

Description: Optional description for the Virtual IP
Proxy ARP: Selecting this option will prompt these fields to be configured:

Interface: Select the interface from the dropdown where the Virtual IP will be applied
Address Type: Select from the dropdown if the Proxy ARP is a Single Address or Network
Address(es): Configure the desired IP and subnet mask for the Single Address or Network that

encompasses an entire subnet
Expansion: Select the checkbox to prevent the Network option from expanding to the entire 256 IPs

based on the IP and subnet that is configured
Description: Optional description for the Virtual IP

Other: Selecting this option will prompt these fields to be configured:

Interface: Select the interface from the dropdown where the Virtual IP will be applied
Address Type: Select from the dropdown if the Proxy ARP is a Single Address or Network
Address(es): Configure the desired IP and subnet mask for the Single Address or Network that

encompasses an entire subnet
Expansion: Select the checkbox to prevent the Network option from expanding to the entire 256 IPs

based on the IP and subnet that is configured
Description: Optional description for the Virtual IP

2. Click the Save button when all configuration fields are complete

After the new Virtual IP is saved, the Firewall / Virtual IPs will load with the new Virtual IP added to the table



Create an OpenVPN Server

Overview
This procedure shows setting up an OpenVPN server. This procedure will focus on creating the server itself. Other
procedures will explain Adding Client Users to the OpenVPN Server and Exporting Client User Settings.

Procedure
1. Navigate to VPN/OpenVPN/Wizards tab
2. From the Type of Server dropdown, keep the selection as Local User Access and click the >> Next
3. In the Create a New Certificate Authority (CA) Certificate section, update these settings:

New CA Settings

Descriptive name: Identity of this Certificate Authority (CA)

󰀨 It is recommended to use "CA_" as a prefix to this identity to easily identify the certificate type

Country Code: Use the two-letter country code
State or Province: Use the Full State or Province name
City: Full name of the City or other Locality name
Organization: Name of the Company or Group
E-mail: E-mail address of the Certificate Contact. This is usually the person generating this CA

4. Click the >> Add new CA button



5. In the Create a New Server Certificate section, update these settings:

New Server Certificate Settings

Descriptive Name: Identity of this Server Certificate

󰀨 It is recommended to use "SC_" as a prefix to this identity to easily identify the certificate type

󰋼 The same, Country, State, City, Organization, and E-mail settings from the previous Certificate Authority
settings will appear here

6. Click the >> Create new Certificate button
7. In the General OpenVPN Server Information section adjust these settings as needed:

General OpenVPN Server Information Settings

Interface: Usually set to WAN for incoming connections, but any Interface can be used
Protocol: Should be left on UDP on IPv4 only
Local port: For UDP, the default port is 1194. If TCP is used, the port should be changed to 443



8. In the Tunnel Settings section, update these settings:

New Server Certificate Settings

Tunnel Network: This is the range of addresses that clients will be assigned when they connect to the
server. Usually should be kept at the default 10.0.8.0/24 but can be changed if needed

Local Network: This controls what routes are pushed to the clients, and in combination with firewall rules,
controls what they have access to

Duplicate Connections: Can be enabled to allow a user to concurrent connections, if required

9. Click the >> Next button
10. From the next section on Rule creations, ensure the Firewall Rule and OpenVPN Rule are enabled and click
the >> Next button
11. From the New User Creation section, click on the >> Continue button

󰀨 If Users need to be added, click the Add new User instead and follow that procedure

12. Click the >> Finish button and the new OpenVPN Server will appear in the List of OpenVPN Servers



Create an OpenVPN User

Overview
This procedure will show how to create a client user for an OpenVPN Server. This procedure requires an OpenVPN
Server created via the Wizard or manually

󰀨OpenVPN client users can be created via the OpenVPN Server Wizard or from Newly-created users or
existing users. Both procedures will be shown below

Procedure for Client Users via the OpenVPN Wizard
1. In Step 11 of the OpenVPN Server Setup Wizard, click the >> Add new User button:

New CA Settings

2. In the VPN new User creation section, enter:

User name: User name for login
User password: User password for login
Confirm User password: Re-type the user password
User Full Name: The User's full name

3. Click the >> Add User button
4. The New User Creation section will reappear showing Users to be created

Procedure for Client Users via the User Manager
1. Navigate to System/User Manager

2. If this is a new user, click the Add button. For existing users, click the Edit user ( ) for that user



For New Users
1. At the bottom of the User Properties section, enable the Click to create a user certificate checkbox:

2. The Create Certificate for User section will appear. Adjust these settings:

Descriptive name: Name of this user certificate
Certificate authority: Set the CA that was created in the OpenVPN Server Setup Wizard

3. Complete the new user setup
4. Click the Save button

For Existing Users
1. In the User Certificates section, click the Add button:

User Certificates Section

2. From the Certification edit page, update these settings in the Add/Sign a New Certificate section:

Method: Set dropdown to Create an internal Certificate

3. Update these settings in the Internal Certificate section:

Certificate authority: Set the CA that was created in the OpenVPN Server Setup Wizard
Common Name: Enter a Common Name(CN) for this certification. This entry is required
Country Code, State or Province, City, Organization entries will auto-populate from the Certificate

authority selected above. Adjust if required

4. Click the Save button

The resulting certificate will appear on the User Certificates section of the Users Edit page:

User Certificates Section Showing New Certificate



Create an OpenVPN Client Export

Overview
This procedure will show how to export the OpenVPN Client software to be used on the client's system. For clients
who already have the OpenVPN Client software, config files can just be sent to add to their software configuration

󰀨 These procedures will require that an OpenVPN Server has already been created manually or via the
OpenVPN Server Setup Wizard

A procedure for exporting an entire OpenVPN client software with the credentials included and one for just the
configuration only will be included below

Procedure for Exporting the OpenVPN Client Software
1. Navigate to VPN/OpenVPN
2. Click on the Client Export tab
3. Scroll down to the OpenVPN Clients section
4. Locate the client to be used for export

󰀨 If the client is missing, be sure a client user certificate was added. If not. use the Add OpenVPN Client
Procedure to create one

5. Depending on the operating system of the client, click on the appropriate Installer button on the right side of
the client row. Options include:

Windows Current Installers: Click on either the 64-bit or 32-bit button. This will install the 2.5.2 version of
the OpenVPN client

Legacy Windows Installers: Click on either the 10/2016/2019 or 7/8/8.1/2012r2 button. This will install the
2.4.11 version of the OpenVPN client

󰋼 Each OpenVPN client works the same. The Current version has an updated UI but may be less
compatible with earlier versions of Windows (less than Windows 10)

Viscosity: Click on either to Viscosity Bundle or Viscosity Inline Config button to use the Viscosity
OpenVPN Client software which is compatible with Windows and MacOS (not explained in this procedure).
This is paid software and will require purchasing

6. After a short delay, the browser will be prompted to download .exe file

󰀨Most modern browsers will require extra steps to actually download an .exe file. Be sure to allow the file to
be downloaded before continuing to the next step

7. Send the resulting file to the target client

󰋼 Zipping or archiving the .exe file is recommended since many places will not allow direct executable files
to be downloaded

8. The client just needs to run the executable file and follow the typical steps for installing most software
9. The client will also need to know the username and password for this account
10. After the installation has completed, an icon in the system tray will appear for easy access to the OpenVPN
Client:

https://www.sparklabs.com/viscosity/
https://www.sparklabs.com/viscosity/


OpenVPN Taskbar Icon

11. Right-click on the icon and select Connect:

Right-click Options Showing Connect

12. The client will then enter the username and password provided
13. When successfully connected, the icon should turn green (a mouseover of the icon will show connection
information):

Sucesssful Connection Indicator with Connection Info

Procedure for Exporting an OpenVPN User Configuration

󰋼 Use this procedure for users who already have the OpenVPN client installed

󰀨 If there are any security concerns about older versions of the OpenVPN Client Software, use this procedure
to only update the client configuration files after a update is installed

1. Navigate to VPN/OpenVPN
2. Click on the Client Export tab
3. Scroll down to the OpenVPN Clients section

https://openvpn.net/client/


4. Locate the client to be used for export

󰀨 If the client is missing, be sure a client user certificate was added. If not. use the Add OpenVPN Client
Procedure to create one

5. Click the Archive button from the - Bundled Configurations: section
6. When prompted, download the zip file
7. Send the zip file to the client user, along with the username and password
8. Instruct the client user to unzip the archive to the Config folder of the OpenVPN client, which is installed on the
C:\ drive would be: C:\Program Files\OpenVPN\config

󰀨 In the OpenVPN Client settings as an option to select another location outside of the Program Files
location (which can cause permission issues with some users). Right-click on the OpenVPN icon and select
Settings. Choose the Advanced tab and use or adjust the Configuration Files Folder as needed:

Sucesssful Connection Indicator with Connection Info

The client users can user that folder location to place the bundled archive
9. Client users can then right-click on the OpenVPN icon and Connect as explained in the procedure above



WireGuard Peer-to-Peer Setup

Overview
This procedure will show how to set up peer-to-peer communication in WireGuard on 2 sites using 2 Anybus
Defenders

Procedure 1: Creating Site Tunnels

󰀨 These steps must be done on both of the Anybus Defenders involved

1. Go to the VPN / WireGuard page
2. Navigate to the Settings Tab
3. Check the Enable WireGuard checkbox
4. Change the Interface Group Membership to Only Unassigned Tunnels

WireGuard Settings

5. Navigate to the Tunnels Tab
6. Click the +  Add Tunnel button to add a new tunnel
7. On the Tunnel edit page, adjust these settings:

Check the Enable Tunnel
Add a Description
Set a Listen Port or keep it at the default of 51820
Click the   Generate button to create a public and private key. Copy and paste the public keys for each

site tunnel



8. Click the   Save Tunnel button

Tunnel Settings

Procedure 2: Adding Peers to Each WireGuard Site

󰀨 These steps must be done on both of the Anybus Defenders involved

For Tunnel Site 1:
1. Navigate to the VPN / Peers page
2. Click the +  Add Peer button
3. On the Peers edit page, adjust these settings:

Check the Enable Peer
Set the Tunnel to the tunnel created above
Add a Description
Uncheck the Dynamic Endpoint
Set the Endpoint to the interface IP address for Site 2 and the Port (leave blank for the default port

number of 51820)

󰋼 This will usually be an IP address on the WAN interface network

Paste the public key for Site 2 created above into the Public Key setting
In the Allowed IPs section, add IP addresses for the WireGuard tunnel and the LAN Network

󰋼 The Tunnel IP address is internal and will be assigned to each Peer upon connection. Any unused
virtual network can be assigned, such as 10.0.x.0, as shown in the image below



4. Click the   Save Peer button

Peer Settings

For Tunnel Site 2:
1. Repeat the same steps for Site 2 which these updates:

Set the Endpoint Interface IP address for Site 1
In the Allowed IPs section, add the same WireGuard tunnel IP address created for Site 1, but the LAN

network IP address for Site 1
Paste in the Public Key for Site 1 created above into the Public Key setting

2. Click the   Save Peer button



Procedure 3: Assign Interfaces to Each WireGuard Site

󰀨 These steps must be done on both of the Anybus Defenders involved

1. Navigate to the Interfaces / Assignments page
2. From the Available network ports dropdown, select the WireGuard tunnel created in the procedure above:

Interface Assignments Settings

3. Click the +  Add button
4. Click on the resulting Interface created to load its configuration page
5. From the General Configuration section update these settings:

Enable the Interface
Add an appropriate description
Set the IPv4 Configuration Type to Static IPv4

6. In the Static IPv4 Configuration section, adjust these settings:

Set the IPv4 Address to the 10.0.x.0 network created in the Peer procedure above

󰀨 This address must be unique on the virtual network (10.0.x.0 in this example) used. See the image
below



Set the subnet to /24

Interface Settings

7. Click the +  Add a new gateway button
8. From the New IPv4 Gateway dialog window, fill in the Gateway IPv4 address with the IP Address that will be
assigned to the other WireGuard site:

new Gateway Settings

9. Click the +  Add button to create the new Gateway
10. Click the   Save Peer button to save the interface settings
11. Repeat these steps on the other WireGuard site adjusting these settings:

Set the Static IPv4 Address to the IP address of the other site
Add a new Gateway using the other site's tunnel address



Procedure 4: Create Static Routes on Each WireGuard Site

󰀨 These steps must be done on both of the Anybus Defenders involved

1. Navigate to System / Routing and click the Static Routes tab:

Static Routes Tab

2. Click the +  Add button to create the new Static Route
3. On the Static Route Edit page, adjust the settings:

Destination network: The LAN network of the other WireGuard site
Gateway: The Gateway created in the previous procedure

New Static Route Page

4. Click the   Save button to save the new Static Route
5. Repeat these steps for the other WireGuard site adjusting these settings:

Destination network: The LAN network of the other WireGuard site
Gateway: The Gateway created in the previous procedure

Procedure complete and each Anybus Defender should be able to communicate with each other



Add DHCP Server

Overview
This procedure will explain how to enable and configure a new DHCP Server on WAN or LAN of the Anybus
Defender

Services / DHCP Server / LAN

Procedure
1. Navigate to Services / DHCP Server / LAN or /WAN

󰋼 The DHCP Server configuration is virtually the same on WAN or LAN. The example below will show a
LAN DHCP Server configuration

2. Click on either the WAN, LAN, or any other configured interface tab to configure the appropriate interface
3. Adjust these settings for the General Options section:

General Options

Enable: Checkbox to enable the DHCP instance
BOOTP: Checkbox to ignore any BOOTP requests
Deny unknown clients: Dropdown to handle connections from unknown clients. Options are:

Allow all clients: Any DHCP client will get an IP address within this interface
Allow known clients from any interface: Any DHCP client with a MAC address listed on any interface

will get an IP address
Allow known clients from only this interface: Only MAC addresses configured in the Static Mapping

for this Interface will get an IP address



Ignore denied clients: Checkbox to silently drop packets that do not match the criteria instead of returning
a rejection packet to the client

󰀨 This option is not compatible with failover and cannot be enabled when Failover Peer IP address is
configured

Ignore client identifiers: Checkbox to ignore the Unique Identifier (UID) in a DHCP request

󰋼 This may be useful when a client can dual boot using different client identifiers from the same hardware
MAC address. This violates the official DHCP specification, however

Subnet: Read-only display of the interface's subnet
Subnet mask: Read-only display of the interface's subnet mask
Available range: Read-only display of the current range of IP addresses used to assign to clients
Range: From and To text entries to set the range of IP addresses used by connecting clients

4. Adjust these settings for the Additional Pools section:

Add Post Button to allow adding a pool of addresses inside this subnet but outside of the above range

5. Adjust these settings for the Servers section:

WINS servesr: Two text entries to add custom WINS servers
DNS servers: Four text entries to add custom DNS servers

󰋼 If DNS server entries are left blank, the system's default DNS servers are used

6. Adjust these settings for the OMAPI section:

OMAPI Port: Text entry of the Port that OMAPI will listen on. If left blank, OMAPI will be disabled

󰋼 The default port is 7911

OMAPI Key: Text entry for the key that matches the Key Algorithm selected below



Generate New Key: Checkbox to allow a new OMAPI Key to be generated using the Key Algorithm
selected below

Key Algorithm: Dropdown to select the algorithm used by the OMAPI Key above. Options are:
HMAC-MD5 (legacy default)
HMAC-SHA1
HMAC-SHA224
HMAC-SHA256 (current bind9 default)
HMAC-SHA384
HMAC-SHA512 (most secure)

7. Adjust these Other Options as needed:

󰋼 If these options are needed, check the DHCP Server Service Settings for more information

8. Add any DHCP Static Mappings as needed

At the bottom of all sections is a Save button to make any pending changes permanent



Add DHCP Static Map

Overview
This procedure will explain how to add and configure new DHCP Static mappings on WAN or LAN to the Anybus
Defender

󰀨 The Procedure for DHCP Server Setup will explain how to enable and configure the DHCP Server

From the bottom of the DHCP Server Page for the WAN or LAN tab page, are the DHCP Static Mappings for this
Interface section:

Services / DHCP Server / LAN / Edit Static Mapping

Procedure
1. Navigate to Services / DHCP Server / LAN or /WAN

󰋼 The DHCP Server configuration is virtually the same on WAN or LAN. The example below will show a
LAN DHCP Server configuration

2. From the DHCP Static Mappings for this Interface table, click the Add button on the lower right of that table
3. A Static Mappings on LAN or WAN page will load depending on which interface is being configured:



Static DHCP Mapping on WAN/LAN of the Services / DHCP Server / LAN / Edit Static Mapping Page

1. From there, these settings can be adjusted:

MAC Address: Text entry for the MAC (Media Access Control) address of the DHCP client assigned to this
mapping

󰋼  The Copy My MAC button can be used to easily copy the MAC address to the computer's clipboard

Client Identifier: Text entry for the client ID of the DHCP client assigned to this reservation
IP Address: Text entry for the IP address that will be assigned to this device when it requests a reservation

󰀨 For IPV4, the IP address must be outside the pool allocation configured in the DHCP Server Setup. If this
is left blank, it will be dynamically allocated by the pool

Hostname: Text entry for the hostname of the DHCP client assigned to this reservation
Description: Optional description of this reservation for administrative references
ARP Table Static Entry: Checkbox to create an ARP Table Static Entry table for this MAC and IP address

pair when this device is connected
WINS Servers: These two text fields will override the WINS Settings in the DHCP Server for this DHCP client
DNS Servers: These four text fields will override the DNS Settings in the DHCP Server for this DHCP client
Gateway: Text entry for the Gateway to be provided to the DHCP client. Typically, this is the IP address of the

Anybus Defender on the same interface as the DHCP server
Domain Name: Text entry for an alternative domain name to be provided to the DHCP client. If left blank, the

domain name of this system will be used



Domain Search List: Text entry for domain search lists to be provided to the DHCP client. Use the semicolon
(;) character as a separator for each domain name on the list

Default Lease Time (Seconds): Text entry to specify a specific expiration time for this DHCP client if it does
not ask for it. The default is 720 seconds

Maximum Lease Time (Seconds): Text entry to specify the maximum lease time for this DHCP client. The
default maximum lease time is 86400 seconds

Dynamic DNS: A button to either show or hide the Dynamic DNS advanced options

DHCP Registration: Checkbox to enable registration of DHCP client names in DNS
DDNS Hostname: Checkbox that makes dynamic DNS registered hostname the same as the Hostname

above
DDNS Domain: Text entry to register client names in the DNS server. If left blank, dynamic DNS registration

will be disabled
Primary DDNS Address: Text entry to set the main domain name or subdomain that is dynamically

updated to reflect the changing IP address of a device or server
Secondary DDNS Address: Text entry to set the secondary DDNS IP address
DDNS Domain Key Name: text entry for a unique identifier used in the configuration and authentication

processes when setting up and updating DDNS services
Key Algorithm: Dropdown box to select a particular HMAC-SHA cryptographic algorithm. Options are:

HMAC-MD5 (legacy default)
HMAC-SHA1
HMAC-SHA224
HMAC-SHA256(current bind9 default)
HMAC-SHA384
HMAC-SHA512(most secure)

DDNS Domain Key Secret: text entry for the dynamic DNS domain key name to securely authenticate and
authorize updates to the DNS records associated with a dynamic IP address



NTP Servers: A button to either show or hide the NTP Servers advanced options

NTP Servers: Text entry to enter the IP addresses of the NTP Servers 1-3

TFTP Servers: A button to either show or hide the TFTP Servers

TFTP Servers: Text entry to enable and configure a TFTP server. If left blank, the TFTP Server will be
disabled

LDAP: A button to either show or hide the LDAP advanced options

LDAP Server URI: Text entry to enable and configure a full Uniform Resource Identifier (URI) for an LDAP
server

󰋼 Example URI path: ldap://ldap.example.com/dc=example,dc=com

If left blank, the LDAP Server connection will be disabled

Network Booting: A button to either show or hide the Network Booting advanced options

Enable: Checkbox to enable network booting
Next Server: Text entry to enter the IP Address of the Next server
Default BIOS File Name: Text entry for the default BIOS file name which will often end with .ROM, .BIN,

or .WPH extensions
UEFI 32 Bit File Name: Text entry for a 32-bit UEFI bootloader, which is typically the default file name

BOOTIA32.EFI
UEFI 64 Bit File Name: Text entry for a 64-bit UEFI bootloader, which is typically the default file name

BOOTX64.EFI
ARM 32 Bit File Name: Text entry for an ARM 32-bit UEFI bootloader, which is typically the default file

name BOOTARM.EFI
ARM 64 Bit File Name: Text entry for a 64-bit UEFI bootloader, which is typically the default file name

BOOTAA64.EFI
Root Path: Text entry for the base or starting point for network configuration and organization, including

static DHCP mappings



Additional BOOTP/DHCP Options: A button to either show or hide the Additional BOOTP/DHCP
advanced options

Option: These are additional parameters that can be included in the DHCP or BOOTP messages to
provide additional configuration information to the client devices

Number: Text entry for the option number for the DHCP lease
Type: Dropdown to set the option type such as text, string, boolean, integer type, or IP address
Value: Text entry for the specific data associated with a particular option

Add: The Add button allows for the additional options to be added to the Additional BOOTP/DHCP Table

Below the Static DHCP Mapping on WAN/LAN and Additional BOOTP/DHCP Options table is a Save button to
make any pending changes permanent



Add IGMP Proxy

Overview
This section is used to manage multicast traffic within a network. It allows multicast traffic to be distributed from one
segment of a network to another, facilitating the efficient use of bandwidth for applications that deliver data to
multiple recipients simultaneously

IGMP Proxy Edit

Interface: A dropdown to select either WAN or LAN network type
Description: A text field to specify a descriptive word or phrase to be used as an administrative reference
Type: A dropdown to select either upstream interface to downstream interface
Threshold: A text field to define the TTL threshold value for the network interface. Packets with a lower TTL

than the threshold will be ignored. This setting is optional, and by default the threshold is 1.
Network: A text field to declare the IP address and a dropdown number field to declare the prefix size
Add Network: A button to add a new line to define another Network IP address and its prefix size

Below the IGMP Proxy Edit table there is a Save button to make any pending changes permanent



Packet Capture Procedures Overview

Overview
Packet captures can be done in 2 ways with the procedure links:

Scheduled Packet Capture
Instant Packet Capture



Add Scheduled Captures

Overview

Diagnostics / Packet Capture / Edit

This procedure will explain how to add a new Scheduled Packet Capture to the Anybus Defender

Prerequisite for Scheduled Packets

󰀨 Firewall schedules must be created before a scheduled packet capture can be performed

This procedure will show how to create a schedule:

1. Navigate to Firewall/Schedules
2. Click the + Add button
3. From the Schedules/Edit page, adjust these settings:

Schedule Name: Name of the schedule (this will be used in the actual Scheduled Packet Capture
procedure below)

Description: Optional description text
Month: Dropdown to select the Month and Year in a MonthName_YY format
Date: Calendar that allows days to be selected
Time: Series of dropdowns to select the hour and minute to start and stop the schedule execution
Time range description: optional description for the time range

4. Click the + Add Time to add the current settings to a Configured Ranges section that appears below the
Schedule Information section:

Configured Ranges Section

5. Repeat steps 3 and 4 to create multiple Configured Ranges as needed
6. Click the Save button to save all the scheduled ranges created

Scheduled Packet Capture Procedure
1. Navigate to Diagnostics / Packet Capture
2. From the Package Capture page, click the Add New Scheduled Capture button on the lower right corner of
the Scheduled Captures table



3. An Edit page will load:

Diagnostics / Packet Capture / Edit

4. From the Packet Capture configuration, adjust these options:

Interface: Select from a drop-down which interface traffic should be captured on
Address Family: Set to IPv4 Only (IPv6 addressing is also allowed)
Protocol: Use the drop-down to select Any, TCP or UDP or other specialized protocols as needed

󰋼  Each protocol also has an Exclude <protocol> that captures all traffic except that protocol

Host Address: If only one IP address (or multiple as described in its help text) is needed for capture, enter
it here. Otherwise, leave it blank to capture all IP addresses from the selected interfaces

Port: Enter into the text box to filter for a specific port. Leave blank to not filter for a specific port
Packet Length: Specify the maximum length in bytes packets will be captured. Any bytes past this will be

ignored. If left as zero, every packet size will be captured
Count: The default value of 1000 packets should be increased if capture traffic will be busy or lengthy
Schedule: Select from a drop-down the scheduled times the capture will commence

󰀨 This is a required field. If this shows none, refer to the Prerequisite for Scheduled Packets procedure
above for creating schedules

5. Click the Save button when all configuration fields are complete

After the new Scheduled Capture is saved, the Diagnostics / Packet Capture will load with the new Scheduled
Capture added to the table



Start Instant Capture

Overview

Diagnostics / Packet Capture / Capture

This procedure will explain how to start an Instant Packet Capture on the Anybus Defender

Procedure
1. Navigate to Diagnostics / Packet Capture
2. From the Package Capture page, click the Start Instant Capture button on the lower right corner of the
Instant Capture table
3. A Capture page will load:

Diagnostics / Packet Capture / Capture

4. From the Packet Capture options, adjust these options:

Interface: Select from a drop-down which interface traffic should be captured on



Promiscuous: Select the checkbox to enable this option. When enabled it captures all traffic on the local
network even if the traffic is not intended for the destination IP address

Address Family: Set to IPv4 Only (IPv6 addressing is also allowed)
Protocol: Use the drop-down to select Any, TCP or UDP or other specialized protocols as needed

󰋼  Each protocol also has an Exclude <protocol> that captures all traffic except that protocol

Host Address: If only one IP address (or multiple as described in its help text) is needed for capture, enter
it here. Otherwise, leave it blank to capture all IP addresses from the selected interfaces

Port: Enter into the text box to filter for a specific port. Leave blank to not filter for a specific port
Packet Length: Specify the maximum length in bytes packets will be captured. Any bytes past this will be

ignored. If left as zero, every packet size will be captured
Count: The default value of 1000 packets should be increased if capture traffic will be busy or lengthy

5. Click the Start button when all configuration fields are complete

If there has been a previous packet capture, there will are additional buttons available:

Analyze Capture: Analyzes the capture for Industrial Protocols and auto-generate rules. More information
can be found at Firewall / Industrial Protocols / Analysis

Download Capture: Downloads the most recent packet capture to the host system accessing the Anybus
Defender



USB Method

Overview
This procedure will show how to do a system update on the Anybus Defender using the USB port and a USB
storage media device

󰀨 It is highly recommended that the running configuration be backed up. Anybus Defender should flash and
restart with the currently running configuration, but care should be taken to avoid unexpected issues with a
backup

󰋼 It is recommended the existing version is noted before doing this procedure to be sure the new update is a
newer version. The Dashboard System Information Widget will display the Version information:

Dashboard System Information Showing Version Information

Prerequisites
USB updates are performed using USB storage media flashed with firmware from HMS. A drive can also be created
using the Creating a System Update USB Drive section below

Creating a System Update USB Drive
A USB drive can be created by using a free disk utility named Rufus. With this, only the system update image file is
needed to create a system update drive

After opening Rufus, select the proper USB drive from the Device dropdown. Load the proper .img file from the
SELECT button file picker:

https://sourceforge.net/projects/rufus.mirror/


Rufus with Drive and Image File Loaded

Click the START button and wait for it to finish

After completion, the USB storage media can be removed from the PC and the procedure below can be used

Procedure
1. Insert the USB into any USB port of the Anybus Defender
2. Navigate to System / Update/ Update Settings



3. From the Update Settings tab, Check the Enable Offline Upgrades option:

Enable Offline Upgrades Checked in Update Settings

󰋼 At this point, the USB storage media will be accessed and checked. Once confirmed that the update is
from HMS and safe, the necessary files will be transferred to the Anybus Defender

4. Click the Save button
5. Navigate to the Status / System Logs / System General Log page and verify the USB device entries appear:

Status / System Log Showing Completed USB File Sync

󰀨 Be sure the log entry Offline updates have been synced from the USB device...  entry
appears before removing the USB storage device (it is recommended to keep the device plugged in until the
update is complete). Refresh the page periodically if needed

6. Navigate back to the System Update page. The Current Base System should show the current system
version while the Latest Base System should show the version on the USB storage media:

System Update Tab with Newer Latest Base System



7. Click the Confirm button to update the Anybus Defender. The unit will update and then reboot

󰀨 As noted during the update, be sure NOT to leave or refresh the current web page

8. Verify the Anybus Defender successfully updated by referencing the Dashboard System Information Widget
will then show the updated system version



Online Portal Method

Overview
This procedure will show how to do a system update on the Anybus Defender using the online update portal. The
system will attempt to reach the update portal and check the unit's version against the version available on the
portal

󰀨Online updates require a support and maintenance agreement

󰀨 It is highly recommended that the running configuration is backed up prior to updating the unit. Anybus
Defender should flash and restart with the currently running configuration, but care should be taken to avoid
unexpected issues with a backup

󰋼 It is recommended the existing version is noted. This can be checked when a different version is installed to
verify a proper update. The Dashboard System Information Widget will display the Version information:

Dashboard System Information Showing Version Information

Prerequisites
Internet access to pkg.ics-defender.com is required for this system update. If this is not possible, refer to the
Offline via USB Method instead

Procedure
1. Navigate to System / Update/ System Update
2. From the System Update tab, the latest system update version should appear (or an Up to date message will
appear and no further action is required):



Online Update with Updated Base System

3. Click the Confirm button to update the Anybus Defender. The unit will then reboot

󰀨 As noted during the update, be sure NOT to leave or refresh the current web page

4. Verify the Anybus Defender successfully updated by referencing the Dashboard System Information Widget



Offline Packages Update

Overview
This procedure will show how to do offline updates of the Packages on the Anybus Defender using the USB port
and a USB storage media device

󰋼 The file used for updating the packages is the same one used for the Offline USB System Update

Prerequisites
Offline packages updates are performed using USB storage media with the system file (which includes the
packages) provided from HMS. A drive can also be created using the Creating a System Update USB Drive
section below



Creating a Offline Packages USB Drive
A USB drive can be created by using a free disk utility named Rufus. With this, only the offline packages image file
is needed to create a system update drive

After opening Rufus, select the proper USB drive from the Device dropdown. Load the proper .img file from the
SELECT button file picker:

Rufus with Drive and Image File Loaded

Click the START button and wait for it to finish

After completion, the USB storage media can be removed from the PC and the procedure below can be used

https://sourceforge.net/projects/rufus.mirror/


Procedure
1. Insert the USB into any USB port of the Anybus Defender
2. Navigate to System / Update/ Update Settings
3. From the Update Settings tab, Check the Enable Offline Upgrades option:

Enable Offline Upgrades Checked in Update Settings

󰋼 At this point, the USB storage media will be accessed and checked. Once confirmed that the update is
from HMS and safe, the necessary files will be transferred to the Anybus Defender

4. Click the Save button
5. Navigate to the Status / System Logs / System General Log page and verify the USB device entries appear:

Status / System Log Showing Completed USB File Sync

󰀨 Be sure the log entry Offline updates have been synced from the USB device...

appears before removing the USB storage device (it is recommended to keep the device plugged in until the
update is complete). Refresh the page periodically if needed

6. Navigate to the System / Package Manager / Available Packages page. There should be a list of packages
that can be installed:



Available Packages showing Offline Items

7. Install any packages necessary
8. Verify the packages by navigating to the System / Package Manager / Installed Packages



Overview

Supplemental Overview
The supplemental section has reference information including these items:

Default Packages
FAQ



Overview

Default Package List
Here is a list of the default Packages installed in the Anybus Defender:

Package
Name

Description

API PROVIDES MODULAR RESTFUL APIS FOR USE BY A REMOTE SERVER

AssetMgmt
Asset Management that scans hosts on the network and identifies OS and/or Industrial
Protocol information

RemoteMgmt Integrates with a remote management server to allow remote control/visibility of this instance

WireGuard An extremely simple yet fast and modern VPN that utilizes state-of-the-art cryptography



API

Overview
The API packages allows remote software, such as Anybus Cybersecurity Console, to interface with the Anybus
Defender

󰀨 The RemoteMgmt package is also required for Anybus Cybersecurity Console to properly connect to the
Anybus Defender



Asset Management

Overview
The Asset Management package adds the ability to scan devices on a network and generate a list of these devices



Remote Management

Overview
The Remote Management packages allows remote software, such as Anybus Cybersecurity Console, to
interface with the Anybus Defender

󰀨 The API package is also required for Anybus Cybersecurity Console to properly connect to the Anybus
Defender



Wire Guard

Overview
The WireGuard packages allows using the WireGuard VPN in Anybus Defender

Typically, WireGuard is used for Peer-to-Peer Networks for linking 2 sites



FAQ

Overview
This FAQ (Frequently-asked Questions) will answer common questions and items that might arise when configuring
the Anybus Defender

1:1 NAT
1. Why does my PLC not work correctly when using the 1:1 Simple NAT Wizard? Within the ethernet settings
of the PLC, the LAN side gateway address must be set. Example:

Rockwell PLC Example Using the Default 192.168.200.1 LAN Gateway Address

Packages:Suricata
1. Why does using the ETOpen Emerging Threats Rules option in the Global Settings not download the
Suricata rules? Depending on the version of the Anybus Defender or Suricata installed, the ETOpen may not
download correctly. As a work-around, set the Use a custom URL for ETOpen downloads checkbox and paste
in this URL in the ETOpen Custom Rule Download URL area:

https://rules.emergingthreatspro.com/open/old/suricata-4.0/emerging-
all.rules.tar.gz

Then navigate to Update tab and click the   Update button to update the rule sets



Top Banner Buttons

Top Banner Buttons

Sample Header Buttons on Gateway Edit

Most sections within the Web GUI of the Anybus Defender will have a series of buttons on the upper right of the
header bar. As shown in the example above, the Gateways Edit Page has 5 buttons in its navigation banner:

Sample Header Buttons on Gateway

Other Specialized Buttons

The table below will show all possible buttons that may be present on any page's top banner:

Button Name Description


RESTART
SERVICE

IF THIS IS OR RELATED TO A SERVICE, THIS WILL RESTART IT

 Stop Service If this is or related to a service, this will stop it

 Related Settings
If there is a settings page associated with the current page, this navigates to that
page

 Related Status
If the is a status page associated with the current page, this navigates to that
page


Related Log

Entries
If there is a Logs page and section associated with the current one, this
navigates to that page

 Settings This will load a settings page

 Filter On the System Logs section, this allows for a filter section to appear

 Export On the Status / Monitoring section, a graph can be exported
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